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@SAFETY PRECAUTIONS@®

(Read these precautions before using this product.)

Before using this product, please read this manual and the relevant manuals carefully and pay full attention
to safety to handle the product correctly.
The precautions given in this manual are concerned with this product only. For the safety precautions of the
programmable controller system, refer to the user's manual for the CPU module used.

In this manual, the safety precautions are classified into two levels: "AWARNING" and "ACAUTION".

( )
é WARNING Indlca_tes_that incorrect hand_llpg may cause hazardous conditions,
resulting in death or severe injury.
Indicates that incorrect handling may cause hazardous conditions,
ACAUTION resulting in minor or moderate injury or property damage.
\_ y,

Under some circumstances, failure to observe the precautions given under "ACAUTION" may lead to

serious consequences.
Observe the precautions of both levels because they are important for personal and system safety.

Make sure that the end users read this manual and then keep the manual in a safe place for future
reference.



Precautions for using the MELSEC-Q series Ethernet interface
module

[Design Precautions]

/\WARNING

@ For the operating status of each station after a communication failure, refer to relevant manuals for
the network.

Failure to do so may result in an accident due to an incorrect output or malfunction.

@ To prevent the malfunction of the programmable controller system due to harmful e-mails, take
preventive measures (such as antivirus measures) so that the mail server for this module does not
receive harmful e-mails.

® When connecting a peripheral with the CPU module or connecting a personal computer with an
intelligent function module to modify data of a running programmable controller, configure an interlock
circuit in the sequence program to ensure that the entire system will always operate safely.

For other forms of control (such as program modification or operating status change) of a running

programmable controller, read the relevant manuals carefully and ensure that the operation is safe

before proceeding.

Especially, when a remote programmable controller is controlled by an external device, immediate

action cannot be taken if a problem occurs in the programmable controller due to a communication

failure.

To prevent this, configure an interlock circuit in the sequence program, and determine corrective

actions to be taken between the external device and CPU module in case of a communication failure.
® Do not write any data to the "system area" of the buffer memory in the intelligent function module.

Also, do not use any "use prohibited" signals as an output signal from the programmable controller

CPU to the intelligent function module.

Doing so may cause malfunction of the programmable controller system.

[Design Precautions]

/\CAUTION

® Do not install the control lines or communication cables together with the main circuit lines or power
cables.
Keep a distance of 100mm or more between them.
Failure to do so may result in malfunction due to noise.

® When changing the operating status of the programmable controller CPU (such as remote
RUN/STOP) from the external device, select "Always wait for OPEN (Communication possible at
STOP time)" for the "Initial timing" setting in the network parameter.
The communication line will be closed when "Do not wait for OPEN (Communications impossible at
STOP time)" is selected and the remote STOP is executed from the external device.
Consequently, the programmable controller CPU cannot reopen the communication line, and the
external device cannot execute the remote RUN.




[Security Precautions]

/A\WARNING

@® To maintain the security (confidentiality, integrity, and availability) of the programmable controller and
the system against unauthorized access, denial-of-service (DoS) attacks, computer viruses, and other
cyberattacks from external devices via the network, take appropriate measures such as firewalls,
virtual private networks (VPNs), and antivirus solutions.

[Installation Precautions]

/\CAUTION

® Use the programmable controller in an environment that meets the general specifications in the user's
manual for the CPU module used.
Failure to do so may result in electric shock, fire, malfunction, or damage to or deterioration of the
product.
® To mount the module, while pressing the module mounting lever located in the lower part of the
module, fully insert the module fixing projection(s) into the hole(s) in the base unit and press the
module until it snaps into place.
Incorrect interconnection may cause malfunction, failure, or drop of the module.
When using the programmable controller in an environment of frequent vibrations, fix the module with
a screw.
@ Tighten the screws within the specified torque range.
Undertightening can cause drop of the screw, short circuit, or malfunction.
Overtightening can damage the screw and/or module, resulting in drop, short circuit, or malfunction.
@ Shut off the external power supply (all phases) used in the system before mounting or removing a
module.
Failure to do so may result in damage to the product.
® Do not directly touch any conductive parts and electronic components of the module.
Doing so can cause malfunction or failure of the module.




[Wiring Precautions]

/\CAUTION

@® Connectors for external connection must be crimped or pressed with the tool specified by the
manufacturer, or must be correctly soldered.
Incomplete connections may cause short circuit, fire, or malfunction.
@ Shut off the external power supply for the system in all phases before connecting the AUI cable.
® When connecting a cable with connector to the module, connect the connector part to the module
securely.
® Make sure to place the communication and power cables to be connected to the module in a duct or
fasten them using a clamp.
If not, dangling cable may swing or inadvertently be pulled, resulting in damage to the module or
cables or malfunction due to poor contact.
@ Tighten the terminal screws using the specified torque.
Undertightening can cause short circuit or malfunction.
Overtightening can damage the screw and/or module, resulting in drop, short circuit, or malfunction.
® When disconnecting the cable from the module, do not pull the cable by the cable part.
For the cable with connector, hold the connector part of the cable.
For the cable connected to the terminal block, loosen the terminal screw.
Pulling the cable connected to the module may result in malfunction or damage to the module or
cable.
@ Prevent foreign matter such as dust or wire chips from entering the module.
Such foreign matter can cause a fire, failure, or malfunction.
@ A protective film is attached to the top of the module to prevent foreign matter, such as wire chips,
from entering the module during wiring.
Do not remove the film during wiring.
Remove it for heat dissipation before system operation.
@ Correctly solder coaxial cable connectors. Incomplete soldering may result in malfunction.




[Startup and Maintenance Precautions]

/\CAUTION

® Do not disassemble or modify the module. Doing so may cause failure, malfunction, injury, or a fire.
@ Shut off the external power supply (all phases) used in the system before mounting or removing a
module.
Failure to do so may cause the module to fail or malfunction.
@ After the first use of the product, do not mount/remove the module to/from the base unit more than 50
times (in accordance with IEC 61131-2).
Exceeding the limit may cause malfunction.
® Do not touch any terminal while power is on.
Failure to do so may cause malfunction.
@ Shut off the external power supply (all phases) used in the system before cleaning the module or
retightening the terminal screws or module fixing screws.
Failure to do so may cause the module to fail or malfunction.
Undertightening can cause drop of the screw, short circuit, or malfunction.
Overtightening can damage the screw and/or module, resulting in drop, short circuit, or malfunction.
@ Before handling the module, touch a conducting object such as a grounded metal to discharge the
static electricity from the human body.
Failure to do so may cause the module to fail or malfunction.

[Operating Precautions]

/\CAUTION

® When changing data and operating status, and modifying program of the running programmable
controller from a personal computer connected to an intelligent function module, read relevant
manuals carefully and ensure the safety before operation.
Incorrect change or modification may cause system malfunction, damage to the machines, or
accidents.

[Disposal Precautions]

/N\CAUTION

® When disposing of this product, treat it as industrial waste.




Precautions for using the MELSEC-L series Ethernet interface
module

[Design Precautions]

/\WARNING

@ For the operating status of each station after a communication failure, refer to relevant manuals for
the network. Failure to do so may result in an accident due to an incorrect output or malfunction.

@ To prevent the malfunction of the programmable controller system due to harmful e-mails, take
preventive measures (such as antivirus measures) so that the mail server for this module does not
receive harmful e-mails.

® When connecting a peripheral with the CPU module or connecting an external device, such as a
personal computer, with an intelligent function module to modify data of a running programmable
controller, configure an interlock circuit in the program to ensure that the entire system will always
operate safely. For other forms of control (such as program modification or operating status change)
of a running programmable controller, read the relevant manuals carefully and ensure that the
operation is safe before proceeding. Especially, when a remote programmable controller is controlled
by an external device, immediate action cannot be taken if a problem occurs in the programmable
controller due to a communication failure. To prevent this, configure an interlock circuit in the program,
and determine corrective actions to be taken between the external device and CPU module in case of
a communication failure.

® Do not write any data to the "system area" of the buffer memory in the intelligent function module.
Also, do not use any "use prohibited" signals as an output signal from the CPU module to the
intelligent function module. Doing so may cause malfunction of the programmable controller system.

[Design Precautions]

/\CAUTION

® Do not install the control lines or communication cables together with the main circuit lines or power
cables. Keep a distance of 100mm or more between them. Failure to do so may result in malfunction
due to noise.

® When changing the operating status of the CPU module (such as remote RUN/STOP) from the
external device, select "Always wait for OPEN (Communication possible at STOP time)" for the "Initial
timing" setting in the network parameter. The communication line will be closed when "Do not wait for
OPEN (Communications impossible at STOP time)" is selected and the remote STOP is executed
from the external device. Consequently, the CPU module cannot reopen the communication line, and
the external device cannot execute the remote RUN.




[Security Precautions]

/A\WARNING

To maintain the security (confidentiality, integrity, and availability) of the programmable controller and
the system against unauthorized access, denial-of-service (DoS) attacks, computer viruses, and other
cyberattacks from external devices via the network, take appropriate measures such as firewalls,
virtual private networks (VPNs), and antivirus solutions.

[Installation Precautions]

/\CAUTION

Use the programmable controller in an environment that meets the general specifications in the
Safety Guidelines included with the MELSEC-L series CPU module.

Failure to do so may result in electric shock, fire, malfunction, or damage to or deterioration of the
product.

To interconnect modules, engage the respective connectors and securely lock the module joint levers
until they click. Incorrect interconnection may cause malfunction, failure, or drop of the module.

Shut off the external power supply (all phases) used in the system before mounting or removing a
module. Failure to do so may result in damage to the product.

Do not directly touch any conductive parts and electronic components of the module. Doing so can
cause malfunction or failure of the module.

[Wiring Precautions]

/\CAUTION

When connecting a cable with connector to the module, connect the connector part to the module
securely.

Make sure to place the communication and power cables to be connected to the module in a duct or
fasten them using a clamp. If not, dangling cable may swing or inadvertently be pulled, resulting in
damage to the module or cables or malfunction due to poor contact.

Prevent foreign matter such as dust or wire chips from entering the module. Such foreign matter can
cause a fire, failure, or malfunction.

A protective film is attached to the top of the module to prevent foreign matter, such as wire chips,
from entering the module during wiring. Do not remove the film during wiring. Remove it for heat
dissipation before system operation.




[Startup and Maintenance Precautions]

/\WARNING

@ Shut off the external power supply (all phases) used in the system before cleaning the module. Failure
to do so may result in electric shock.

[Startup and Maintenance Precautions]

/N\CAUTION

® Do not disassemble or modify the module. Doing so may cause failure, malfunction, injury, or a fire.

@ Shut off the external power supply (all phases) used in the system before mounting or removing a
module. Failure to do so may cause the module to fail or malfunction.

@ After the first use of the product (module and display unit), the number of connections/disconnections
is limited to 50 times (in accordance with IEC 61131-2). Exceeding the limit may cause malfunction.

@ Before handling the module, touch a conducting object such as a grounded metal to discharge the
static electricity from the human body. Failure to do so may cause the module to fail or malfunction.

[Operating Precautions]

/N\CAUTION

® When changing data and operating status, and modifying program of the running programmable
controller from a personal computer connected to an intelligent function module, read relevant
manuals carefully and ensure the safety before operation. Incorrect change or modification may
cause system malfunction, damage to the machines, or accidents.

[Disposal Precautions]

/\CAUTION

@® When disposing of this product, treat it as industrial waste.




@CONDITIONS OF USE FOR THE PRODUCT@®

(1) Mitsubishi programmable controller ("the PRODUCT") shall be used in conditions;

i) where any problem, fault or failure occurring in the PRODUCT, if any, shall not lead to any major or serious accident;
and

ii) where the backup and fail-safe function are systematically or automatically provided outside of the PRODUCT for the
case of any problem, fault or failure occurring in the PRODUCT.

(2) The PRODUCT has been designed and manufactured for the purpose of being used in general industries.

MITSUBISHI SHALL HAVE NO RESPONSIBILITY OR LIABILITY (INCLUDING, BUT NOT LIMITED TO ANY AND ALL
RESPONSIBILITY OR LIABILITY BASED ON CONTRACT, WARRANTY, TORT, PRODUCT LIABILITY) FOR ANY
INJURY OR DEATH TO PERSONS OR LOSS OR DAMAGE TO PROPERTY CAUSED BY the PRODUCT THAT ARE
OPERATED OR USED IN APPLICATION NOT INTENDED OR EXCLUDED BY INSTRUCTIONS, PRECAUTIONS, OR
WARNING CONTAINED IN MITSUBISHI'S USER, INSTRUCTION AND/OR SAFETY MANUALS, TECHNICAL
BULLETINS AND GUIDELINES FOR the PRODUCT.

("Prohibited Application™)

Prohibited Applications include, but not limited to, the use of the PRODUCT in;

» Nuclear Power Plants and any other power plants operated by Power companies, and/or any other cases in which the
public could be affected if any problem or fault occurs in the PRODUCT.

* Railway companies or Public service purposes, and/or any other cases in which establishment of a special quality
assurance system is required by the Purchaser or End User.

« Aircraft or Aerospace, Medical applications, Train equipment, transport equipment such as Elevator and Escalator,
Incineration and Fuel devices, Vehicles, Manned transportation, Equipment for Recreation and Amusement, and
Safety devices, handling of Nuclear or Hazardous Materials or Chemicals, Mining and Drilling, and/or other
applications where there is a significant risk of injury to the public or property.

Notwithstanding the above restrictions, Mitsubishi may in its sole discretion, authorize use of the PRODUCT in one or

more of the Prohibited Applications, provided that the usage of the PRODUCT is limited only for the specific

applications agreed to by Mitsubishi and provided further that no special quality assurance or fail-safe, redundant or
other safety features which exceed the general specifications of the PRODUCTSs are required. For details, please
contact the Mitsubishi representative in your region.

(3) Mitsubishi shall have no responsibility or liability for any problems involving programmable controller trouble and system

trouble caused by DoS attacks, unauthorized access, computer viruses, and other cyberattacks.



INTRODUCTION

Thank you for purchasing the Mitsubishi MELSEC-Q or -L series programmable controllers.

This manual describes the functions and programming of the Ethernet interface module for Ethernet communications.

Before using this product, please read this manual and the relevant manuals carefully and develop familiarity with the

functions and performance of the MELSEC-Q or -L series programmable controller to handle the product correctly.

When applying the program examples introduced in this manual to an actual system, ensure the applicability and

confirm that it will not cause system control problems.

Please make sure that the end users read this manual.

Unless otherwise specified, this manual describes the program examples in which the 1/0O numbers of X/Y00 to X/Y1F are

assigned for an Ethernet interface module.

For I/O number assignment, refer to the User's Manual (Function Explanation, Program Fundamentals) for the CPU module

used.

© 00 0000000000000 0000000000000 000 O0COCPOCEOIOSOEOSIEOEOSIEOEPONOEOIEONOEOEOEOIEOEOEOEOEEOEOEOEOOETOOTOTOTOTIOTO

RELEVANT MANUALS

The manuals related to this product are listed below.
Please place an order as needed.

Manual name

Manual number
(Model code)

Q Corresponding Ethernet Interface Module User's Manual (Basic)

SH-080009
Specifications, procedures for data communication with external devices, line connection (open/close), fixed buffer communication, (13JL88)
random access buffer communication, and troubleshooting of the Ethernet interface module (Sold separately)
MELSEC-L Ethernet Interface Module User's Manual (Basic) SHO81105ENG
Specifications, procedures for data communication with external devices, line connection (open/close), fixed buffer communication, (13J273)
random access buffer communication, and troubleshooting of the Ethernet interface module (Sold separately)
MELSEC-Q/L Ethernet Interface Module Use's Manual (Web function) SH-080180
How to use the Web function of the Ethernet interface module (Sold separately) (13JR40)
MELSEC Communication Protocol Reference Manual SH-080008
Communication methods and control procedures through the MC protocol for the external devices to read and write data from/to the (13JF89)

programmable controller CPU using the serial communication module/Ethernet interface module (Sold separately)
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MANUAL'S USE AND STRUCTURE

16

(1) How to use this manual
In this manual, explanations are given for each special function of the Ethernet modules (QJ71E71-100,
QJ71E71-B5, QJ71E71-B2, and LJ71E71-100).
Please use this manual using the following key items below as a reference.

(a) To learn about an overview of the special functions

» Page 21, CHAPTER 1 provides an overview of each of the special functions available for the Ethernet
modules.

(b) To use the e-mail transmission/reception function and the programmable controller

CPU monitoring function
+ Page 29, Section 2.2 describes the environment in which e-mails can be used.
» Page 34, Section 2.6 illustrates the screens for parameter settings with a programming tool to use the e-
mail function.
+ Page 54, Section 2.9 describes the parameter settings to monitor the status of the programmable
controller CPU.

(c) To communicate with programmable controller CPUs of other stations via a network

module or an Ethernet module
» Page 63, Section 3.2 describes the accessible range and accessible stations when accessing other
stations via the Ethernet modules.
» Page 66, Section 3.3 describes the parameter settings using a programming tool to communicate data
with the programmable controller CPUs of other stations.
» Page 70, Section 3.3.2 provides an overview of the processing for Station No. <-> IP information
conversion.

(d) To use the file transfer (FTP) function
» Page 130, Section 5.3 describes the parameter settings using a programming tool to transfer a file.
» Page 141, Section 5.6 describes the FTP operation command on the FTP client (external device) side that
is supported by the Ethernet module.

Point/’

To know about the following items, see the User's Manual (Basic).

® Detailed descriptions of the error codes
Troubleshooting, error check methods, descriptions and reference manuals of error codes

@ Storage locations of the error codes for the Ethernet module
Storage locations (buffer memories) of error codes




(2) Structure of this manual

(a) Setting Parameters with a programming tool
» By setting parameters with a programming tool, the sequence programs for communicating with external
devices can be simplified in the Ethernet module.

* In this manual, parameter settings using a programming tool are explained in detail for each item

displayed on the setting screens.’!

» For details on the types of the setting screens, objectives of the settings, the setting items and an outline of
the setting operation using a programming tool, see the User's Manual (Basic).

*1 Refer to the chapters related to the functions to be used and set the required parameters. Then load the set parameters
to the programmable controller CPU of a station where an Ethernet module is connected.

17



(3) Setting screen of a programming tool
This manual explains the parameter settings with a programming tool in the following format.
The following illustration is for explanation purpose only, and should not be referred to as an actual

documentation.

18

2.6 E-mail Setting Using a Programming Tool

This section describes the settings required to send and receive e-mails using a programming tool.

(1) DNS setting
[Purpose of setting]

Specify the IP address of the DNS server when setting the mail server name using the domain name by the e-

mail setting (=~ Page 36, Section 2.6 (2)).
[Start procedure]

1) Shows how to start the setting screen.

Network parameter setting screen=> "Initial Setting" _,I'
[Setting screen]
<
+'s Network Parameter, Ethernet Initial Setting Module No.: 1 [= |
Tiner Seting
Module will operate with def ault values if setting s left blank.
Setting Valus | Default Yalus | In Unit
TCP ULP Timer 60| sooms
TCP Zera Window Timer 20[x s0oms,
TCP Resend Timer 20)% 500ms.
TCP End Timer 40[¢ S0ims,
T Assenbly Tmer 10/ 500ms
Response Monitring Tiner 0] soms,
Dest Interval 1200 s00ms
Dest. Confirmation Interval 20)% 500ms
Dest. Confirmation Resend 3| Times.
DS Setting
IoputFormat [oEC =
1P Address of DMS Serverl
IP Address of DNS Serverz
17 Adchess of DN Serverd
1P Address of DMS Server: 4
End Cancel
-

(a) DNS setting

Designate the Internet service provider used by the local station's Ethernet module and the IP addresses of the

domain name servers (DNS) designated by a system administrator.
« Select the input format (decimal/hexadecimal) of the IP addresses.
« Designate the IP addresses of the DNS servers to DNS servers 1 to 4.

V\/\

2) Shows the setting screen of
GX Developer.

—— 3) Shows a description of the setting.

Depending on the function used, "(Address: OOOOH)" may be indicated after some function names.
This address indicates the buffer memory address of the Ethernet module in which the setting values from a

programming tool are stored.
For more details on the buffer memory, see the User's Manual (Basic).
* Open the network parameter screens as follows.

* QCPU: Project window = [Parameter] = [Network Parameter] = [Ethernet/CC IE/MELSECNET)]

* LCPU: Project window = [Parameter] = [Network Parameter] = [Ethernet/CC IE Field]



TERMS

This manual uses the following generic terms and abbreviations to describe the QJ71E71-100, QJ71E71-B5,
QJ71E71-B2, and LJ71E71-100 Ethernet interface modules, unless otherwise specified.

Term Description

ACPU A generic term for the AnNCPU, AnACPU, and AnUCPU

ARACPU A generic term for the A2ZACPU, A2ACPU-S1, A2ACPUP21/R21, A2ACPUP21/R21-S1, ABACPU, and
A3ACPUP21/R21

ARNGPU A generic term for the AINCPU, AINCPUP21/R21, A2NCPU, A2NCPU-S1, A2NCPUP21/R21,
A2NCPUP21/R21-S1, ASNCPU, and ASNCPUP21/R21

AnUCPU A generic term for the A2UCPU, A2UCPU-S1, A2ASCPU, A2ASCPU-S1, A3UCPU, and A4UCPU

Basic model QCPU A generic term for the Q00JCPU, Q00CPU, and Q01CPU

BUFRCV The abbreviation for ZP.BUFRCV

BUFRCVS The abbreviation for Z.BUFRCVS

BUFSND The abbreviation for ZP.BUFSND

Built-in Ethernet port QCPU

A generic term for the Q03UDVCPU, Q03UDECPU, Q04UDVCPU, Q04UDEHCPU, Q06UDVCPU,
QO6UDEHCPU, Q10UDEHCPU, Q13UDVCPU, Q13UDEHCPU, Q20UDEHCPU, Q26UDVCPU,
Q26UDEHCPU, Q50UDEHCPU, and Q100UDEHCPU

CLOSE The abbreviation for ZP.CLOSE
A programmable controller CPU that controls connected I/O modules and intelligent function modules.
Control CPU In a multiple CPU system, there are multiple CPU modules and each connected module can be controlled by a

different CPU module.

Control system CPU

A programmable controller CPU that controls operations in a redundant system

CPU module A generic term for the QCPU and LCPU
ERRCLR The abbreviation for ZP.ERRCLR
ERRRD The abbreviation for ZP.ERRRD
A machine-specific address that is also referred to as the MAC (Media Access Control) address. This is used
Ethernet Address to identify the addresses of external devices over a network.

The Ethernet address of the Ethernet module can be verified on the MAC ADD column of the rating plate.

Ethernet module

The abbreviation for the QJ71E71-100, QJ71E71-B5, QJ71E71-B2, and LJ71E71-100 Ethernet interface
modules. (Indicated as the Ethernet module or E71 in the figures)

Ethernet network system

The abbreviation for 10BASE2, 10BASES5, 10BASE-T, and 100BASE-TX network systems

External device

A generic term for personal computers, computers, work station (WS) and Ethernet module etc. that are
connected by the Ethernet for data communication

GX Developer

GX Works2

The product name of the software package for the MELSEC programmable controllers

High Performance model QCPU

A generic term for the Q02CPU, Q02HCPU, Q06HCPU, Q12HCPU, and Q25HCPU

L series Ethernet module

The abbreviation for the LJ71E71-100 Ethernet interface module

LCPU

Another term for the MELSEC-L series CPU module

LCPU station

Another term for the MELSEC-L series CPU module

MELSECNET/10 The abbreviation for the MELSECNET/10 network system
MELSECNET/H The abbreviation for the MELSECNET/H network system
MRECV The abbreviation for ZP. MRECV
MSEND The abbreviation for ZP.MSEND

Network module (N/W module)

The abbreviation for interface modules compatible with the CC-Link IE Controller Network, CC-Link IE Field
Network, MELSECNET/H, MELSECNET/10 network system

OPEN

The abbreviation for ZP.OPEN

Process CPU

A generic term for the Q02PHCPU, Q06PHCPU, Q12PHCPU, and Q25PHCPU

Programming tool

A generic term for GX Developer and GX Works2

Q series Ethernet module

The abbreviation for the QJ71E71-100, QJ71E71-B5, and QJ71E71-B2 Ethernet interface modules

QCPU

A generic term for a Basic model QCPU, High Performance model QCPU, Process CPU, Redundant CPU,
and Universal model QCPU

QCPU station

The abbreviation for the programmable controller where the QCPU is connected
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Term

Description

A generic term for the Q2ACPU, Q2ACPU-S1, Q2ASCPU, Q2ASCPU-S1, Q2ASHCPU, Q2ASHCPU-81,

QnACPU QA3ACPU, Q4ACPU, and Q4ARCPU

QnUDVCPU A generic term for the Q03UDVCPU, Q04UDVCPU, Q06UDVCPU, Q13UDVCPU, and Q26UDVCPU
READ The abbreviation for JP.READ and GP.READ

RECV The abbreviation for J.RECV and GP.RECV

RECVS The abbreviation for Z.RECVS

Redundant CPU A generic term for the Q12PRHCPU and Q25PRHCPU

Reference Manual

The abbreviation for the MELSEC Communication Protocol Reference Manual

REQ The abbreviation for J.REQ, JP.REQ, G.REQ and GP.REQ
Safety CPU A generic term for the QS001CPU

SEND The abbreviation for JP.SEND and GP.SEND

SREAD The abbreviation for JP.SREAD and GP.SREAD

Standby system CPU

A programmable controller CPU where the system B connector of a tracking cable is connected in a redundant
system

SWRITE

The abbreviation for JP.SWRITE and GP.SWRITE

System A CPU

A programmable controller CPU where the system A connector of a tracking cable is connected in a redundant
system

System B CPU

A programmable controller CPU where the system B connector of a tracking cable is connected in a redundant
system

UINI

The abbreviation for ZP.UINI

Universal model QCPU

A generic term for the QO0UJCPU, QO0UCPU, Q01UCPU, Q02UCPU, Q03UDCPU, Q03UDVCPU,
QO3UDECPU, Q04UDHCPU, Q04UDVCPU, Q04UDEHCPU, Q06UDHCPU, Q06UDVCPU, QO6UDEHCPU,
Q10UDHCPU, Q10UDEHCPU, Q13UDHCPU, Q13UDVCPU, Q13UDEHCPU, Q20UDHCPU, Q20UDEHCPU,
Q26UDHCPU, Q26UDVCPU, Q26UDEHCPU, Q50UDEHCPU, and Q100UDEHCPU

User's Manual (Application)

The abbreviation for the MELSEC-Q/L Ethernet Interface Module User's Manual (Application)

User's Manual (Basic)

The abbreviation for the Q Corresponding Ethernet Interface Module User's Manual (Basic) and MELSEC-L
Ethernet Interface Module User's Manual (Basic)

User's Manual (Web function)

The abbreviation for the MELSEC-Q/L Ethernet Interface Module User's Manual (Web function)

WRITE

The abbreviation for JLWRITE and GP.WRITE

ZNRD

The abbreviation for J.ZNRD and JP.ZNRD

ZNWR

The abbreviation for J.ZNWR and JP.ZNWR
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CHAPTER 1 OVERVIEW

CHAPTER 1 ovERVIEW

This manual describes the special functions of an Ethernet interface module (hereinafter, abbreviated as Ethernet
module). When applying the following program examples to the actual system, make sure to examine the applicability

and confirm that it will not cause system control problems.
This chapter describes an overview of the special functions that are available for the Ethernet module.

1 .1 Overview

(1) Send/receive e-mails (==~ Details are explained in Page 25, CHAPTER 2)
This function allows the transmission and reception of a maximum of 6K words of CPU information as the main
text or attached file of e-mail to/from computers and programmable controller CPUs via the Internet.
Furthermore, by setting the automatic notification, the Ethernet module sends e-mail when the notification
conditions set by the user match for the transmission from programmable controllers.

Internet network
(public line)

Internet service

provider
Internet service

provider

MBIAIBAQ |'|

Mail server
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(2) Communicate with a programmable controller in another station via other
networks (=~ Details are explained in Page 62, CHAPTER 3)

This function enables accessing other stations via multiple networks in the network system shown below.
This function is used for multiple relays through a network in which the Ethernet and CC-Link IE Controller
Network, CC-Link IE Field Network, MELSECNET/H, MELSECNET/10 network systems coexist as well as
through a network in which multiple Ethernet network systems are connected.
Using this function, a programmable controller in another station is accessible via other networks and Ethernet.

Ethernet

Access source
’/'/'/I/I/I/I/II

)

CC-Link IE Controller Network,
CC-Link IE Field Network,
MELSECNET/H,
MELSECNET/10

Ethernet

Access destination

I‘\\\\

N
SO

(3) Perform data communication between programmable controller CPUs (==~

Details are explained in Page 84, CHAPTER 4)

This function sends and receives data to/from another station's programmable controller CPU via the Ethernet

using the data link instructions (SEND/RECV/READNVRITE/REQ/ZNRD/ZNWR).*1
It also sends and receives data to/from a programmable controller CPU in another station via Ethernet and other

networks.

*1 The ZNRD and ZNWR instructions are not available for the CC-Link IE Field Network.

22

QCPU E71 QCPU E71
’—{ SEND '—{ l—{ RECV }—‘4—{ Buter
\D Ethernet (+ network system) {5
QCPU E71 QCPU E71
READ
’_{ WRITE 4‘
oo+,
ZNWR \]j | Ethernet (+ network system) | I D
QCPU E71 QCPU E71
’—{ - Remote
Ethernet (+ network system) RUN/STOP, etc. \D




CHAPTER 1 OVERVIEW

(4) Perform file transfer (FTP) (== Details are explained in Page 126, CHAPTER 5)
The Ethernet module supports the server function of the TCP/IP standard protocol, FTP (File Transfer Protocol).

By using the FTP commands, files in a CPU module can be read or written in file units.
This allows files in a CPU module to be managed with devices such as computers. This also allows files to be

transferred or a file list to be browsed as needed.

— Personal
Fle=—= computer

Ethernet

(FTP client) (FTP server)

MBIAIBAQ |'|
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1.2

Additional Functions in Function Version B or Later

The following table lists the functions added to Q series Ethernet modules of function version B or later.

Point/’

® The added/changed functions shown in this section includes the functions added in the first products or later of function

version B and function version D.
For the function version, serial No., and software version of the Ethernet module and related products (CPU module and

programming tool) with the added/changed functions, refer to the User's Manual (Basic).

® For functional comparisons depending on the Ethernet module function version, refer to the User's Manual (Basic).

(1) Functions added for function version B

Function

Overview

Reference section

When using the
e-mail function

Sending files in CSV
format as attachment

Sends a file in CSV format as attachment to e-mail from the Ethernet module.

Sending main text

Sends main text of up to 960 words from the Ethernet module.

Support for
encoding/decoding

The following encoding/decoding is supported.
* Encode the Subject using 7 bits encoding and send it from the Ethernet module.
+ Decode and receive an e-mail encoded with Quoted Printable by the Ethernet module.

Page 25,
CHAPTER 2

When using the
file transfer (FTP
server) function

Remote password check

Unlocks/locks the remote password of the QCPU.
The unlock processing enables access to the QCPU using FTP commands.

Support for multiple
CPU systems

The QCPU transfers files to the control CPU/non-control CPU of the Ethernet module
when a multiple CPU system configuration is used.

Page 126,
CHAPTER 5

(2) Function added for function version D

Function

Overview

Reference section

When using the
e-mail function

Sending character
strings in the e-mail's
main text by the
programmable controller
CPU monitoring function

The programmable controller CPU monitoring function allows transmission of character
string information stored in word devices by the e-mail's main text.

Page 25,
CHAPTER 2

Specifying target
instructions

station number in data link

In the following data link instructions, the target station number 65 to 120 can be specified.

(Specification of the station number 65 to 120 in the CC-Link IE Controller Network and
CC-Link IE Field Network is available.)

+ SEND

* READ/SREAD

* WRITE/SWRITE

* REQ

Specifying target
link instructions

station's CPU type in data

In the following data link instructions, the target station's CPU type can be specified
((S1)+3).

(Specification of control/standby system or system A/B in the redundant system is
available.)

* READ/SREAD

* WRITE/SWRITE

* REQ

Increased data length of data link

instructions

(480 — 960 words)

The data length can be specified up to 960 words in the following data link instructions:”!

+ SEND

* RECV/RECVS

* READ/SREAD

* WRITE/SWRITE

Page 84,
CHAPTER 4
Page 155,
CHAPTER 6

Setting the arrival monitoring time of the

data link instructi

on in 100ms increments

Using the following data link instructions, arrival monitoring time can be set in 100ms
increments.

* READ/SREAD instructions

* WRITE/SWRITE instructions

Page 155,
CHAPTER 6

*1
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the Q or L series models to all of the request source, relay station and request target.

In a multiple network system, when transferring data exceeding 480 words to a station of another network No., specify



CHAPTER 2 USING THE E-MAIL FUNCTION

CHAPTER 2 USING THE E-MAIL FUNCTION

2.1 E-mail Function

The e-mail function sends and receives CPU information (programmable controller CPU status and device values)
to/from PCs or programmable controller CPUs in remote locations via the Internet.
The following two methods are available to send/receive e-mail using this function.

(1) Sending/receiving e-mail by the programmable controller CPU

Executed by a sequence program using dedicated instructions.

(2) Sending e-mail using the Ethernet module's programmable controller CPU
monitor function

Executed by the Ethernet module according to the Ethernet module parameter setting (news setting) of a
programming tool.

2.1.1 Sending/receiving e-mail by the programmable controller CPU

(1) Sending/receiving e-mail by the programmable controller CPU

In sending/receiving e-mail by the programmable controller CPU, the CPU information of a station in which an

Ethernet module is installed is sent to another Ethernet modules or an external device such as a PC as the main 2
text or attached file of e-mail. E-mail sent from other Ethernet modules and PCs can also be received. rgn
External device %
Sending e-mail by the programmable controller CPU Ethernet module Portable terminal Remarks 5_§1
(MSEND instruction) (MRECV PC (device that cannot S
instruction) handle attached files)
Subject o1 O O —
Binary format O
Attached file Binary — ASCII conversion A2 @) X Maximum 6K words
Binary — CSV conversion X
Main text Designating using ASCII data X O O Maximum 960 words

O: Can receive data, /A: Some restrictions apply, X: Cannot receive data

*1 The Ethernet module receives the Subject without decoding.
*2 The MRECYV instruction is normally completed when a data size (the size the MRECYV instruction receives) after
conversion is within 6144 words.

(a) Sending e-mail by the programmable controller CPU (MSEND instruction)
Data transmission is performed via the main text or attached file of e-mail using the MSEND instruction.
» For an attached file, device data and other information is sent by converting into binary/ASCII/CSV data
format.
« For the main text, ASCII code data (character string data) created by a sequence program is sent.

(b) Receiving e-mail by the programmable controller CPU (MRECYV instruction)
Receives attached file data of e-mail using the MRECYV instruction. The main text data of e-mail cannot be
received.
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(2) Data conversion method used by the Ethernet module

The following shows the data conversion method used by the Ethernet module.

Programmable
controller CPU
Subject
(ASCII data)
Main text
MSEND
instruction (ASCII data)

Attached file
(binary data)

|When sending e-mails I

e

(Binary data)
> (ASCII data)

(CSV data)

(3) Flow of the e-mail

The following diagram illustrates the flow of e-mail sent by the programmable controller CPU to its reception by

the external device:

Mail server

T

Programmable

controller CPU

Ethernet
module

MSEND
(mail send)

1)

Mail
server

IWhen receiving e-mails I

Encode
(Base64/7bit)

Encode

@ity

Encode
(Base64)

Mail Programmable
server Subi (Does not decode) controller GPU
L, ubject
(ASCII data)
Main text
> (ASCII data) A e
received instruction
|, Atitached file Decode -
(binary data) (Base64/7bit/8bit/

Mail server

Mail send —»

1)  Send an e-mail to the send mail server of the own station's Ethernet module.

2)
[When receiving by the Ethernet module]
3)
4)

Quoted Printable)

Ethernet
module

3 Programmable
' controller CPU

<« Checks whether or not any mails !

were received
Stores information
» receive mail

No mail
received

Pra—

4)
Checks

» information of
receive mail

|
|
|
|
|
‘
|
|
Mails received |
|
|
‘
‘
|
i
|
|
I

— Request to receive mail (Reads

!
' receive mail)
‘

» Stores receive mail

The send mail server of the own station's Ethernet module sends the e-mail to the receive mail server of the send destination device.

The Ethernet module checks whether any mail has arrived at the inquiry interval set with a programming tool and stores the results to the buffer memory.

By executing the MRECYV instruction, the Ethernet module reads e-mails from the e-mail server to the mail buffer.”

The programmable controller CPU reads one e-mail and stores it in the mail buffer of the programmable controller CPU's device.

[When receiving by a PC]
5) Mails are received using a mail user agent.

*1

the mail server and stores this number in the buffer memory.

Point/’

By user designation with the MRECV instruction, the Ethernet module reads the number of remaining receive mails on

The e-mail send/reception function using the programmable controller CPU and the communication function using the
random access buffer cannot be used together. Only one of them can be used at a time.
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2.1.2

CHAPTER 2 USING THE E-MAIL FUNCTION

Sending e-mail using the programmable controller CPU
monitor function

(1) Monitor function of the programmable controller CPU

The monitor function of the programmable controller CPU is used to regularly monitor the status of the

programmable controller CPU and device values, and send e-mail to the designated external device when they
match with the notification conditions (programmable controller CPU status and device values) set by the user.

Sending e-mail using the programmable controller

External device

Portable terminal

* Remarks
CPU monitor function (news setting) L Mit::'c?t n:odl:.le PC (device that cannot
( instruction) handle attached files)
Subject 0”2 @) @) —
Binary format O
Maxi 960
Attached file Binary — ASCII conversion O O X aximum
words
Binary — CSV conversion X
Binary format Maxi 960
Main text X o 0 aximum
words

Binary — ASCII conversion

*1 For the notification of CPU status monitoring, only the Subject (that stores the programmable controller CPU status) will

be sent.

*2 The Ethernet module receives the Subject without decoding.

(a) The programmable controller CPU in the Ethernet module loaded station is
monitored for every CPU inquiry time interval set by the user. The following
information can be registered as the notification conditions.
» Device monitoring of the programmable controller CPU

* Monitoring the numeric values stored in the word device

» Monitoring the bit device ON/OFF status
* Monitoring of the programmable controller CPU status

* Monitoring the CPU module status (RUN/STOP/PAUSE)

(b) The device monitoring result of the programmable controller CPU is sent by either

the main text or attached file of e-mail.
» The attached file is sent by converting the device monitoring data into binary/ASCII/CSV data format.
+ The main text is sent by converting the device monitoring data into Binary or ASCII format data.

(c) As for the status monitoring result of the programmable controller CPU, only the

Subject (that stores the programmable controller CPU status) is sent.

The other addresses are set into the "Cc" field for transmission.

(d) When more than one send mail address are specified in the new specification
setting, the smallest numbered address is set in the "To" field of the mail header.

uopound jlew-3 L'¢g
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(2) Data conversion method used by the Ethernet module

The following shows the data conversion method used by the Ethernet module.

Ethernet Mail
module Subiect Encod server
ubjec > _» Encode
(binary data) (ASCIl data) > b - e64/7bit)
-Ev / binary data \
._g Main text S (ASC” data) N Enche
5 (binary data) (7bit)
€
2 / (binary data) \
O )
Attached file Encode
(binary data) > (ASCli data) 74 (Base64)
(CSV data)

(3) Flow of the e-mail

The diagram shown below illustrates the flow of e-mails from the own station's Ethernet module to the external
device after the monitor values match with the news conditions.

Programmable

controller CPU Ethernet module

1)
Read monitoring
information

2) i

Check news conditions
No match Mail server

Status
Device value

Match = ee—

3) 4) External device
—

v

Send mail

Reads the monitoring information (such as status and device values) of the programmable controller CPU.

Checks whether the monitoring information read and the news conditions set by the user match. (Checks match/mismatch of the news conditions.)"!
Sends an e-mail when the monitored values match with the news conditions.

The Subject of e-mail, which is sent when the notification conditions match, is fixed data. The format of the Subject is as follows. (=~ Page 58, Section
2.9.2)

* When monitoring the CPU status

Subject = "No. of transmissions (*2), CPU model name, Status, Detection time"
* When monitoring the CPU device

Subject = "No. of transmissions (*2), Matched condition device, Monitoring value ---"

28

*1 Multiple news conditions may be set so that an e-mail can be sent (notified) when any of the conditions matches. (=
Page 54, Section 2.9.1)
Set the CPU inquiry time interval used by the Ethernet module to monitor the programmable controller CPU, considering
the interval of change time in the monitoring target.
After a news condition match occurs, the Ethernet module must confirm the mismatches of other news conditions for the
same monitoring target.
The next e-mail can be sent only after the Ethernet module confirms the mismatches of these news conditions.

*2 This is the number automatically added each time an Ethernet module sends an e-mail. The numbers are counted up
from 1. When the number reaches 4294967296, the number is cleared to 0. Then the numbers are counted up from 0
again to 4294967296.

Point/

The e-mail send function using programmable controller CPU monitoring function and the communication function using the
random access buffer can be used together.




CHAPTER 2 USING THE E-MAIL FUNCTION

2.2 Configuration and Environment of the Applicable
System

This section explains the environment and system configuration for using the e-mail function from the Ethernet
module.

Internet
(public line)

Internet service provider Internet service provider

Public line
6666666606660 > soooooo [ ]
Router Router
Ethernet TA/modem Ethernet
g I

SMTP/POP3
server (mail server)

DNS SMTP/POP3
server (mail server)

Ethernet

Ethernet module

1T
(Z7z77 ;
—I---'é’.' a
= o

External device Ethernet module External device

» E-mails can be sent and received in an environment where the Internet service is available as shown above.

» Set each Internet mail setting value for the Ethernet module and PC following the directions from the Internet
service provider or system administrator.

» Use a programming tool to set each parameter for use of the e-mail function in an Ethernet module.

welsAg e|qeolddy ayj JO JUSWUOIIAUT pue uoneInblyuo) Z'g
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2.3 Precautions for Using the E-mail Function

The following explains precautions when using the e-mail function of the Ethernet module.

(1) Precautions regarding the system

(a) Design the system so that the entire system operates normally at all times when
sending/receiving e-mails to/from a running system and controlling the
programmable controller.

(b) In order to avoid programmable controller system malfunctions caused by
receptions of illegal e-mails from the outside sources, take precautions in
preventing illegal e-mails from being received on the mail served on the Ethernet
module side (using an anti-virus program, etc).

(2) Precautions regarding the external device

(a) E-mails can be sent to programmable controller CPU stations with Q series Ethernet
modules connected.

Note that A/QnA series Ethernet modules do not have the e-mail function; therefore, e-mails cannot be sent to
programmable controller CPU stations.

(b) To send files to the Ethernet module as attachments to e-mail, specify the encoding
method (Base 64/7 bits/8 bits/Quoted Printable) of the attached files.

(3) Common precautions

(a) The Ethernet module stores the data of attached files received from the external
device in the device specified by the MRECV instruction without converting it from
ASCII to binary.

(b) The maximum sizes of data that can be sent/received by the Ethernet module are as
follows:

» Data size of attached files: Up to 6K words
+ Data size of main text: Up to 960 words

(c) Mails that are sent and received do not support encrypted data, compressed data,
and data conversion.

(d) When the external device could not be found in an e-mail sending from the Ethernet
module, the error code can be checked through the reception processing with the
MRECYV instruction.

« If an external device cannot be found when sending e-mail using the MSEND instruction, failure of e-mail
transmission may not be recognized, depending on the operation of the mail server. Be sure to verify the
receiver's e-mail address in advance.

» Error codes are stored within the control data of the MRECYV instruction. (For details on error codes, refer
to the User's Manual (Basic).)
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(e) The e-mail function is supported for the SMTP and POP3 servers.

(f) When communication errors of e-mails cannot be checked by a dedicated
instruction, check the error codes stored in the mail send/reception error log area of
the buffer memory.

(g) If e-mails cannot be received, try one of the following.

« Execute the MRECYV instruction once.

« Shorten the "Enquiry Interval" time in the e-mail settings of a programming tool.

» Check the number of incoming mails remaining on the mail server. (Can be checked with the buffer
memory address 5870H area.)

(h) When the receive data of an e-mail sent using the MSEND instruction is abnormal
(garbled characters, etc.), review the transmission data format (binary/ASCII/CSV)

designated with the MSEND instruction.
The Subject should be designated in ASCII code data. (It is not converted to ASCII format.)

(i) Confirm with a system administrator regarding the minimum time intervals for
accessing the mail server when sending mails, reading receive mails, and inquiring
whether or not there are receive mails.

Depending on the mail server's security setting, frequent access may be prohibited.

(J) The e-mail send/reception function using the programmable controller CPU and the
communication function using the random access buffer cannot be used together.
Only one of them can be used at a time.

The e-mail send function using programmable controller CPU monitoring function and the communication
function using the random access buffer can be used together.

(k) A Subject that has been sent by the MSEND instruction from an Ethernet module of

the following versions, cannot be received normally by the MRECYV instruction.
» Ethernet modules with serial numbers where the first 5 digits are 03101 or less

Different methods are used for converting Subject data at send and reception. (=5~ Page 26, Section 2.1.1 (3))
* When sending: Encodes the Subject and then send it.
* When receiving: Receives the Subject without decoding it.
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2.4 E-mail Specifications

The following table lists the specifications of the e-mail function.

Item Specification

Attached file 6K words x 1
Data size

Main text 960 words x 1

When sending: Sends either a file as attachment or main text (select one).

Data transfer method
When receiving: Received a file as attachment.

Subject Us-ASCII format or ISO-2022-JP (Base 64)
Attached file format MIME format
MIME Version 1.0

Binary/ASCII/CSV can be selected.
Data of attached file format File name: XXXX.bin (binary), XXXX.asc (ASCII), XXXX.csv (CSV)

. (CSV: Comma Separated Value)
Transmission

specifications Division of attached file Cannot be divided (only one file can be sent/received)”’

Transmission and

. Subject: Base 64/7 bits
reception data

When sending (encode) Main text: 7 bits
Attached file: Base 64

Subject: (Does not decode)
When receiving (decode) Main text: (Cannot be received)

Attached file: Base 64/7 bits/8 bits/Quoted Printable?

Encryption No

Compression No

SMTP (sending server) Port number = 25

C icati ith mail
ommunication with mat server POP3 (receiving server) Port number = 110

Operation check mailer Microsoft® Corporation Microsoft Office Outlook 2003

*1 If any divided files are received, only the first file will be received and the remaining files will be discarded.
*2 If e-mail is sent from the external device to the programmable controller side, specify the encoding method (Base 64/7
bits/8 bits/Quoted Printable) of the attached file.

Internet mail terminology list:
» DNS server: Server that manages networks
» SMTP server: Server that delivers (transfers) e-mail between mail servers
» POP3 server: Server that transfers received e-mail addressed to subscribers to the corresponding subscribers
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CHAPTER 2 USING THE E-MAIL FUNCTION

2.5 Processing Procedure of the E-mail Function

The following flowchart illustrates the procedure that is required before sending and receiving e-mails:

Start

When DNS is used

When DNS is not used

Register the DNS server

»
!

Register the mail address of the own station's Ethernet module

When sending/receiving e-mails using | When sending e-mails using

the programmable controller CPU the CPU monitoring function
A 4
Register the mail address of Register the mail address of
the external device the external device
(without news setting) (with news setting)

Reset the CPU, or Stop and Run the CPU

Read the CPU
l l *1 information

*1
Send/receive data

as an attached file
of e-mail

Send data as
main text of e-mail

Unmatched

News
condition

Performed by

. ) matching the Ethernet module
1 The open and close processing of
the communication line for
. 2 S Matched x4
sending/receiving e-mails is
automatically executed by Send E-mail
the Ethernet module. (news information)

I

1) [Z= Page 34, Section 2.6 (1)
2) [Z= Page 35, Section 2.6 (2)
3) [= Page 37, Section 2.6 (3)
4) [Z= Page 54, Section 2.9.1
5) == Page 38, Section 2.7

6) [= Page 50, Section 2.8
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2.6

E-mail Setting Using a Programming Tool

This section describes the settings required to send and receive e-mails using a programming tool.

(1)

DNS setting

[Purpose of setting]

Specify the IP address of the DNS server when setting the mail server name using the domain name by the e-

mail setting (==~ Page 35, Section 2.6 (2)).

[Start procedure]

Network parameter setting screen = "Initial Setting"
[Setting screen]

.": Network Parameter Ethernet Initial Setting Module No.: 1

Timer Setking

Module will operate with default values if setting is left blank,

Setting Yalue | Default Value | In Unit

TCP LILP Timer 60 | S00ms

TICP Zero Window Timer 20| S00ms

TCP Resend Timer 20|% 500ms

TP End Timer 40| S00ms

IP Assembly Timer 10 [ 500ms

Response Maonitoring Timer 60 | S00ms

Dest. Confirmation Start Interval 1200 [ S00ms

Dest. Confirmation Interval 20|% 500ms
Dest. Confirmation Resend 3| Times

DMS Setking

Input Format |DEC hd

IF Address of DS Serverl
IF Address of DS ServerZ
IF Address of DS Serverd
IF Address of DS Serverd

End

Cancel

[Setting item]

Item name Description of setting Setting range/option
TCP ULP Timer Set the time of packet existence at TCP data send. 2 to 32767
TCP Zero Window Timer Set the interval for checking the receive enabled status. 2 to 32767
TCP Resend Timer Set the time to resend at TCP data send. 2 to 32767
TCP End Timer Set the confirmation wait time at TCP close processing. 2 to 32767
IP Assembly Timer Set the wait time for division data packets. 1 to 32766
Timer Setting” Response Monitoring Timer Set the response wait time. 2 to 32767
Dest. Confirmation Start Interval Set the ti.me.to stz?rt (‘:onfirming ‘existence of an external device after 1to0 32767
communication with it has terminated.
Dest. Confirmation Interval Set the time interval between reconfirming existence. 1to 32767
et Conimsion st | oo U T i e e e 210
Input Format Select the input format of the IP addresses of the DNS servers. DEC/HEX
IP Address of DNS Server 1 Set the IP address of DNS server 1. —
DNS Setting IP Address of DNS Server 2 Set the IP address of DNS server 2. —
IP Address of DNS Server 3 Set the IP address of DNS server 3. —
IP Address of DNS Server 4 Set the IP address of DNS server 4. —
*1 For details, refer to the User's Manual (Basic).
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CHAPTER 2 USING THE E-MAIL FUNCTION

(a) DNS setting
Designate the Internet service provider used by the own station's Ethernet module and the IP addresses of the
domain name servers (DNS) designated by a system administrator.
» Select the input format (decimal/hexadecimal) of the IP addresses.
» Designate the IP addresses of the DNS servers to DNS servers 1 to 4.

Point/’

® The DNS servers manage networks.
DNS settings are required to search for the SMTP server and POP3 server from a domain name.

® Make the DNS setting when the mail server name shown in Page 35, Section 2.6 (2) is specified with a domain name.
No setting is required when it is specified with an IP address.

® When obtaining the IP addresses from a domain name, the DNS servers are searched sequentially starting from the first
DNS server.

(2) E-mail setting
[Purpose of setting]
Perform the setting to use the e-mail function.
[Start procedure]
Network parameter setting screen = "E-mail Setting"
[Setting screen]

etwork Parameter Ethernet E-mail Setting Module No.: 1

General Setting
Passwaord
Mail Address
I Check Received Mai ~
Enquiry Interval 2
'
Mail Server Mame g
Send Mail Setting =
w
(+ SMTP Server Mame | @
=
]
" IP Address | J | | | | | Q
[
@,
) p ) 35
Receive Mail Setting a
(* POP Server Name | o
g
" IP Address | J | | | | | Q
[V
3
2
]
«Q
_|
o
<3
Send Mail Address Setting Mews Setting End Cancel

[Setting item]

Item name Description of setting Setting range/option
Password Set the password to the mail server. Up to 63 characters
Mail Address Set the mail address for the Ethernet module. Up to 256 characters

General Setting | Check Received Mail

Select whether or not to make inquiries to the incoming
mail server regarding the receiving status.

« Check mark (Inquire)
* No check mark (Do not inquire)

Enquiry Interval

Set the time interval and unit for making inquiries to the
incoming mail server.

« 30s to 24h
« h/min/s
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Mail server name

Item name Description of setting Setting range/option
SMTP Server Name Set the send mail server name. Up to 256 characters
Send
er.1 Select the input format of the send mail server's IP * DEC
Mail Input Format
. address. * HEX
Setting
IP Address Set the IP address of send mail server. 00000001H to FFFFFFFEH
POP Server Name Set the receive mail server name. Up to 256 characters
Recei
e(‘:elve Select the input format of the receive mail server's IP * DEC
Mail Input Format
) address. * HEX
Setting
IP Address Set the IP address of the receive mail server. 00000001H to FFFFFFFEH

(a)

General settings
Designate the mail setting values that have been registered with the Internet service provider of the own
station's Ethernet module or the mail registration information designated by the system administrator.

+ Password:
Designate the mail password of the own station's Ethernet module.

* Mail address:
Designate the mail address of the own station's Ethernet module.

* Check receive mails:
Select whether or not to check if receive mails have arrived and set the checking time interval when incoming
mails are checked.
When receive mail check is designated, set the time interval for inquiring the mail server whether or not there
are mails addressed to the user.

The following table shows each setting range of the inquiry time intervals for checking receive mails. (30s to
24h)

Time unit Setting range (default: 5 min)
Hour 1to 24
Minute 1to 1440
Second 30 to 3600

Point/’

If the inquiry time interval from the programmable controller CPU or other module to the server is short because of the POP3
server specifications, access may be restricted (lock status) on the server side.

Check the POP3 server specifications, and set the inquiry time interval accordingly.

(It is recommended to set the setting value of the inquiry time interval to the default (5 minutes) or more.)

(b)

Point/’

Mail server name
Set the Internet service provider and the domain name or IP addresses of the mail servers designated by the
system administrator, used by the own station's Ethernet module.

» Designate the domain name of the mail server.

» Select the input format (decimal/hexadecimal) of the IP addresses.

» Set the IP address of the outgoing mail server (SMTP).

+ Set the IP address of the incoming mail server (POP3).

» The SMTP server delivers (transfers) e-mails between mail servers.
» The POP3 server transfers received e-mails addressed to users to the corresponding users.
» The mail server names must be designated to use the e-mail function. (==~ Page 34, Section 2.6 (1))
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(3) Send mail address setting

[Purpose of setting]

CHAPTER 2 USING THE E-MAIL FUNCTION

Register the e-mail address of the external devices where e-mail is to be sent.

[Start procedure]

E-mail setting screen = "Send Mail Address Setting"

[Setting screen]

[Setting item]

Ethernet Send Mail Address Setting

3

Mo Send Mail Address

Mews Specification

-

[ O - T ) BN P O

o

11

1z

13

14

15

A [ A A A A A A A A A A A A A

16

4

End Cancel

Item name

Description of setting

Setting range/option

Send Mail Address

Set the mail address of the transmission
destination

Up to 256 characters

News Specification

Select whether or not to set news

* No Execute
» Execute News

(a) Send mail address

» Designate the mail addresses of a maximum of 16 external devices to which mails are sent from the own

station's Ethernet module. (Only one e-mail address can be specified for each area.)

» Inthe send e-mail address setting, sequentially set up e-mail addresses starting from No.1. To delete an e-

mail address with a mid-setting number, specify dummy e-mail addresses before that address. (If it is

preceded by any empty e-mail address areas, subsequent setting numbers and areas will move forward to

fill in any empty numbers and areas after each setting, so the setting numbers will change.)
* When sending (MSEND instruction) e-mail by the programmable controller CPU, specify these setting
numbers (1 through 16) in the control data.

(b) News specification

Designate whether or not to send the news information set with the CPU monitoring function.

Item

Explanation

News Specification*1

Execute News

No Execute

*1 For more details on the news settings, refer to Page 54, Section 2.9.
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2.7 Sending/Receiving E-mail (Attached Files) by the
Programmable Controller CPU

This section explains how to send and receive attached files of e-mail using the dedicated instructions
(MSEND/MRECYV) available for the Ethernet module.

2.7.1 When sending data as an attached file

The following explains the MSEND instruction and program for sending e-mail.
The following illustration shows how the MSEND instruction is used to store data in an attached file and send it to an

external device.

1) 2) 3) 4)

}—H—{ ZP.MSEND | "Un" ‘ (S1) | (S2) | (D) H

Subject + attached file

__------»Mail server

Mail address .
(Parameter setting) v

~
g nation
/0 No. W
5) Main text of mail

6) Attached file

QCPU QJ71E71

(.bin/.asc/.csv)

1)  1/O number of the Ethernet module

2) Control data (such as send mail address)

This indicates the mail address of the send destination device set on the send mail address settings screen.

3) Send mail (subject + attached file)

Subject consists of No. of transmissions and the character data designated by the sequence program. (It is not converted to ASCII format.)*1
4)  Complete bit

5) Main text of e-mail

There is no data for the main text of e-mail.”

6) Attached file

This indicates the device data designated by the MSEND instruction.

The attached file is sent in either one of binary format, ASCII format or CSV format. The transmission format for attached file is designated in the control data of
the MSEND instruction. (==~ Page 40, Section 2.7 (3))

*1 The Subject should be designated in the sequence program in ASCII characters.
*2 The send data is included in the attached file.
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CHAPTER 2 USING THE E-MAIL FUNCTION

(1) Send using the sequence program

The following explains how an e-mail is sent using a sequence program.
For details, refer to Page 163, Section 6.3.

Instruction

—{ I I Create control data at D20 and on }—

I Create send data at D200 and on }—

Send the e-mail

IZP.MSEND"’UO"| D20 ‘ D200 ‘ M10 }7

M10 M11
—{ I /I/r I Processing program on normal completion }—
M11

}—{Processing program on abnormal completion}—

(2) Execution timing of the instruction

Initial processing E-mail sending

1)

Initial normal completion signal
(X19)

MSEND
instruction

MSEND instruction
completion device

completion

MSEND instruction
completion device + 1
(Normal completion/abnormal completion)

3 3 3 Abnormal

1)  Start the own station programmable controller.

The parameters for the e-mail function are stored in the Ethernet module.

2) Execute the MSEND instruction.

The e-mail designated with the MSEND instruction is sent to the mail server.

3) When the e-mail sending to the send mail server is completed, the MSEND instruction completion device turns on.

When the completion device +1 (abnormal completion signal) turns on, the error code is stored in the control data completion status ((S1) + 1)."

*1 For details on the causes of errors, refer to the User's Manual (Basic).
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(3) Sample program
The following shows a sample program for sending e-mails by the programmable controller CPU.
Perform e-mail send processing using the send command (X20).
The contents of the send data are shown in Page 42, Section 2.7.1 (4).
When I/O signals of the Ethernet module are X/Y00 to X/Y1F

X20 Designate ASCII as the send
— {MovP  Hsoo D20 ] datagformat
[Move ki D22 1 Designate the send destination
number.
[Move K10 D29 1 Designate the send data length.
{Move K7 D30 ] Designate the subject length.

[$MOVP  “testmail msend” D200 1 Designate subject.

[Move  H1234 D207 7] Designate the attached file.

[MovP  H5678 D208

[MOVP  HOABC D209

{ZP. MSEND “uo” D20 D200 M0 1 Send the e-mail.
M10 M1 et s A
— | v 48 ! Processing program on normal completion !
M1 P m e,
| ' Processing program on abnormal completion
g S Bl

When an error occurs while sending e-mail from the sending mail server to an external device, an error code is stored in the
receiving error log area.

©00000000000000000000000000000000000000000000000000000000000000
The following shows the transmission format of the attached file designated in the control data of the MSEND
instruction.

For details on how to select the binary format, ASCII format, and CSV format, refer to Page 163, Section 6.3.

b12 to b8
‘ ‘ | Complete type

Designate the transmission format of the attached file.

Setting values for
designating the attached file

transmission format Format set Applicable station Description of processing

b12 | b11 | b10 | b9 | b8

Ethernet module
0 0 0 0 0 Binary Personal Sends the attached file in binary format. (***.bin)
computer/UNIX

Sends the attached file in ASCII format.

Ethernet module The Ethernet module converts the attached file from binary to ASCII. (***.asc)
0 1 0 0 0 ASCII Personal Note that some restrictions apply to receive an attached file in ASCII format sent
computer/UNIX with the MSEND instruction by an Ethernet module. (==~ Page 41, Section 2.7 (3)
(@)
0 ’ 0 0 ’ csv Personal Sends the attached file in CSV format.
computer/UNIX The Ethernet module converts the attached file from binary to CSV. (***.csv)
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CHAPTER 2 USING THE E-MAIL FUNCTION

(a) Select binary format or ASCIl format for communications between Ethernet
modules. To use ASCII format, set a data size (the size the MRECV instruction
receives) after conversion into ASCIl within 6144 words. The attached file of the
MSEND instruction will be sent as is.

The name of the attached file is mmddhhss.bin (system date.bin).
mm: Month

dd: Date

hh: Hour

ss: minute

(b) Designate either binary format, ASCIl format or CSV format when a PC/UNIX
receives e-mail sent from an Ethernet module. The attached file of the MSEND

instruction will be sent in the designated format. 12

* When binary format is designated
The name of the attached file is mmddhhss.bin (system date.bin).
mm: Month
dd: Date
hh: Hour
ss: minute
* When ASCII format is designated
The name of the attached file is mmddhhss.asc (system date.asc).
mm: Month
dd: Date
hh: Hour
$s: minute
* When CSV format is designated
The name of the attached file is mmddhhss.csv (system date.csv).
mm: Month
dd: Date
hh: Hour
$s: minute

*1 For details on how to receive e-mails, refer to Page 42, Section 2.7 (4).
*2 The system date for the file name is the data managed by the programmable controller of the station in which the
Ethernet module is installed.
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(4) Receiving by a personal computer
The following explains how a PC/UNIX receives e-mails sent from the Ethernet module.
After setting the environment where the Internet is accessible with a mail user agent, receive an e-mail on the

receiving message screen as follows.

El The following shows an example of the reception of e-mail sent using the MSEND instruction (=5~ Page
40, Section 2.7 (3)).
(The following is a screen of Microsoft® Corporation's Microsoft Office Outlook 2003.)

B No.1 testmail msend - Message (Plain Text) |:||§|rg|
I Fle Edit View Insert Format Tools  Actions  Help

eply | RRepy oAl pFonard | o e SIS X e - v - A

Fram: Mail address of Ethernet module e (Q) Sent: Sun 00000000 00:00 AM

To: Mail address of external device
Ce:
Subject: Mo.1 testmail msend eoe (b)

Attachments: Aoooooooo.nsc (1358) oo ()

\

<Data contents for attached files>j

123456789abc

(a) From
Displays the e-mail address of the Ethernet module.

By entering the mail addresses of the send destination devices in the address book, the registered names (display names)
can be displayed and it makes the management easier.

(b) Subject

This indicates the No. of transmissions ' and the Subject written by a sequence program.

*1 This is the number automatically added each time an Ethernet module sends an e-mail. The numbers are counted up
from 1. When the number reaches 4294967296, the number is cleared to 0. Then the numbers are counted up from 0

again to 4294967296.

(c) Attached file
This indicates the name of the attached file sent by the Ethernet module.

Point/

Data in the attached file in CSV format can be read in cell units in Excel, etc., for each 1 word of data.
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2.7.2 When receiving data in the attached file

This section explains the MRECYV instruction and a program to receive e-mails sent from external devices.
The MRECYV instruction reads the attached file received.

1) 2) 3) 4)

}—H—{ ZP.MRECV | "Un" | (S) |(D1) ‘(DZ) H

Mail server  ---___

Read

\l

A4
S\ / Header
1/0 No.

. . Y

Main text of mail Attached file

== )

QnCPU QJ71ET1

Header + attached file

1)  1/0O number of the Ethernet module

2) Control data (such as mail No. to be read)
3) Storage device of header + attached file
4)  Complete bit

Receive mail is temporarily stored in the buffer memory shown below.

(hei::;i?:nal) Item Description Remarks
2680H Received e-mail size Indicates the size of received e-mail (header + attached file) data.
2681H Header size Indicates the size of the header data. —
2682H Mail information i
2683H Head address of attached file Indicates the head address where the attached file data information is stored.
2684H Head address of header Indicates the head address where the header information is stored.
2685H From head address Indicates the head address of this data stored in the header information.
2686H Date head address Indicates the head address of this data stored in the header information. 2
2687H Subject head address Indicates the head address of this data stored in the header information.
2688H Attached file name head address Indicates the head address of this data stored in the header information.
2689H Message ID head address Indicates the head address of this data stored in the header information.
268AH System area —
Header information (maximum of 373 words) | Indicates the content of the header designation items above.
268BH to 3FFFH —
Attached file (maximum of 6144 words) Indicates the contents of the attached file data.
4000H System area —
*1 In the mail information storage area, the following information related to the receive mail is stored in the corresponding
bits.
b15 b14 to b5 b4 b3 b2 b1 b0

Mail information storage area
address 2682+(9858) KN 6) EIENENERED
1) Indicates whether the information (maximum of 128 words) in the From head address storage area is valid (1) or invalid (0).
2) Indicates whether the information (maximum of 4 words) in the Date head address storage area is valid (1) or invalid (0).
3) Indicates whether the information (maximum of 64 words) in the Subject head address storage area is valid (1) or invalid (0).
4) Indicates whether or not there is an attached file Yes (1) or No (0).
For "Yes", it indicates that the information (maximum of 12 words) stored at addresses starting from the Attached file name head address is valid.
5) Indicates whether or not there is information in the Message ID head address storage area Yes (1) or No (0).
6) Indicates the system information.
7) Indicates whether the receive mail that has not been read to the programmable controller CPU is stored in the Ethernet module. (Yes (1) or No (0))

*2 The value stored in each head address shown in the table indicates the offset address (OH to nH) from the head address
of the buffer memory in which the applicable address is stored (address: 268BH to 3FFFH).
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Point/

® The Ethernet module checks whether there is any incoming mail addressed to the own station in the mail server at the

time interval set in "Enquiry Interval" under the e-mail setting screen of a programming tool.

If there are incoming mails addressed to the own station, the reception information is stored in the following areas of the

buffer memory.

» Bit 15 is turned on in the mail information storage area’.

* The number of receive mails on the mail server is stored in the receive mail count storage area (address 5870H).
When more than one receive mails are stored on the mail server, the receive mail information can be stored in the buffer
memory in the same way as described above by designating "Inquire" in the MRECYV instruction's control data item.

Receive mails can successively be read based on this stored information.

® Read receive mails stored on the mail server using the MRECYV instruction. Receive mails will accumulate on the mail

server if the MRECYV instruction is not executed.

@ After executing the MRECYV instruction, e-mails that have been read are deleted from the mail server. (Receive mails

read will not remain on the mail server.)

@ |[f the Ethernet module has received e-mail longer than the reception data length specified with the MRECYV instruction, it
stores the data equivalent to the reception data length and ignores the remaining data.

(1) Reception using the sequence program

The following explains the designation method in a sequence program.
For details, refer to Page 157, Section 6.2.

Instruction Un\G9858.F

4|| | | I

Create control data at DO and on

};

| |
/ E-mail is read if there is receive mail
. in Ethernet module receive.
Read the receive

mail information 4{ZP.MRECV|"UO"‘ DO |D1OO ‘ MO }—

—{ I /l/r I Processing program on normal completion }7

M1

}—{Processing program on abnormal completion}—
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(2) Execution timing of the instruction

9857 to)

Flag indicating whether there
are receive mails

(Buffer memory address:
9858, bit 15)

4)

' 2)

‘,/_\\\/

Initial Receive mail Receive mail
_processing _confirmation _ _confirmation
Initial normal completion (X19) 41)"'“‘“"3””‘9”3' i 1 Inquiry interval |
. . E L2) E E
Number of mails remaining |
on the server : - 1 P : 0 :
(Buffer memory address: T i j j
22640) ; ; ; ;
Mail buffer : : : :
(Buffer memory address: ; / Mail 1 b Mail2
E i i

MRECYV instruction

MRECYV instruction

completion device Abnormal

" completion
|

MRECYV instruction E
completion device + 1 Mail 1 T T Mail 2 :

1)  Start the own station programmable controller.

The parameters for the e-mail function are stored in the Ethernet module.

2)  Check whether or not any received e-mails are stored on the mail server.

If any receive mail has been stored, the receive mail information is stored in the buffer memory.
3) Execute the MRECYV instruction.

Read e-mails from the server."!

4)  The flag indicating whether or not there is a receive mail stays on by designating "Inquire" with MRECYV instruction's control data item.

5)  When reading e-mails is completed, the MRECV instruction completion device turns on.

When the completion device + 1 (abnormal completion signal) turns on, the error code is stored in the control data completion status ((S) + 1).'2
6) Execute the MRECYV instruction.

Continue to read e-mails remaining on the mail server.

*1 E-mails that have been read will not remain on the mail server.
*2 For details on the causes of errors, refer to the User's Manual (Basic).

Point/

® Reading receive mails to the Ethernet module
The Ethernet module automatically checks the mail server to see whether there is any incoming mail at the inquiry
interval set with a programming tool.
If there are any receive mails addressed to the own station, the reception information is stored in the buffer memory; the
MRECYV instruction should be executed based on this information.

® When there are two or more receive mails on the mail server
By designating "Inquire" in the MRECYV instruction's control data, the Ethernet module also reads the information of the
remaining receive mails on the mail server and stores it in the buffer memory when the MRECYV instruction is executed.
Continue to execute the MRECYV instruction based on this information.
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(3) Sample program

The following is a sample program for receiving e-mail by a programmable controller CPU.

This program performs e-mail receive processing using the receive command (X21).

When I/O signals of the Ethernet module are X/Y00 to X/Y1F

i -

N [SET  mo 7]
M60  UO\GOS58. F

} Il [NOVP  H200 DO ]
[MOVP KO D2 ]
[MOVP KO D9 }
[MOVP KO D10 ]
[ZP. MRECV “Uo” DO D100 MO }
[RsT M60 ]
o 0 R UUEEEEEEEE P -
— | I ! Processing program on normal completion |
M1 Fmmm = m e e e e mm o - Bl
L{ f iProcessing program on abnormal completion;

Designate to make inquiry to
the server.

Designate to read the head mail.
Designate to adjust to the data
length of the receive mail.

Designate to adjust to the header
data length of the receive mail.

Read receive mails.

The following explains the types of execution that can be designated in the MRECYV instruction's control data.

For more details on how to designate the execution types, refer to Page 157, Section 6.2.

b9

b8

‘ Complete type

Type of MRECYV instruction execution

Designate whether or not to read the next mail
after executing the MRECYV instruction.

Setting value for
designating the

type of execution Setting type Description of processing Merit Demerit
b9 b8
Execute only e-mail read processing. . .
o ) - The next receive mail cannot
The inquiry (read) processing of the remaining . . ) .
. . S L Inquiries to the mail server be read immediately.
0 0 Do not inquire 1 receive mail information is executed after the .
. . . can be less frequent. Mails tend to accumulate on
time set with a parameter of a programming .
the mail server.
tool.
. . Inquiries to the mail server
Execute read processing of e-mails. . . )
. . ) Mails received by the mail are more frequent.
. After executing the MRECYV instruction, the . .
1 0 Inquire 2 K K i o server can be read in More processing in the
inquiry (read) processing of the remaining ) .
) L L succession. module affects other internal
receive mail information is also executed. )
processing.
*1 Do not read
*2 Read
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(4) Sending an e-mail from a personal computer
This section explains how to send e-mails from a PC/UNIX to the Ethernet module.
After setting the environment where the Internet is accessible with a mail user agent, create and send an e-mail
on the sending message creation screen as follows.

Point/’

To send an e-mail to an Ethernet module, use a mail user agent where the encoding method (Base 64/7 bits/8 bits/Quoted
Printable) of attached files can be specified.

&) New Message ™1
| |
| oo |
Send

To: | Mail address of Ethernet module << (a) |
| |

Subject: | TESTMAIL e (b) |
Attach: |2 01234567 .bin (12 bytes) ) |
1A

(c)
V|
(a) To

Designate the mail address of the Ethernet module.

(b) Subject

Designate the subject of the e-mail to be sent to the Ethernet module in ASCII format.

(c) Main text

Do not designate data (the Ethernet module ignores it.)

(d) Attached file

Data can be sent as an attached file."!
Send the attached file data as binary data.
*1 The Ethernet module does not convert the received attached file data from ASCII to binary.

(e) Attached file name
Designate the name of the attached file using alphanumeric characters. (It is recommended to use the name
within eight characters.)
Designate either ".bin" or ".asc" for the attached file extension.
The stored data will be received as binary data.

Designate a single attached file when sending e-mail to the Ethernet module.
If two or more files are attached, the destination Ethernet module will store only the first file and ignore the rest of the
attached files.
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273 Contents of the attached files

The following explains the contents of the attached file data.

The data format of the attached file is ASCII code (ASCII format, CSV format) or binary code (binary format).

The following example shows the transmission contents for each data format (binary/ASCII/CSV) when the Ethernet
module sends the data register value as an attached file.

(1) When sending from the Ethernet module

Programmable

controller CPU Ethernet module
| For binary
| D9 D1 DO
! External device
DO| 1234H —>oAH [BCH| - |56H [ 78H [12H | 340 | ——
D1| 5678H i A
E For ASCII
| : D9 D1 DO
! —>|BIN=ASCII| ——[ucs [ugr lnav | nge | o |"8" g g ! g ‘ ngn | g lugu | ..1..|
| conversion i ! . ! ! ! ! ! ! !
i 5 For CSV
| E D9 D1 DO
—>» |BIN—CSV —>| ngr g mAn | g ‘ |,| ‘8 Lngu e | g | ‘ ngn 1 wgn Tuogn 1uqu | ]
D9| 9ABCH conversion ‘ L ' ’ R S i \ Lo

(2) When receiving by the Ethernet module

Programmable

__ gqn,trPU%r,C,P,U, __ g{hfe[nfei r,nf)qlfl? , Only binary data can be received.

1 D20 D21 D29

| External module
D20 FEDCH < T ‘ DCH ‘ FEH ‘ 98H |BAH ‘ fffffff |21H ‘43H |<—
D21 BA98H
D29 4321H

For details on the order of data items when sending/receiving bit device data, see the figure shown in Page 58, Section
29.2.
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(3) Data configuration in CSV format
Data in CSV format can be used as control data for the cell units in Excel, etc.
Data in CSV format handled by the Ethernet module is the data expressed as follows.
» 1 word (16 bits) binary data is converted to four digit ASCII code when expressed as a hexadecimal. (4 bytes
of ASCII code)
* When handling multiple word data, insert comma data between each word (4 bytes of ASCII code).
Data designated by the MSEND instruction or data subject to the news function is sent in the following
arrangement.

(a) Arrangement of data sent by the MSEND instruction
» In addition to the data conversion and insertion described above, CR (code: 0DH) and LF (code: 0AH) are
inserted for each 8 words of data.
» The arrangement of data sent in CSV format is shown below.

ER R
[oe ] oo ] [owo ] -
| D16 ‘| D17 ‘| D18 ‘ ffffffffff [CR + LF]
| D24 ‘| D25 ‘| D26 ‘[CR+LF]
N J
Y
8 devices

(8-word unit)

(b) Arrangement of data sent using the news function
+ In addition to the data conversion and insertion of comma data described above, CR (code: ODH) and LF
(code: 0AH) are inserted for each setting device range.
» A maximum of 16 types of device ranges can be set for news data.”

» The arrangement of data sent in CSV format is shown below.
*1 For details, refer to Page 54, Section 2.9.

First device ‘ | ‘ WA1 | ‘ w2 | ffffffffff [CR + LF]

Second device | | | | | | ****************************** [CR + LF]
Third device ‘MO to M15 | ‘M16t0 M31|

n-1 device ‘xm to X1F | |x20 to sz‘ ‘xso to X3F | ffffffffffffffffffff [CR + LF]

n device ‘810 to B1F | ‘BZO to BZF| ‘BSO to B3F | —————————— [CR + LF]

Data section can have a maximum of 1920 bytes (total points for the device).
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2.8 Sending E-mail (Main Text) by the Programmable
Controller CPU

This section explains how to send the main text of e-mail using the dedicated MSEND instruction available for the
Ethernet module.

2.8.1 When sending data as main text of e-mail

The following explains the MSEND instruction and program for sending e-mail.
The following illustration shows how the MSEND instruction is used to store data in the main text of e-mail and send it
to an external device.

1) 2) 3) 4)

}—H—{ ZP.MSEND | "Un" ‘ (s1) | (S2) | (D) H
_------»> Mail server

Subject + main text P

E-mail address
(parameter setting)

~
> nation
I/0 No. W
A 5) Main text of e-mail

QCPU QJ71ET71

A 4

1)  1/O number of the Ethernet module

2) Control data (such as send mail address)

This indicates the mail address of the send destination device set on the send mail address settings screen.

3) Sending e-mail (Subject + main text)

Subject consists of No. of transmissions and the character data designated by the sequence program. (It is not converted to ASCII format.)"!
4)  Complete bit

5) Main text of e-mail

This indicates the character string designated by the MSEND instruction.

It is not converted to ASCII format by the Ethernet module."1"2"3

6) Attached file

No attached file can be sent when sending data as the main text of e-mail.

*1 Designate the main text data in ASCII characters in sequence programs.

2 The following binary code data is processed as control codes:
ODOAH: Line feed code CR+LF
00H: End of main text

*3 It is recommended to use 78 characters or less data when writing each line of the main text (sending data).
(Be sure to add a line feed code CR+LF (ODOAH) at the end of the main text lines.)
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(1) Send using the sequence program

The following explains how an e-mail is sent using a sequence program.
For details, refer to Page 163, Section 6.3.

Instruction
I I Create control data at D20 and on }7
I Create send data at D200 and on }7
Send the e-mail

IZP.MSEND | "uo" ‘ 20 | D200 | M10 }7

M10 M11
—{ I % I Processing program on normal completion }—

M11
}—{Processing program on abnormal completion}—

(2) Execution timing of the instruction

Initial processing E-mail sending

1)‘

Initial normal completion signal
(X19)

MSEND 3
instruction :

MSEND instruction
completion device

completion

MSEND instruction
completion device + 1
(Normal completion/abnormal completion)

3 3 3 Abnormal

1)  Start the own station programmable controller.

The parameters for the e-mail function are stored in the Ethernet module.

2) Execute the MSEND instruction.

The e-mail designated with the MSEND instruction is sent to the mail server.

3)  When the e-mail sending to the send mail server is completed, the MSEND instruction completion device turns on.

When the completion device +1 (abnormal completion signal) turns on, the error code is stored in the control data completion status ((S1) + 1).'1

*1 For details on the causes of errors, refer to the User's Manual (Basic).
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(3) Sample program
The following shows a sample program for sending e-mails by the programmable controller CPU.
Perform e-mail send processing using the send command (X20).
The contents of the send data are shown in Page 53, Section 2.8.1 (4).
When I/O signals of the Ethernet module are X/Y00 to X/Y1F

X20 Designate main text as
— ¥ {Hove Hio0o D20 ] the s%nd data format.
[Move  Ki D22 1 Designates the send
destination number.
[wove K16 D29 ] Designate the send data length.
{move K7 D30 ] Designate the subject length.

[$MOVP “testmai |l msend” D200 ]' Designate Subject_

{$MOVP  “Error Machinel 001" D207 1 Designate the main text.
{ZP. MSEND “U0” D20 D200 M10 1 send the e-mail.
10 M1 P . .
— r4a ! Processing program on normal completion !
M11 e R e TP b
— | ‘Processing program on abnormal completion;

When an error occurs while sending e-mail from the sending mail server to an external device, an error code is stored in the
receiving error log area.
© 0 0 0000000000000 0000 0000000000000 000000000000000°000000000000000

The following shows the transmission format of the main text designated in the control data of the MSEND
instruction.

If data is sent as the main text of e-mail, the Ethernet module does not convert the transmission format.
Designate the main text data in ASCII characters in sequence programs.

b12 to b8
| | Completion type

Designates the transmission format of the main text.

Setting values for designating the
main text data transmission

format Format set Applicable station Description of processing

b12 | b11 | b10 b9 b8

Personal
1 0 0 0 0 No conversion computer/UNIX/
portable terminal

Send the main text data.

The Ethernet module does not convert the transmission format.”!

*1 Designate the main text data in ASCII characters in sequence programs.
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(4) Receiving by a personal computer

The following explains how a PC/UNIX/portable terminal receives e-mail sent from the Ethernet module.
After setting the environment where the Internet is accessible with a mail user agent, receive an e-mail on the
receiving message screen as follows.

El The following shows an example of the reception of e-mail sent using the MSEND instruction (<5~ Page
52, Section 2.8.1 (3)).

(The following is a screen of Microsoft® Corporation's Microsoft Office Outlook 2003.)

B No.1 testmail msend - Message (Plain Text)

i Fle Edit View Insert Format Tools  Actions  Help
}uBeply | UReplvto Al | (Fomerd | F | LA e O X v - A0
——
From: Mail address of Ethernet module eee (a) Sent:  Sun 00{00/0000 00:00 AM
T Mail address of external device
Cc
Subject: Mo, 1 testmail msend ooe (b)
Error Machine1 001 eee (C)
(a) From

Displays the e-mail address of the Ethernet module.

@Q.Q.O....O...C.'.Q.Q.0.00.0.0".'.Q.Q.0.00....‘..'Q.Q.Q.O

By entering the mail addresses of the send destination devices in the address book, the registered names (display names)
can be displayed and it makes the management easier.

(b) Subject

This indicates the No. of transmissions ' and the Subject written by a sequence program.

*1 This is the number automatically added each time an Ethernet module sends an e-mail. The numbers are counted up
from 1. When the number reaches 4294967296, the number is cleared to 0. Then the numbers are counted up from 0
again to 4294967296.

(c) Main text of e-mail

This indicates the main text of e-mail sent by the Ethernet module.
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2.9

CPU Monitoring Function

Sending E-mails Using the Programmable Controller

When the monitoring information read from the Q/LCPU matches with the news conditions set by the user, the

Ethernet module sends an e-mail to the external device.

2.9.1 News setting

54

[Purpose of setting]

The monitoring conditions (notification conditions) of the programmable controller CPU can be set on the news setting

screen of a programming tool.

The monitoring function of the programmable controller CPU can be used according to this setting.
Both CPU status monitoring and device monitoring can be designated as notification conditions.

[Start procedure]

E-mail setting screen = "News Setting"

[Setting screen]

Ethernet News Setting Pz

Condition For ’—_| q 3 Minut

BLLE e Serious/Fatal Errar - PLC Inquiry Interval inute -

Send Method (+ Send Attached File " Send Text Mai

Attached File Marme Attached File Form 3 hd

Input Format of

Inspection Yalue DEC T

i . i . Monitaring Mews Data Mews Data |

Mo | Condition Device Condition For Inspection Value SmieEs fEEe Puints

1 [wo Device Value Match - 100 |'W0 2

2 oo Device Value <= Monitoring Value{Unsigned) 50|00 10

3 Mo Pulse Up - M0 a0

4 [210 Pulse Up - #10 45

5 |B10 Pulse Up - E10 64

& -

7 -

g -

End Cancel




[Setting item]

CHAPTER 2 USING THE E-MAIL FUNCTION

Notification condition
Item name Description of setting G _Stat_us Device Setting range/option
monitoring T
" monitoring
* No Setting
* Normal STOP
Condition for PLC . - . Serio-us/FataI Erro‘r (moderate/major error)
Inspection Select the monitoring condition for the CPU | O X » Warning STOP (minor error STOP)
P - Normal RUN
* Warning RUN (minor error RUN)
* PAUSE
+ Send Attached Fil
Send Method Select the data send method. X O en ac e, e
« Send Text Mail
* Binary
Attached File Form Set the data format for the attached file X O « ASCII
* CSV
Attached File Name Set the attached file name X O « Up to 8 characters
Set time interval between reading the CPU
PLC Inquiry Interval status and device values and the units O O *30sto24h
(h/min/s)
| F f | i | he i f f th itori
nput Format of Inspection Select the input format of the monitoring % o . DEC/HEX
Value data
Condition Device Set the condition device X O » A device in the CPU module
Condition for Inspection Set the monitoring condition X O —
Monitoring Value Set the monitoring value X O « -32768 to 32767
News Data Storage Device | News data storage device value X O —
[Maximum points for a device]
* Word device: 960 points
« Bit device: 8192 point
News Data Points Set the news data points X O L device Pom S
[Total number of points]
« Total number of news data points: 1920 bytes
(One bit point is rounded up to one word point.)

O: Setting item, X: Setting not required

*1 When an e-mail is sent with the programmable controller status inspection, only subject (programmable controller CPU

status is stored) is sent.

(1) Condition for PLC inspection

Condition for PLC inspection

Description

Normal STOP

Sends an e-mail when the programmable controller CPU is placed in the STOP status normally.

Serious/Fatal Error

Sends an e-mail when an error that stops the CPU execution has occurred.

Warning STOP

Sends an e-mail when the programmable controller CPU is stopped by an external operation, etc.
while an error that allows to continue the CPU execution has occurred.

Normal RUN Sends an e-mail when the programmable controller CPU is placed in the RUN status normally.
Sends an e-mail when an error that does not allow to continue the CPU execution has occurred while

Warning RUN the programmable controller CPU is in the RUN status. (The programmable controller CPU is in
operation.)

PAUSE Sends an e-mail when the programmable controller CPU is placed in the PAUSE status.

(2) Send method

Select the send method of the device monitoring results.

Item

Explanation

Send Attached File

Sends data as an attached file in the file format designated in Page 56, Section 2.9.1 (3).

Send Text Mail

Sends data as the main text of e-mail in ASCII code format.
It is not necessary to designate items Page 56, Section 2.9.1 (3) and Page 56, Section 2.9.1 (4) when
this setting is used.
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(3) Attached file format

Item Explanation

Sends the attached file in binary format.

Binary The Ethernet module sends the attached file as they are with the code currently in use.
(Binary to ASCII conversion is not performed.)

ASCII Sends the attached file in ASCII format.
The Ethernet module converts the attached file from binary to ASCII.

csv Sends the attached file in CSV format.

The Ethernet module converts the attached file from binary to CSV.

(4) Attached file name

Designate the name of an attached file. If a file name is not designated, the Ethernet module automatically

names it and sends the file named mmddhhss (month, date, hour, minute) (same as for e-mail sending).

(5) PLC inquiry interval
Designate the interval for the Ethernet module to read the CPU status and device values from the programmable
controller CPU.
The user can designate any inquiry time interval (time) within the ranges listed below.

Time unit Setting range (default: 5 min)
Hour 1to 24
Minute 1to 1440
Second 30 to 3600

(6) Input format of inspection value

Select the input format (decimal/hexadecimal) of the monitoring value.

(7) Condition device

Designate the device to be monitored.

Point/’

® A maximum of 16 devices can be monitored.

@ Itis possible to designate devices that can be accessed for communication using the MC protocol directly as condition
devices (see the Reference Manual). (L1 Reference Manual)
In this case, Timer, Retentive timer and Counter should be designated by T, ST, or C.
The following devices cannot be designated:

Step relay (S)
Direct input (DX)
Direct output (DY)
Index qualification
Indirect designation

@ After completion of the news setting, the system will rearrange the condition devices in the order; word devices first and
then bit devices.
Display the news setting screen again to confirm the condition device settings.




(8) Condition for inspection

CHAPTER 2 USING THE E-MAIL FUNCTION

Designate the news conditions to monitor the devices of the programmable controller CPU.

The following table lists the comparison conditions for the designated device.

Condition of comparison

Notification condition

No conditional settings

For each monitoring.

Bit device Rise

When switching from off to on is detected.

Drop

When switching from on to off is detected.

No conditional settings

For each monitoring.

No conditional settings (Character String send)

For each monitoring.
(Selectable when "Send text mail" and "Word device" are set for
"Send method" and "Condition device" respectively.)

Device value = monitoring value

When the monitoring device value and the value set by the user are
the same.

Device value # monitoring value

When the monitoring device value and the value set by the user are
different.

Device value < monitoring value (unsigned)

When the monitoring device value is equal to or less than the value
set by the user.

Device value < monitoring value (unsigned)

When the monitoring device value is less than the value set by the
user.

Word device

Device value > monitoring value (unsigned)

When the monitoring device value is equal to or greater than the
value set by the user.

Device value > monitoring value (unsigned)

When the monitoring device value is greater than the value set by
the user.

Device value < monitoring value (signed)

When the monitoring device value is equal to or less than the value
set by the user.

Device value < monitoring value (signed)

When the monitoring device value is less than the value set by the
user.

Device value > monitoring value (signed)

When the monitoring device value is equal to or greater than the
value set by the user.

Device value > monitoring value (signed)

When the monitoring device value is greater than the value set by
the user.

(9) Monitoring value

Designate the comparison value of the condition of comparison given in Page 57, Section 2.9.1 (8) above.

(10)News data storage device

The condition device that stores the news data is set when the news condition is satisfied.
When the CPU monitoring condition listed in Page 55, Section 2.9.1 (1) is "No Setting", a programming tool
automatically sets the condition device; therefore, the user does not need to set it.

(11)News data points
Designate how many devices should be read (number of points read) from the devices designated in Page 57,
Section 2.9.1 (10) above.

(a) The number of device points that can be sent at a time is calculated as follows.
Word device points x 2 + bit device points + 8 (round up) < 1920
» Designate the settings so that the total number of points satisfies the equation above when multiple news
conditions are satisfied when monitoring multiple condition devices.
» When multiple bit devices are to be designated, be aware of following:
» One device occupies 16 device points.
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2.9.2 Receiving a news e-mail

The designated external device side can open the news e-mail from the Ethernet module in the same way as opening
a mail received from the programmable controller CPU.

(1) When monitoring the CPU status

(a) When the result of the CPU status monitoring matches the monitoring condition, the
Subject will be sent.

The attached file or main text will not be sent.

(b) The following shows the contents for the Subject sent.

No."**...*" x| Status " *" Time "yyyy/mm/dd hh:mm:ss"

L CPU model name Status Detection time
No. of transmissions (*1)

*1 This is the number automatically added each time an Ethernet module sends an e-mail. The numbers are counted up
from 1. When the number reaches 4294967296, the number is cleared to 0. Then the numbers are counted up from 0
again to 4294967296.
(Send contents of the parts for the status)

CPU module status Send contents
At normal "Status: RUN"
During RUN
At module warning occurrence "Status: RUN (Warning)" or "Status: RUN (Slight Abnormal)"
At normal "Status: STOP"
During At module warning occurrence "Status: STOP (Warning)" or "Status: STOP (Slight Abnormal)"
STOP -
During the module error or module "Status: STOP (Serious/Fatal Error)" or "Status: STOP (Abnormal)"
system error
During
— "Status: PAUSE"
PAUSE alus

(2) When monitoring a device

(a) When any of the results of the device monitoring matches the monitoring condition
among the devices having the conditions designated on the news setting screen,
the Subject and attached file, or the Subject and main text will be sent.

(b) The following shows the contents for the Subject sent.

Wk WhEN — WEkk kN

Condition match device for condition matched,
monitoring value
Monltorlng value
Condition match device

No. of transmissions (*1)

*1 This is the number automatically added each time an Ethernet module sends an e-mail. The numbers are counted up
from 1. When the number reaches 4294967296, the number is cleared to 0. Then the numbers are counted up from 0
again to 4294967296.
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(c) All device values for the number of registered points designated on the news setting
screen are recorded in the attached file or main text.

The size of the data recorded in the attached file or main text is calculated as follows:

Registered points (number of bits) + 16
(Round up to a whole number)

Information of bit devices:

x 2 bytes

Information of word devices: Registered points (hnumber of devices) x 2 bytes

(d) The contents of the data recorded are as follows.

<When sending data as an attached file™ >

+ If the data format is binary, values are recorded from the lower byte (L) side.

« If the data format is ASCII, target values are converted to 4-digit hexadecimal ASCII codes and recorded
from the higher byte (H) side of the values.

« If the data format is CSV, target values are converted to 4-digit hexadecimal ASCII codes and recorded
from the higher byte (H) side of the values. When handling multiple word data, insert comma data between
each word (4 bytes of ASCII code). Insert CR (Code: 0DH) and LF (Code: 0AH) for each setting device
range.

[Ex] In case of M15 to M0 = 0001H, M31 to M16 = 0002H, ..., WO = 001AH, W1 = 002BH, ...

(For M15 to MO)
M15 to M12 to M8 to M4 to MO

[o]ofofofofofofofofofofofo]o]o]]

For binary
WO(L) WO(H) W1(L) WAH)! DO(L) DO(H) DA(L) DA(H) =======mmmmmmmmmm= D8(L) D8(H) DI(L) D9(H) |
1A 00 2B 00 1 11 00 12 00 ============mm————m 19 00 1A 00 |
| |
MO M8 M16 M24 ~—--—-=—=—===-—=-"- M72 : X10 X18 X20 -=----— X38 : B10 B18 ——-— B40 B48
01 00 02 00 03 00 04 00 05 00 | 60 00 61 00 62 00 | 30 00 ---- 33 00
,,,,,,,,,,,,,,,,,,,,,,,,,,,,, L
For ASCII
‘ ‘
Wo w1 : Do D1 D2 D3 D4 D5 D6 D7 D8 D9 :
001A 002B ' 0011 0012 0013 0014 0015 0016 0017 0018 0019 O001A !
MO M16 M32 M48 M6e4 : X10 X20 X30 : B10 B20 B30 B40
| |
0001 0002 0003 0004 0005 10060 0061 0062 ' 0030 0031 0032 0033
i |

For CSV

Wo Wl cReLF

001A, 0028 [ I

Do D1 D2 D3 D4 D5 D6 D7 D8 D9

0011, 0012, 0013, 0014, 0015, 0016, 0017, 0018, 0019, O001A [CR+LF]

MO M16 M32 M48 M64
0001, 0002, 0003, 0004, 0005

[CR+LF]

X10 X20 X30

+
0060, 0061, 0062 [CRHLF]
B10 B20 B30
0030, 0031, 0032, 0033

[CR+LF]

*1 The spaces and lines between device numbers and device values are inserted for the purpose of explanation. They are
not recorded in the attached file.
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<When sending data as main text>

+ When data format is CSV "2
» Target data values are converted to 4-digit hexadecimal ASCII codes and recorded from the higher byte
(H) side of the values.
» The device name and display device No. are recorded for each setting device.
* When handling multiple word data, insert comma data between each word (4 bytes of ASCII code). Insert
a CR (code: ODH) and a LF (code: OAH) for each setting device range or 8-word data.

[Ex] In case of M15 to MO = 0001H, M31 to M16 = 0002H, ..., WO = 001AH, W1 = 002BH, ...

(For M15 to MO0)
M15 to M12 to M8 to M4 to MO

[ofofofofofofoofofofofofofofo]1]

For the main text of e-mail

WO-W1 [CR+LF]
001A, 002B [CR+LF]

DO-D9 [CR+LF]
0011, 0012, 0013, 0014, 0015, 0016, 0017, 0018 [CR+LF]
0019, 001A [CR+LF]

MO-M79 [CR+LF]
0001, 0002, 0003, 0004, 0005 [CR+LF]

X10-X3F [CR+LF]
0060, 0061, 0062 [CR+LF]

B10-B4F [CR+LF]
0030, 0031, 0032, 0033 [CR+LF]

*2 The dotted boarder lines between the device values in the above figure are for explanation purpose only. They are not
actually recorded in the main text.

» When data format is character strings (binary)*3

+ The device name and display device No. are recorded for each setting device.

* When "Condition for inspection" is set to "No conditional settings (character string send)", "Notification
data storage device" records the data of specified notification points starting from the low byte (L) of the
specified value. (If NULL (O0OH) exists in the range, contiguous data immediately before it are recorded.)

* Insert CR (Code: ODH) and LF (Code: 0AH) for each setting device range.

El Setting "No conditional settings (character strings send)" to "Condition for inspection”, "D0" to
"Notification data storage device", and "20 points" to "Notif. data points":
This means that "Normal system start completion” is stored in DO to D19 by the $MOV instruction.

For the main text of e-mail (character string (binary) format)

D0-D19 [CR+LF]
Normal system start completion [CR+LF]

*3 ASCII or SHIFT-JIS format values must be set in the Notification data storage device.



CHAPTER 2 USING THE E-MAIL FUNCTION

Point/

® When e-mail is sent after the result of the device monitoring and the monitoring condition match, the Subject and
attached file, or the Subject and main text will be sent.
As a device monitoring result, the data that was read from the programmable controller CPU by the Ethernet module in
order to determine whether or not the conditions match will be sent.
For details on the correspondence between the word device values and the data format of the attached file, see the figure
in Page 48, Section 2.7.3.
The main text will be sent after converting the data read into ASCII code data.
If the condition for inspection is set to "No conditional settings (character strings send)" for e-mail text transmission,
however, binary code data are sent without being converted.

® When e-mail is sent after the result of the CPU status monitoring and the monitoring condition match, only the Subject will
be sent. The attached file and main text will not be sent.

@ Mail contents are not properly displayed on the receiving side when both of the following conditions are met:
- the format of data notified in the main text is in binary (character string)
- the value set in the news data storage device is in a format other than ASCII format or SHIFT-JIS format

uonoun4 Bulojuo NdD Jejlonuo) sjqewwelbold ay) Buisn sjiew-3 Buipuss 6'¢

61



CHAPTER 3 cOMMUNICATIONS VIA OTHER
NETWORKS

An Ethernet module can access other stations from an external device or a Q/LCPU in a station where an Ethernet
module is connected via Ethernet and the following networks:
» CC-Link IE Controller Network
* CC-Link IE Field Network
+ MELSECNET/H
« MELSECNET/10
This chapter describes the CC-Link IE Controller Network, CC-Link IE Field Network, MELSECNET/H,
MELSECNET/10 relay communication function to communicate data with other stations via an Ethernet module and

network modules.

3.1

CC-Link IE Controller Network, CC-Link IE Field

Network, MELSECNET/H, MELSECNET/10 Relay
Communication Function

By setting the parameter described in Page 66, Section 3.3, the other station access becomes possible with the CC-
Link IE Controller Network, CC-Link IE Field Network, MELSECNET/H, MELSECNET/10 relay communication

function.

Function that can be used for

Communication range

Communication

1N e Reference
communication When using this function When not using this function request source
Communication using the MC . Reference
External device
protocol manual
Only possible to read/write data from/to
) . v P CPU in a station
- . Possible to read/write data from/to the programmable controllers of other
Communication using the data ) ) . . ) where a network | Page 84,
L . another station's programmable stations in Ethernet where a station with .
link instructions L . module is CHAPTER 4
controller, which is the access request an Ethernet module is connected connected
destination, from an access source (Example)
device via multiple networks and Ethernet | Only the access 1) shown in the figure in Operating

Communication with other
stations using a programming
tool

Page 63, Section 3.2.1 is accessible.

Programming
tool

manual for the
programming
tool used
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CHAPTER 3 COMMUNICATIONS VIA OTHER NETWORKS

3.2 Range of Accessible Other Station's Programmable
Controllers and Accessible Stations

The accessible range and the stations when performing the other station access via Ethernet module using the CC-
Link IE Controller Network, CC-Link IE Field Network, MELSECNET/H, MELSECNET/10 relay communication function

(1) Accessible range

(a) Routing via the Ethernet and CC-Link IE Controller Network, CC-Link IE Field
Network, MELSECNET/H, MELSECNET/10 network systems is allowed within the
range of the CC-Link IE Controller Network, CC-Link IE Field Network,
MELSECNET/H, and MELSECNET/10 specifications.

Another station is accessible between devices indicated in 1) to 5) of the figure above.

is described.
3.2.1 Accessible range and stations
External External CPU Ethernet
device device module
Ethernet x | x T
L y } T u
| I 11) Accessing on the same Ethernet
H .
cpy | Etheret Ethernet | 2) Accessing External External cpy | Ethemet
module module ' another device device module
Ethernet i Ethernet
= x : u
| v
|
| Eth t Network
o o [oru | et | et
3) Accessing CC-Link IE device ;
Controller Network, ;
CC-Link IE Field !
Network, L e e LR R R
MELSECNET/H, CC-Link IE Controller Network, CC-Link IE Field Network, 4) Accessing Ethernet via Ethernet +
and MELSECNET/H, MELSECNET/10 CC-Link IE Controller Network, CC-Link IE
MELSECNET/10 Field Network, MELSECNET/H, and
via Ethernet MELSECNET/10
Network Network i w
Fomos » CPU module module ! N
i Py
| [
! =}
! K
CC-Link IE Controller Network, CC-Link IE Field Network, \ o,
MELSECNET/H, MELSECNET/10 3 >
! 3
i @
| [
! 23
i =2
External | ___________ Network Ethernet ! (4]
device ( % CPU module module ! o
| Ethernet i (0]
L T ] | %)
| 1 5
| ! g
5) Accessing another Ethernet | R | w
X | outer |
with the router relay | I b
. J . 4 o
i i 1 ; Q
! ! : 1 8
A 4 A 4 A A A 4 3
3
External Ethernet External Ethernet 3
device cPU module device CPU module %
| Ethernet (@)
o u S
S
)
@
o
3
a
>
Q
1o}
@
n
@,
=2
9
@
2
=
3
(7]
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(b) The only networks that can be routed are the CC-Link IE Controller Network, CC-
Link IE Field Network, MELSECNET/H, MELSECNET/10 and Ethernet.

(2) Accessible stations (communication request destination stations) and relay
stations (communication relay stations)

This relay communication function allows communication with programmable controllers of other stations if the

communication destination programmable controllers (communication request destination stations) and all the

relay stations to the commu
modules listed below.

nication destination stations (communication relay stations) are configured with the

(a) Accessible modules (communication request destination stations: other stations)

* Programmable controller CPU

Classification

Model name

Basic model QCPU

QO00JCPU, QO0CPU, Q01CPU

High performance

Q02CPU, Q02HCPU, Q06HCPU, Q12HCPU, Q25HCPU

model QCPU
Process CPU Q02PHCPU, QO6PHCPU, Q12PHCPU, Q25PHCPU
QCPU (Q mode) Redundant CPU Q12PRHCPU, Q25PRHCPU

Universal model
QCPU

QO0UJCPU, QO0UCPU, Q01UCPU, Q02UCPU, Q03UDCPU, QO3UDVCPU, QO3UDECPU,
QO04UDHCPU, Q04UDVCPU, Q04UDEHCPU, QO6UDHCPU, Q06UDVCPU, Q0O6UDEHCPU,
Q10UDHCPU, Q10UDEHCPU, Q13UDHCPU, Q13UDVCPU, Q13UDEHCPU, Q20UDHCPU,
Q20UDEHCPU, Q26UDHCPU, Q26UDVCPU, Q26UDEHCPU, Q50UDEHCPU, Q100UDEHCPU

LCPU LO2CPU, LO2CPU-P, L0O2SCPU, L26CPU, L26CPU-BT, L26CPU-PBT
Safety CPU™ QS001CPU
QnACPU Q2ACPU, Q2ACPU-S1, Q2ASCPU, Q2ASCPU-S1, Q2ASHCPU, Q2ASHCPU-S1, Q3ACPU, Q4ACPU
QnACPU (Redundant CPU) Q4ARCPU

ACPU
QCPU (A mode)

ATNCPU, A2NCPU, A2NCPU-S1, ASNCPU, A2ACPU, A2ACPU-S1, ASBACPU, A2UCPU, A2UCPU-81,
A3UCPU, A4UCPU, A1SCPU, A1SJCPU(-S3), A1SHCPU, A1SJHCPU, A2SCPU, A2SHCPU, A2USCPU,
A2USCPU-S1, A2USHCPU-S1, AOJ2HCPU, Q02CPU-A, Q02HCPU-A, QO6HCPU-A

*1 The safety CPU can be used only as a request target station, and cannot be used as a relay station.

¢ CC-Link IE Field Network

Classification Model name
Head module LJ72GF15-T2
« MELSECNET/H, MELSECNET/10
Classification Model name

MELSECNET/H Remote /O station

QJ72LP25-25, QJ72LP25G, QJ72BR15

MELSECNET/10 Remote I/O station

AJ72QLP25, AJ72QBR15, A1SJ72QLP25, A1SJ72QBR15, AJ72LP25(G)
AJ72BR15

*2 Data can be read/written from/to the buffer memory of an intelligent function module in a MELSECNET/10 remote 1/O

station.
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CHAPTER 3 COMMUNICATIONS VIA OTHER NETWORKS

(b) Modules that can act as relays between networks (communication relay stations)

Classification Model name

CPU module™ QO3UDVCPU, Q04UDVCPU, Q06UDVCPU, Q13UDVCPU, Q26UDVCPU

CC-Link IE Controller Network QJ71GP21-SX, QJ71GP21S-SX

CC-Link IE Field Network QJ71GF11-T2, LI7T1GF11-T2

MELSECNET/H giZLI;PZL QJ71LP21-25, QJ71LP21S-25, QJ71LP21GE, QJ71BR11, QJ71NT11B (MELSECNET/H
QJ71LP21, QJ71LP21-25, QJ71LP21S-25, QJ71LP21GE, QJ71BR11 (MELSECNET/10 mode)

MELSECNET/10 AJ71QLP21(S/G), AJ7T1QBR11, A1SJ71QLP21, A1SJ71QBR11
AJ71LP21(G), AJ71LR21, AJ71BR11, A1SJ71LP21, A1SJ71BR11
QJ71E71-100, QJ71E71-B5, QJ71E71-B2, QJ71E71, LJ71E71-100

Ethernet! AJ71QE71N3-T, AJT1QE71N-B5, AJ7T1QE71N-B2, AJ71QE71N-T, AJ71QE71N-B5T, A1SJ71QE71N3-T,
A1SJ71QE71N-B5, A1SJ71QE71N-B2, A1SJ71QE71N-T, A1SJ71QE71N-B5T, AJ71QE71, AJT1QET71-
B5, A1SJ71QE71-B2, A1SJ71QE71-B5

*1 QnA series Ethernet interface modules can act as relays between networks if the function version is B or later.
Verify the function version with the production date shown in the "Date column of the rated plate", which is attached to
the side of the module.
(Manufactured date: Year (last two digits), Month (two digits), function version (one digit))

*2 Only the QnUDVCPU with a serial number (first five digits) of "17052" or later can act as relays when the MELSOFT
connection extended setting is configured. (L1 QnUCPU User's Manual (Communication via Built-in Ethernet Port))
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3.3 Settings for Accessing Other Stations

This section explains the parameters and setting items that need to be set with a programming tool to access other
stations via the Ethernet using the CC-Link IE Controller Network, CC-Link IE Field Network, MELSECNET/H,
MELSECNET/10 relay communication function.

(1) Network parameter
* Network No., group number, station number (station No.), etc. for using the Ethernet module are set on this
screen.
* Make sure to set the values by seeing the User's Manual (Basic).

(2) Setting the Station No. <-> IP information
» The Ethernet's routing method, correspondences of the Ethernet module's IP address and Network
No./station number, etc. for using the CC-Link IE Controller Network, CC-Link IE Field Network,
MELSECNET/H, MELSECNET/10 relay communication function are set on this screen.
» Set these values by seeing Page 67, Section 3.3.1.

(3) Routing information setting
» On this screen, the routing parameters between Ethernet modules for accessing other stations on other
networks are set, in the same way as for the routing parameter settings of other networks.”!
» These settings are required for a station where two or more Ethernet modules or network modules are
connected.
» Set these values by seeing Page 76, Section 3.3.3.

*1 The Network No. and station number of the first communication relay station as seen from the own station are set.
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3.3.1

CHAPTER 3 COMMUNICATIONS VIA OTHER NETWORKS

Setting the Station No. <-> IP information

This section explains the Station No. <-> |P information settings that are required to access other stations via the
Ethernet module using the CC-Link IE Controller Network, CC-Link |IE Field Network, MELSECNET/H,

MELSECNET/10 relay communication function.
In the network parameter screen of a programming tool, start the "Station No. <-> IP Information" screen.

etwork Parameter Setting the Ethernet Station No.<

Skation Mo, <-=IP Information System |Automatic Response System j
Conversion Setking Input Formak  |DEC -
Mo, | Metwork Mo, | Station Mo, | IF Address -
(S
Lz | L
L=
et
(=
L& |
(I
a8 |
2
i0 &
Clear | Check End Cancel

Setting the Station No. <-> IP information

Item name

Description of setting

Setting range/option

Station No. <-> |P Information System

Select the Station No. <-> IP information system (conversion method).

» Automatic Response
System

* IP Address Computation
System

« Table Exchange System

» Use-Together System

Net Mask Pattern

« This setting is required when "IP Address Computation System" or "Use-
Together System" is selected as the conversion method.

« Set the mask value used in the logical product with the own station's IP
address.

C0000000H to FFFFFFFFH

Input Format

Select the input format of "Net Mask Pattern" and "IP Address".

« DEC
* HEX

Network No.

« This setting is required when "Table Computation System" or " Use-Together
System" is selected as the conversion method.

« Set the Network Nos. of the communication request destination/source
stations.

1 to 239 (set in decimal)

Station No.

« This setting is required when "Table Computation System" or " Use-Together
System" is selected as the conversion method.

« Set the station number of the communication request destination/source
stations.

1 to 64 (set in decimal)

IP Address

« This setting is required when "Table Computation System" or " Use-Together
System" is selected as the conversion method.

« Set the IP address of the communication request destination/source
stations.

A value other than
00000000H and FFFFFFFFH
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(1) Station No. <-> IP information system (conversion method) (address: 4H ... b7,
b6)

(a) There are four kinds of Station No. <-> IP information methods as shown below.

(b) Select one of them according to Page 70, Section 3.3.2 and make sure to set the
values on this screen using the method selected. (The default conversion method is
the Automatic response method.)

Parameter settings requirement

Conversion method Net mask pattern Conversion setting
Automatic response system X X
IP address computation system O X
Table exchange system X O
Use-together system O O

O: Setting required, X: Setting not required

(2) Net mask pattern (address: 3A9H)

Designate the mask value based on the guidelines given below. This pattern is used in a logical sum with the own
station's IP address when calculating the IP address of the external device using the IP address computation
system.

(a) When setting the sub-net mask, designate the target settings of the IP address
class, network address, and sub-net address so that all bits are "1" in the mask
pattern.

The mask pattern is designated with a decimal/hexadecimal value obtained by dividing the 32-bit mask value
into 8-bit segments.

(b) When the sub-net mask is not designated, the mask pattern designation is not
necessary.

When the mask pattern is not designated, the following mask value is used as the mask pattern according to
the own station IP Address class.

Class Mask value used
Class A FF.00.00.00H
Class B FF.FF.00.00H
Class C FF.FF.FF.00H




CHAPTER 3 COMMUNICATIONS VIA OTHER NETWORKS

(3) Conversion setup (conversion information) (address: 229H to 3A8H)

(a) The conversion setting is required to obtain the IP address from the Network No.
and station number using the table exchange system.

(b) If the own station is an Ethernet module and the next station to which the
communication request /response message is passed to access other station is
also an Ethernet module, designate the Network No., station number, and IP address
of the next station's Ethernet module.

Specify the values set on the network parameter setting screen.

(c) Designate the Network No. in the range of 1 to 239 (1H to EFH) and the station
number in the range of 1 to 64 (1H to 40H).

Point/

® Communication between the Ethernet module and Q/LCPU is performed according to the network No. and station No.,
and communication between two Ethernet modules are performed according to the IP address and UDP port number.
Thus, the Ethernet module must convert the data below:
The network No. and station No. of other networks < IP address and UDP port number of Ethernet

@® The Station No. <-> IP information are required when other stations are accessed via other Ethernet network systems
and must be registered in all the Q/LCPU stations in which the Ethernet modules are connected.

® The Station No. <-> IP information should be set on the "Station No. <-> IP Information" screen and written in the
programmable controller CPUs of the applicable stations where Ethernet modules are installed.
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332 Convert format between the Network No./station number and
IP address/port number

The process overview of the conversion method set by the Station No. <-> IP information screen for performing the
other station access via Ethernet module using the CC-Link IE Controller Network, CC-Link IE Field Network,
MELSECNET/H, MELSECNET/10 relay communication function is explained.

Select one of the conversion methods to set.

(1) Automatic response system (Convert format of Ethernet module default value)

(a) Overview of automatic response system
« The automatic response system differs from the other convert format in that designations can only be
made when the Ethernet module installed station is the communication request destination station or
communication relay receiving station.
* The partner station IP Address or port number setting are not necessary with this conversion method;
therefore, relay communications via other networks can be performed easily.

Communication request
source station

CPU|E71
Ethernet
B
Communication relay ~a | o Communication relay
receiving station sending station
CPU|E71|E71
I The automatic response ! ¥ ‘
' reel T Eth t
. systemcanbe set. . . emnel o
TslCPU ETH

Communication request
destination station

Communication relay station

oTTTTTh Communication T
. Rl ication [ Bl icati > !

| Previous ! request message Communication ¥ o o mmaple || COmmunication ' Next
station ! relay receiving relay sending !

i ! :
: 34 station e controller CPU e station el Response message , station 3

(b) Convert format of Automatic response system

* When the Ethernet module receives other station access communication request message (command
frame) from the CC-Link IE Controller Network, CC-Link IE Field Network, MELSECNET/H,
MELSECNET/10 relay communication function, the send source Network No., IP address, and UDP port
number in the request message, are stored internally. The response message (response) for the
communication request message is returned to the destination IP address and UDP port number
calculated from the stored Network No. and station number. Therefore, by receiving the other station
access communication request message first, the communication partner stations can be maintained.

» The maximum number of station information that can be set is 64. When more than 64 other station
access communication request message is received, the Ethernet module starts deleting from the oldest
data to store the station information in the newly received message communication request message.
However, it is ignored if the station information is the same as the station information already stored.”

*1 Information from the same station is not stored twice.
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CHAPTER 3 COMMUNICATIONS VIA OTHER NETWORKS

(2) IP address computation system

(a) Overview of the IP address computation system
During calculation, the IP address of the partner station is obtained from the calculation equation below
according to the Network No. and station number, and the UDP port number predefined for the Ethernet
module system is used as the UDP port number of the destination.
For more information about the net mask pattern for routing other networks, refer to Page 67, Section 3.3.1.

. Net mask pattern for 8
! ! . CC-Link IE Controller Network, . 'Network number |
IP address of = | iIPaddressof logical i ~o e Field Network, | Logical ) ;4 station number !

the partner station Ethe own station ! product MELSECNET/H, sum 'of the destination |
MELSECNET/10routing | 7777777777777

(b) Conversion processing of the IP address computation system
* When a communication request message (command frame) to access other station is received, the IP
address is calculated from the Network No. and station number of the destination in the communication
request message, and the communication request message is sent to the next station.”
* The response message (response) for the communication request message is returned based on the

return IP address and the stored data above.
*1 The Network No. and station number of the destination in the communication request message are stored in the
Ethernet module.

(c) IP address computation example
The logical sum is calculated differently depending on the class of the own station IP address. An IP address is

calculated as follows.
(For class A)

* When the own station IP Address is 79238102H z
* When the Net Mask Pattern for routing other networks is FFO00000H @
* When the destination Network No. is 03H, and the station number is 05H g
w
e - g
| Own station IP Address | ‘ 7 9 2 3 8 1 0 2 ‘ >
,,,,,,,,,,,,,,,,,,, J P
rF-- -~~~ ===-===-=-=-= l o]
| Net Mask Pattern |Logical product‘ F F 0 0 0 0 0 0 ‘ g
,,,,,,,,,,,,,,,,,,, J z
e - Q
| Logical product value | ‘ 7 9 0 0 0 0 0 0 ‘ 4
e - )
iNetwork No. and station No. | Logical sum 0 3 0 5 ‘ g_
,,,,,,,,,,,,,,,,,,, 5
w

:rPartner station IP Addressjl I 7 9 . 0 0o . 0 3 . 0 5 I
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(For class B)
* When the own station IP Address is 8438FAOAH
* When the Net Mask Pattern for routing other networks is FFFFO000H
* When the destination Network No. is 03H, and the station number is 05H

| Own station IP Address | I 8 4 . 3 8 . F A . 0 A |
| NetMask Pattem |Logical product| F F . F F . 0 0 . 0 0 |
. Logical product value | ‘ 8 4 3 8 0 0 0 0 |
| Network No. and station No.; Logical sum 0 3 .0 5 |
| Partner station IP Address! ‘ 8 4 3 8 0 3 0 5 |

(For class C)
* When the own station IP Address is CA65300AH
* When the Net Mask Pattern for routing other networks is FFFFFFOOH
* When the destination station number is 02H (The Network number is not used.)

| Own station IP Address | ‘ C A . 6 5 . 3 0o . 0 A |
| Net Mask Pattern | Logical product‘ F F . F F . F F . O 0 |
| Logical product value | ‘ C A 6 5 3 0 0 0 |
INetwork No. and station No.| Logical sum 0 2 |
\Partner station IP Address | ‘ C A 6 5 3 0 0 2 |
g J

@ [P address configuration of class A

31 30 to 2423 to 1615 to 0
‘Class‘ g‘fg‘:‘gg ‘ Host address |

@ |P address configuration of class B

31 3029 to 16 15 to 0
’ Class ‘ Network address Host address |

@ |P address configuration of class C

31 to 2928 to 87 to 0
I Class ‘ Network address Host address |
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CHAPTER 3 COMMUNICATIONS VIA OTHER NETWORKS

(3) Table exchange system

(a) Overview of the table exchange system
* This method uses the Network No., station number, and IP address set in the conversion table of the
Station No. <-> |P information, and uses the UDP port number predefined for the Ethernet module system
as the UDP port number of the destination.
« If duplicate network and station numbers are set in the conversion table, the data set with the younger
registration number is used. If all the required values are not set, communication may not be performed

successfully.

(b) Conversion processing of the table exchange system
* When a communication request message (command frame) to access other station is received, the same
Network No. and station number are searched in the conversion table of the Station No. <-> |IP
information, and the communication request message is sent to the partner station with the corresponding

IP address.
* The response message (response) for the communication request message is returned based on the
return IP address and the data in the conversion table above.

(c) Designation example

(Setting example) 1) Communication request
source station
r-—-—->">"~""~"~"~"~"~"~-" """ """ T °-°-°-°-°=°7-°=°7-7 hl
i Network No. 1 |
CPU| E71| ! Station No. 11 |
{IP Address (192.0. 1. 11) |
Ethernet (network No.1) -
2) Communication relay receiving station 3) Communication relay sending station
r---r—-——-"~-"~"~"~"~"~"~"T"T>"~" ="~ ~" ="~ """ =" °"°="°7™° 1 r=-=-=-===="==°=°=°=°=°°=°==7=°===7¥=¥7=¥7=77° 7 1
! Network No. 1 ! ' Network No. 12 '
| Station No. 12 i |CPU|E71| E71| | Station No. 1 21 1
[P Address 1(192.0.1.12) {IP Address :(192.0.2.21)
‘ Ethernet (network No.2
» ¢ ) n
r-—-—--"=""="""°=" "=~ """ 7=T°" " =" 7=T°=" 7= °"°="7=°-°7°7 1
' Network No. 12 |
CPU| E71 : Station No. 122 :
1L|P Address :(192. 0. 2. 22) i
4) Communication request
destination station
E71 module setting details when accessing from CPU 1) to CPU 2)"*
ltem 1) Communication
request source station 2) 3) 4)
(1]
Network No. 1 12
Setting value (Decimal) | Station No. ' Setting not necessary Setting not necessary Setting not necessary
IP Address 192.0.1.12
E71 module setting details when accessing from CPU 1) to CPU 4)”1
Item 1) Communication 2) Communication 3) Communication 4) Communication
request source station | relay receiving station | relay sending station request destination
(1] (2} (1) station @
Network No.
ev.vor © 1,12 1,1 2,22 2,21
Setting value (Decimal) | Station No.
IP Address 192.0.1.12 192.0.1.11 192.0.2.22 192.0.2.21
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E71 module setting details when accessing from CPU 2) to CPU 1)*1

Iltem 2) Communication
1) request destination 3) 4)
station @
Network No. 11
Setting value (Decimal) | Station No. Setting not necessary ' Setting not necessary Setting not necessary
IP Address 192.0.1.11
E71 module setting details when accessing from CPU 3) to CPU 4)™
ltem 3) Communication
1) 2) relay sending station 4)
(1]
Network No. 2 92
Setting value (Decimal) Station No. Setting not necessary Setting not necessary ' Setting not necessary
IP Address 192.0.2.22
E71 module setting details when accessing from CPU 4) to CPU 1)
ltem 1) Communication 2) Communication 3) Communication 4) Communication
request source station | relay sending station | relay receiving station request destination
(2} o (2} station @
Network No. 1,12 1,11 2,22 2,21
Setting value (Decimal) | Station No.
IP Address 192.0.1.12 192.0.1.11 192.0.2.22 192.0.2.21
E71 module setting details when accessing from CPU 4) to CPU 3)™
Item 4) Communication
1) 2) 3) request destination
station @
Network No. 2 21
Setting value (Decimal) | Station No. Setting not necessary Setting not necessary Setting not necessary '
IP Address 192.0.2.21

*1 The @ and @ in the E71 station setting details column indicate whether the value is for the communication request
message transmission or response message transmission.
@: For communication request message transmission
©: For response message transmission
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CHAPTER 3 COMMUNICATIONS VIA OTHER NETWORKS

(4) Use-together system

(a) Overview of the Use-together system

» This method uses both the IP address computation system and the table exchange system.

» Select this method to access other stations with the same Network No., accessing other stations in other
networks or accessing Ethernet with different Network No., and relaying from other networks to the
Ethernet network system.

+ The set target Ethernet module can be installed either at a communication request source station,
communication relay station, or communication request destination station.

(b) Conversion processing of the Use-together system
» When a communication request message (command frame) to access other station is received, the
communication request message is sent to the next station obtained by the table exchange system at first.
« If the IP address of the Ethernet module cannot be obtained by the table exchange system, the IP address
is obtained by the IP address computation system in order to send the communication request message.
+ The response message (response) to the communication request message is returned based on the
return IP address and the data in the conversion table or the stored data.

The relationship between the Convert Format and definition of the Ethernet module installed station is as follows.

Ethernet module installed station definition

Conversion method

Communication relay station

Communication

Communication .request Relay receiving e T
source station A Relay sending station station
Automatic response system x 1 @) x "1 @)
ISI; sat(:r:'ess computation o o o o
Table exchange system O O O O
Use-together system O O O @)

a relay sending station.

O: Can be designation, X: Cannot be designated

*1 For the external device that completed the communication, the station can be a communication request source station or

Communication request
source station

CPU | E71

Ethernet
H

Communication relay
receiving station

Communication relay
sending station

CPU [ E71 | E71 | (Communication relay station)
! The automatic response 1 Ethernet
1 system can be set. [N » m

"™ CPU | ET1

Communication request
destination station

75

«
w
n
[}
=
3
«Q
(2
<)
=
>
[}
Q
[}
(2
2.
3
«Q
Q
=
>
[}
=
)
=
[
=4
o
3
(2}



3.3.3

Routing parameter settings

The routing parameters contain information of the Ethernet modules passed through when accessing other stations.

This section explains the routing parameters that must be set in order to access other stations via the Ethernet module
using the CC-Link IE Controller Network, CC-Link IE Field Network, MELSECNET/H, MELSECNET/10 relay
communication function.

Open the "Routing Information" screen under the network parameter screen of a programming tool.

etwork Parameter Setting the Ethernet/CC IE.

Target Metwork | Relay Metwork Relay %]
Mo, Mo, Skation Ma.

1

2

S|

4

5 —
&

7

g

9

i0

11

12

13

14

15

16

17

15

19 &

Clear Check End Cancel

Routing information setting

Item name

Description of setting

Setting range/option

Set the Network No. of the Ethernet or CC-Link IE Controller Network, CC-Link |IE Field
Network, MELSECNET/H, MELSECNET/10 to which the communication request

Target Network No. . } L L 1 to 239
destination station or the communication request source station is connected when
sending a communication request message or a response message, respectively.
Set the Network No. of the Ethernet or other networks to which the next communication

Relay Network No. relay receive station or the next communication relay send station is connected when 1 to 239

sending a communication request message or a response message, respectively.

Relay Station No.

Set the station number of the target Ethernet module/network module that is used as
relay to the network set by the Relay station No.

Universal model QCPU, LCPU: 0 to
120

A module other than a Universal
model QCPU and an LCPU: 0 to 64

(1) Target Network No.

Designate the Network No. of Ethernet or other networks to which the communication request destination station

or the communication request source station is connected when sending a communication request message or a
response message, respectively.

(2) Relay Network No.

Designate the Network No. of Ethernet or other networks to which the next communication relay reception station

or the next communication relay transmission station is connected when sending a communication request

message or a response message, respectively.
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CHAPTER 3 COMMUNICATIONS VIA OTHER NETWORKS

(3) Relay Station No.
Designate the station number of the target Ethernet module/network module that is used as a relay to the network

set by the Relay station No.

Point />

The following stations require the routing parameters to be set and registered:
* The programmable controller CPU of the communication request source station
» The programmable controller CPU of the stations (relay reception station and relay transmission station) that relay
communication request messages.
* The programmable controller CPU of the stations (relay reception station and relay transmission station) that relay

response messages.

@COCOCO‘OlO‘0‘COCOCOCO'.CO‘O‘Q‘COCOCOCOCOCO‘.‘Q‘QOCCOCOCOC

@ The routing parameters setting is not necessary for the other station access on the same Ethernet network as the
external device/own station Q/LCPU.

@ The routing parameters are designated in the following manner:

To go to a station on the network No.Q, relay through the station No.[J, on the network No.A , which is the first communication

relay from the own station. T T I
Target destination Relay destination Selgy .
estination
network No. network No. .
station No.
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® As an example, to perform other station access from station 1Ns3 to 3Ns4 in the diagram in the next page, the following
values are set to the stations which require the routing parameter setting.*"2
+ Communication request source station: Station 1Ns3
+ Communication relay station: Station 1Ns4/2Mp1, and Station 2Ns4/3Ns5
*1 The code used for each station in the diagram indicates the Network No. of other networks or Ethernet, station type, and
station number.
*2 A maximum of 64 "Target Network No." can be set in the Q/LCPU.
64 types of Network No. can be accessed to other station via own station or can be the request source.
However, the same transfer destination Network No. cannot be set two or more times (multiple times).
Routing parameter setting
Transfer Relay Relay
destination | destination |destination Setting is necessary only for
network No. | network No. |station No. the request transfer destination
network No.3.
3 1 4
CC-Link IE Controller
Request Network,
source CC-Link IE Field Network,
3Mp1 3Ns2 | MELSECNET/H,
Anoth MELSECNET/10
N1 nother 1Ns3 | | | | I'g
node
- | Network IN0.1 |Ethemet - Network No.3
| I | | |
Another Another INs4 | 2Mp 1 2Ns4 | 3Ns5 3N3
node node

VA

Routing parameter setting

Transfer Relay Relay 2Ns2 2N3 Transfer Relay Relay
destination destination |destination destination destination |destination
network No. | network No. |station No. network No. | network No. |station No,

3 2 4 1 2 1

CC-Link IE Controller Network,
CC-Link IE Field Network,
MELSECNET/H, MELSECNET/10

| Network No.2

|”&

Routing parameter setting

Setting is necessary only for the request
transfer destination network No.3. Setting
is not necessary for the transfer

destination network No.1 and 2 because
they are the same station.

@ ... Routing parameter
setting area

Setting is necessary only for the response
transfer destination network No.1. Setting
is not necessary for the transfer

destination network No.2 and 3 because
they are the same station.

(The meanings of the symbols used for the stations shown in the diagram)
* Network system (CC-Link IE Controller Network, CC-Link IE Field Network, MELSECNET/H, MELSECNET/10)

(Network number 1, control station, station number 1)

Station number

Control station/normal station

Mp .o Control station
Ns .ooennen Normal station (AnUCPU, QnACPU, QCPU)
N Normal station (Other than AnUCPU, QnACPU, and QCPU)

Network number



CHAPTER 3 COMMUNICATIONS VIA OTHER NETWORKS

(4) Using the example of a system shown below, the accessible stations and the
stations that require parameter settings when an external device or Q/LCPU

access other stations are explained. 1

*1 Stations that require the setting of the "setting the Ethernet router relay parameter" as mentioned in the User's Manual
(Basic) are also shown.

7) 1)
External device External device CPU Ethernet
module
| | | Ethernet
| | u
2
) CPU Ethernet Ethernet External device External device
module module
| Ethernet
| | I
3
) CPU Ethernet Network
module module
CC-Link IE Controller Network, CC-Link IE Field Network, MELSECNET/H,
MELSECNET/10
4
) CPU Network Network
module module
CC-Link IE Controller Network, CC-Link |IE Field Network, MELSECNET/H,
MELSECNET/10
5
External device ) CPU Network Ethernet
module module
Ethernet
| I
Router
6
) CPU Ethernet External device
module
| | Ethernet
» |
Access destination
Accessible/not accessible combination
1) 2) 3) 4) 5) 6)
1) — @) @) @) @) @)
2) @) — @) O @) O
3) @) @) — @) @) O
Access source 4) O O O — O O
5) @) @) @) @) — @)
6) @) @) O O @) —
7) @) @) @) O ©) O

O: Accessible, X: Not accessible, A: Accessible (The number of access points, etc., is restricted.)
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(a) When performing a remote access from 1) to 2)

(f)

Station that does (®)/does not (X) require setting

Setting item
1) 2) 3) 4) 5) 6) 7)
Network parameter [ ] [ ] X X X X
Routing information setting X X X X X X
Setting the Ethernet Station No. <-> IP information [ J [ J X X X X
Setting the Ethernet router relay parameter X X X X X X
(b) When performing a remote access from 1) to 3)
Setting item Station that does (®)/does not (X) require setting
1) 2) 3) 4) 5) 6) 7)
Network parameter [ ] [ ] [ ] X X X
Routing information setting [ J [} X X X X
Setting the Ethernet Station No. <-> IP information [ J [ J [ J X X X
Setting the Ethernet router relay parameter X X X X X X
(c) When performing a remote access from 1) to 5)
Setting item Station that does (®)/does not (X) require setting
1) 2) 3) 4) 5) 6) 7)
Network parameter [ ] [ ] [ ] [ ] [ ] X
Routing information setting [ J [ J [ J [ J X X
Setting the Ethernet Station No. <-> IP information [ J [} [} X X X
Setting the Ethernet router relay parameter X X X X X X
(d) When performing a remote access from 1) to 6)
Setting item Station that does (®)/does not (X) require setting
1) 2) 3) 4) 5) 6) 7)
Network parameter [ ] [ ] [ ] [ ] [ ] [ ]
Routing information setting [} [} [} [ [ X
Setting the Ethernet Station No. <-> IP information [} [} [} X [ J [}
Setting the Ethernet router relay parameter X X X X ® x "1
*1 This setting is required to access the programmable controllers 1) to 5) from the device 6).
(e) When performing a remote access from 7) to 1)
Setting item Station that does (®)/does not (X) require setting
1) 2) 3) 4) 5) 6) 7)
Network parameter [ ) X X X X X
Routing information setting X X X X X X
Setting the Ethernet Station No. <-> IP information [ J X X X X X
Setting the Ethernet router relay parameter X X X X X X
When performing a remote access from 7) to 3)
Setting item Station that does (®)/does not (X) require setting
1) 2) 3) 4) 5) 6) 7)
Network parameter X [ J [ J X X X
Routing information setting X o X X X X
Setting the Ethernet Station No. <-> IP information X [ [ ] X X X
Setting the Ethernet router relay parameter X X X X X X




CHAPTER 3 COMMUNICATIONS VIA OTHER NETWORKS

(g) When performing a remote access from 7) to 4)

Station that does (®)/does not (X) require setting

Setting item
1) 2) 3) 4) 5) 6) 7)
Network parameter X [ ] [ ] [ ] X X
Routing information setting X [ J [ J X X X X
Setting the Ethernet Station No. <-> |P information X [ J [ J X X X X
Setting the Ethernet router relay parameter X X X X X X X

(h) When performing a remote access from 7) to 6)

Station that does (®)/does not (X) require setting

Setting item
1) 2) 3) 4) 5) 6) 7)
Network parameter X [ ] [ ] [ ] [ ] [ ] X
Routing information setting X [ J [ J [ J [ J X X
Setting the Ethernet Station No. <-> |P information X [} [ J X [ [ X
Setting the Ethernet router relay parameter X X X X [ X X
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3.4 Procedure for Accessing Other Stations

82

This section explains the procedure for accessing other stations via the Ethernet using the CC-Link IE Controller
Network, CC-Link IE Field Network, MELSECNET/H, MELSECNET/10 relay communication function as well as the
required processing.

(1) Setting the parameters

The parameters shown in Page 66, Section 3.3 must be set using a programming tool.

(2) Accessing other stations

Access to other stations is performed from an external device/own station Q/LCPU using the CC-Link IE
Controller Network, CC-Link IE Field Network, MELSECNET/H, MELSECNET/10 relay communication function.

+ Access to other stations with the CC-Link IE Controller Network, CC-Link IE Field Network, MELSECNET/H,
MELSECNET/10 relay communication function is performed using the UDP/IP protocol and data is always
communicated in binary code.

+ In the data communication, the port number (for the UDP/IP port) for the Ethernet module system is used.
» ltis possible to continue accessing other stations while the initial normal completion signal (X19) is on. When the

initial normal completion signal (X19) is turned off, the Ethernet module forcefully closes the connection although
other station is being accessed.

© 00 0000000000000 0000000000000 000 O0COCPOCEOIOSOEOSIEOEOSIEOEPONOEOIEONOEOEOEOIEOEOEOEOEEOEOEOEOOETOOTOTOTOTIOTO

(3) End processing of the Ethernet module

When ending access to other station with the CC-Link IE Controller Network, CC-Link IE Field Network,
MELSECNET/H, MELSECNET/10 relay communication function that has been made using a connection opened
by user, execute the close processing of the connection by seeing the User's Manual (Basic).
When the following two functions are used to access other station, the close processing is not required.

» Communication using the data link instructions

» Communication with other stations using a programming tool



CHAPTER 3 COMMUNICATIONS VIA OTHER NETWORKS

3.5 Precautions for Accessing Other Stations

The following describes precautions when accessing other stations via the Ethernet module using the CC-Link IE
Controller Network, CC-Link |IE Field Network, MELSECNET/H, MELSECNET/10 relay communication function.
« Set a network number different from that of another network. In addition, set a station number different from
that of an station in the same network.
« Access to other stations with the CC-Link IE Controller Network, CC-Link IE Field Network, MELSECNET/H,
MELSECNET/10 relay communication function is performed using the UDP/IP protocol and data is always
communicated in binary code.

Point/

Refer to the manual for each network module for the interlock signals and the send/receive processing and processing time
of the link data when performing data communication with Q/LCPUs of other stations via other networks.
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CHAPTER 4 WHEN THE Q/LCPU ACCESSES THE

PROGRAMMABLE CONTROLLER OF
ANOTHER STATION USING THE
DATA LINK INSTRUCTION

With the CC-Link IE Controller Network, CC-Link IE Field Network, MELSECNET/H, MELSECNET/10 relay
communication function, the Q/LCPU can perform data communication with the programmable controller CPUs of
other stations as follows using the data link instructions.

» Programmable controller CPUs of other stations on the same Ethernet network system

* Programmable controller CPUs on other Ethernet networks accessed via routers (using the router relay
function)

* Programmable controller CPUs on other Ethernet networks or other networks accessed via a network
module (using the CC-Link IE Controller Network, CC-Link IE Field Network, MELSECNET/H,
MELSECNET/10 relay communication function)

This chapter describes how to use data link instructions for data communications between a Q/LCPU in the own
station and a programmable controller CPU in another station using an Ethernet module via Ethernet or a network
module.

Point/

When accessing other stations using data link instructions via Ethernet module, set the parameters shown in Page 62,
CHAPTER 3.

4.1 Access to Other Stations with the Data Link Instruction

The data link instruction is an instruction for a Q/LCPU to send/receive data, read/write data from/to the word device
memory, and access other stations (such as remote RUN/STOP) with a Q/LCPU in other stations connected to other
networks or Ethernet.

If the initial processing of the own station, relay station, and access station's Ethernet module is finished correctly, it will
be possible to access other stations by the data link instruction.

(Own station) (Another station)

Accessing another station

L e T >
CPU Ethernet [""" CPU Ethernet
module ! module
Ethernet x w ‘
u : ‘ u
| | ‘ (Another station) ‘
| Accessing !
Router lanother | | CPU Network Ethernet
! station 1 module module
Ethernet | | ‘
[ 1 il .
(Another station) | ! CC-Link IE Controller Network,
» | CC-Link IE Field Network, MELSECNET/H,
CPU Ethernet | MELSECNET/10
module | )
! (Another station)
| Accessing another station
L EEEeeT R e A ¥ cPU Network
module
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CHAPTER 4 WHEN THE Q/LCPU ACCESSES THE PROGRAMMABLE CONTROLLER OF ANOTHER STATION USING THE DATA LINK
INSTRUCTION

4.2 Precautions for Accessing Other Stations

The following describes precautions when accessing other stations via the Ethernet module using the data link
instructions.

(1) Executing multiple instructions at one time (common to the data link
instructions)

(a) When simultaneously accessing multiple other stations from the own station,
change the channel setting of the own station for each request target.

Station No.3 Station No.1
(own station) (another station)
Channel 1: Write to station No.1
Channel 1 WRITE
Channel 2: Read from station No.1 Channel 2 READ
- Wri i Channel 3
Channel 3: Write to station No.2 Station No.2
h 14 i
Channel 4: Read from station No.2 Channe (another station)

(b) When accessing other stations using the same channel number, access the next
station after the last access to other station is completed.

The completion status can be checked by the completion device of the data link instruction.

(c) When making access mutually between the own station and another station, change
the channel of the own station for each dedicated link instruction.

Station No.1 Station No.2
(own station) (another station)

Channel 1: sending (SEND] Channel 1 I——*{ Channel 1 |( RECV) Channel 1: receiving

Channel 3: receiving (RECVJ] Channel 3 |<—{ Channel 3 |[ SEND)] Channel 3: sending

A maximum of eight instructions can be executed at one time as long as the channel numbers (1 to 8)

suolels JaylO Buisseooy Joj suonnesald 'y

designated in the control data of each instruction do not overlap.

(d) Channels used for RECV instructions cannot be used for any other instructions.
Channels used for other instructions must be changed.
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(2) Setting the arrival monitoring time of the control data storage device

When the setting unit of arrival monitoring time is "1s", set a value greater than or equal to the TCP resend timer
value set in the initial processing parameter for the arrival monitoring time designation area of the control data
storage device.

When the monitoring time is equal to or less than the TCP resend timer value, the TCP resend timer value is set

as the arrival monitoring time.”

(When the setting value is less than or equal to the TCP resend timer value, the arrival monitoring timer equals
the TCP resend timer value.)

*1 Although the units of setting values for the TCP resend timer (setting value units: 0.5 s) and the arrival monitoring timer
(setting value units: s) are different, the TCP resend timer value is used as is.

(3) Checking the execution result of each data link instruction

The execution result (completion status) of each data link instruction is stored in the areas shown as binary
values.
After the execution of an instruction is completed, read the execution result from the storage area and verify
either normal or abnormal completion.

» Stored value at normal completion: 0

» Stored value at abnormal completion: A value other than O (error code)
When an error code that indicates abnormal completion is stored, take an action by seeing the User's Manual
(Basic).

Instruction Storage area of execution result

SEND
RECV, RECVS

READ, SREAD The completion status storage device of the control data storage device of the instruction used.
WRITE, SWRITE
REQ

ZNRD Data link instruction execution result storage area in buffer Address CFH (207)

ZNWR memory Address D1H (209)

(4) Clock data when each of the data link instructions ends abnormally
In the clock data stored as control data when each of the data link instructions ends abnormally (set only upon an
error), the year data (upper 2 digits) is stored only when the Q/LCPU is the error detection station. If the error
detection station is not a Q/LCPU, 00H is stored.
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INSTRUCTION

(5) Channels used by the ZNRD and ZNWR instructions
The ZNRD and ZNWR instructions for Ethernet modules are executed using the following channels of the target
Ethernet module.
* ZNRD: Channel 1

* ZNWR: Channel 2
Do not use the channels used by the ZNRD and ZNWR instructions listed above for other data link instructions in
an Ethernet module mounted station that executes the ZNRD and ZNWR instructions.
Also, do not execute data link instructions from other stations on the channels listed above in an Ethernet module
mounted station that executes the ZNRD and ZNWR instructions.

Point />

® See Page 62, CHAPTER 3 for details of the following when performing other station access using the data link
instructions.
» The accessible range and accessible stations of the other stations
» Setting to perform other station access
» Other station access procedure

® The communication using the data link instructions on the Ethernet is performed with UDP/IP.
When executing each data link instruction except for ZNRD and ZNWR, it is recommended to designate a value greater
than "1" to the number of retries setting area of the control data storage device.

@ See the reference manual for each network regarding the link data send/receive processing and processing time in data
communication with the programmable controller CPU of another station via other networks.

@ For details of the data designation method for the data link instruction, refer to Page 155, CHAPTER 6.

suolels JaylO Buisseooy Joj suonnesald 'y
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4.3 Using the Data Link Instructions

This section explains how to use the data link instructions when accessing other stations via the Ethernet module.

(1) SEND instruction

* When performing simultaneous other station accesses from multiple communication request source stations
to the same communication request destination station, change the channel number of the communication
request destination station for each communication request source station. If the channel number is being
used at the communication request source station (being accessed from other station using the same
channel number) when other station is accessed, the data link instruction ends in error. So, re-execute the

instruction.”

* When performing other station access from the same communication request source station to the same
communication request destination station, change the channel number at the communication request
destination station side. When designating the same channel number on the communication request
destination station side, perform the second other station access after the first other station access is
complete. If the second SEND instruction is executed before the first SEND instruction is completed, the
SEND instruction ends in error.

*1 If the channel number used is different at the communication request destination station side, simultaneous other station
access can be performed from a maximum of eight communication request source stations to the same station.

(2) Instruction other than the SEND instruction
* When simultaneous other station access is performed to the same communication request destination
station from multiple communication request source station, and a busy error (being accessed from other
station) occurs, re-execute the instruction.
* When accessing other station from the same communication request source station to the same
communication request destination station, execute the second data link command after other station access
by the first data link instruction is complete.

(3) Broadcast (Simultaneous broadcast)

When FFH is designated as the target station number in the control data when executing SEND/WRITE
(SWRITE)/REQ on the Ethernet, the command is sent to all external devices on the network.

EI IP address when the command is sent (for class B)

Bit location 31 3029 to 1615 to 0
f H ] FFFFH
i Class i Network address i Host address l

Read-dump the received commands not related to the own station on the external device.

* The COM.ERR.LED indicator of an Ethernet module may turn on and an error code may be stored in the
following buffer memory area when a response to a simultaneous broadcast from the Ethernet module is
returned from an external device: Error code/end code area (address: from E5H (229))

» These processing are performed automatically with the Ethernet module.
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CHAPTER 4 WHEN THE Q/LCPU ACCESSES THE PROGRAMMABLE CONTROLLER OF ANOTHER STATION USING THE DATA LINK
INSTRUCTION

(4) Interlock when executing the data link instruction

(a) Via Ethernet
Execute the data link command when the own station (communication request source station) Ethernet module

is at the following 1/O signal state.

X1|9 XA'L'/: r X19: Initial normal completion signal
f ! L SEND X1F: Watchdog time error detection signal

(b) Via other networks
Check the status of the own station (communication request source station), communication relay station, and
access destination (communication request destination station) using the following devices. Execute the data

link instruction if the status is normal.

 Link special relay: SB20, SB47, SB70, etc.

+ Link special register: SW70 to 73, SW74 to 77, etc.
See the reference manual for each network for the interlock signals, link data send/receive processing, and
processing time when performing data communication with the programmable controller CPU of another

station via other networks.

suogonysu| yur eyeq 8y buisn €'y
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(5) Specifying the number of times to resend the data link instructions
When executing each data link instruction except for ZNRD and ZNWR, it is recommended to designate a value
greater than "1" for the number of resend designation area of the control data storage device.

The resend timing when the READ command is executed after designating the number of resend is described
below.

EI READ instruction execution timing
» Communication timing when the READ instruction completed successfully (when resend is not performed)

Programmable E71 E71 Programmable
controller CPU (Own station) (another station) controller CPU
D > . Command (UDP)
Receive response |
(UDP) (*4) -
Arrival e ----r--» Read request
r.nonitoring Response .. +-f--- Read data
time (*1) <=1 " Receive response |
UDP) (*4)
(Executon _ |
completion)

» Communication timing when the READ instruction completed successfully (when resend is performed)

Programmable E71 E71 Programmable
controller CPU (Own station) (another station) controller CPU
D > N Command (UDP)
[Receive response [~
Arrival «l ] (UDP) (*4) - - -
monitoring
time (*1) No response (*3)
PR A
(Resend) -\ __ o Command (UDP) L,
Receive response
Repeat for (UDP) (*4)
the number | - J¢———"—— (¢ "~ --+ Read request
of resends
(*2) - | Response ...+ --|--- Read data
Receive response
- (UDP) (*4)
(Execution | __________ >
completion)

*1 The user designates the arrival monitoring time with the READ instruction control data ((S1)+8).
*2 The user designates the number of resend with the READ instruction control data ((S1)+7).
This item must be set at every instruction execution.
*3 The Ethernet module performs a resend of the command for the number of resend when this response is not received.
*4 The receiving side Ethernet module notifies the sending side Ethernet module of successful data reception.
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4.4

Data Link Instructions

/LCPU ACCESSES THE PROGRAMMABLE CONTROLLER OF ANOTHER STATION USING THE DATA LINK

INSTRUCTION

This section explains the overview of the data send/receive in each data link instruction when accessing via Ethernet
Module.
Channels 1 to 8 of the Ethernet module and network module in the figure of the following table are the OS areas that

store send/receive data with each data link instruction.

Instruction execution
station (own station)

Applicable station

Instruction Description T .
. . arge!
Station type Station type i (e
HEthernet HEthernet
Ethernet module Ethernet module
EMELSECNET/H, EMELSECNET/H,
MELSECNET/10 MELSECNET/10
Control station Control station
Normal station Normal station
Remote master station Remote master station
Multiple remote master Multiple remote master
Data is sent (SEND) and received (RECV) between the station station
Q/L/QnACPU stations.12"12 Parallel remote master Parallel remote master
station station * QCPU
Zg‘;%:g””g:‘ggﬁ E‘E‘j{/’\}e&?ﬁg'e/ E‘T\‘e/\r,'\‘/ertn’;fj;'e/ z;%%;ig:“gga MuIFlpIe remote submaster MuIFlpIe remote submaster * QnACPU
[l oo -2 r------ [ station station * LCPU
SEND | o g:a“”e:; b g:a””e:; o | Parallel remote submaster Parallel remote submaster * Interface
| [ anne | 1 anne [ | . .
" H—senp H-b{Channel3 || ' [ Channel3 | ! \fHi—RECV Y ! station station board for a
‘ |1 [Channel 4 | \_ | Channel4 |/ (RECVS) | ECC-Link IE Controller HCC-Link IE Controller personal
! I'1| Channel5 |! | Channel5 (! ! Network ] Network ) computer’
‘ [ Channel6 || || Channel6 |, . | Control station Control station
: : : Channel 7 : : Channel 7 : : : Normal station Normal station
| |1 [ Channel8 || || Channel8 | I | Control station (extended Control station (extended
JL_ - 4 Lo __ N 4 mode) mode)
==~ Page 96, Section 4.5.1, Page 102, Section 4.5.2 Normal station (extended Normal station (extended
mode) mode)
ECC-Link IE Field Network | BICC-Link IE Field Network
Master station Master station
Local station Local station
Submaster station Submaster station
RECV HEthernet HEthernet * QCPU
RECVS Ethernet module Ethernet module « LCPU
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Instruction execution
station (own station)

Applicable station

Instruction Description
Target
Station type Station type
P P station type
HEthernet
mEthernet "
Ethernet module Ethernet module
BMELSECNET/H EMELSECNET/H,
MELSECNET/10 ’ MELSECNET/10
- Control station
Control station )
. Normal station
. Normal station )
Reads data from another station's word device." Remote master station Remote master station
(With SREAD, the completion device on the target station can be | \yjtiple remote master Multiple remote master
turned on.) ; station
station
Parallel remote master
Parallel remote master )
Programmable  Ethernet module/  Ethernet module/ Programmable tati station
station
r°_°’l"9”_er_c_P9 - N/W module N N/W module ] controller QP_Uj ) Multiple remote submaster
‘ e . . ) . | Multiple remote submaster .
READ | | Channel 1 . || Word device | station station « QCPU
SREAD | HH READH\I& cemell | . | Parallel remote submaster Parallel remote submaster * QnACPU
| I ! |
! ! g:anne:i " S5 ! | station station - LCPU
| 1 anne 1 | [ | . .
| Word device | || Channel 5 || | ' ' | mCC-Link IE Field Network | meC-Link IE Field Network
! i [ [ ! . Control station
[ 2594 ] 1| Channel6 | o 1| Control station Normal staf
ormal station
| | | | Channel7 || b | Normal station i
I 11| Channel8 || | i | ) Control station (extended
o ST L I | Control station (extended mode)
mode)
= . . Normal station (extended
=" Page 106, Section 4.6 Normal station (extended mode) (
mode)
ECC-Link IE Field Network
BCC-Link IE Field Network Sl W
) Master station
Master station )
. Local station
Local station ) . .
. Intelligent device station
Submaster station .
Submaster station
HEthernet
HEthernet
Ethernet module Ethernet module
EMELSECNET/H,
EMELSECNET/H, MELSECNET/10
MELSECNET/10 -
- Control station
Control station .
. Normal station
Normal station .
. Remote master station
) . o Remote master station Multile remote master
Writes data to another station's word device. Multiple remote master ' P
(With SWRITE, the completion device on the target station canbe | ¢+ station
* Parallel remote master
turned on.)* Parallel remote master tat
Programmable  Ethernet module/  Ethernet module/ Programmable station station
controller CPU N/W module N/W module controller CPU . Multiple remote submaster
[ttt Ao - - - - R el Ar--- - - | Multiple remote submaster tati
! "'l Channel1 | ' ! "' Word device ' | station station « QCPU
WRITE ! " Chamnel 2 |1 | . X Parallel remote submaster
! " bt H ' | Parallel remote submaster . * QnACPU
SWRITE ! ! : Channel 3 : | : : : tati station LCPU
 H—wRiTeH | Channeld | — > 361 | | Station BCC-Link IE Controller
l I [ I i | HCC-Link IE Controller
| . Channel 5 ‘ | . X Network
| /1| Channel6 || | o | getwolrk Control station
t tati
| ||| Channel 7 1| H | | -ontrotstation Normal station
| 11| Channel 8 || i i | Normal station .
e e 0oL L 3 Control station (extended

=~ Page 106, Section 4.6

Control station (extended
mode)

Normal station (extended
mode)

ECC-Link IE Field Network
Master station

Local station

Submaster station

mode)

Normal station (extended
mode)

ECC-Link IE Field Network
Master station

Local station

Intelligent device station
Submaster station
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Instruction execution
station (own station)

Applicable station

Instruction Description T "
. . arge
Station type Station type e 30
HEthernet HEthernet
Ethernet module Ethernet module
EMELSECNET/H, EMELSECNET/H,
MELSECNET/10 MELSECNET/10
Control station Control station
Normal station Normal station
. Remote master station Remote master station
Performs remote RUN/STOP to other station.” Multiple remote master Multiple remote master
Performs "clock data read and write" for other stations.™ station station
Parallel remote master Parallel remote master
e e e Coarnnes | staton
[ ar--TToo e 7 | Multiple remote submaster Multiple remote submaster
I [ Channe|1 | I [} I . .
| N [ i | | station station * QCPU
REQ ! v gEZ::Z:i Lo L !'| Parallel remote submaster | Parallel remote submaster | + QnACPU
: }_H_[REQ}|_;_" Channel 4 |———» sToP | | station station « LCPU
: : : Channel 5 : : : : : ECC-Link IE Controller HCC-Link IE Controller
| | 1| Channel6 |, ' i | Network Network
: : : Channel 7 : : : : : Control station Control station
I i1 [ Channel8 | | " i | Normal station Normal station
L _____ JL - __ J Lo ____ O J . X
Control station (extended Control station (extended
=~ Page 119, Section 4.8 mode) mode)
Normal station (extended Normal station (extended
mode) mode)
BCC-Link IE Field Network | EICC-Link IE Field Network
Master station Master station
Local station Local station
Submaster station Submaster station
HEthernet
Ethernet module
HEthernet EMELSECNET/H,
Ethernet module MELSECNET/10
EMELSECNET/H, Control station
MELSECNET/10 Normal station
Control station Remote master station
Reads data from another station's word device.”! Normal station Multiple remote master
Remote master station station
Programmable  Ethernet module/  Ethernet module/ Programmable Multiple remote master Parallel remote master . QCPU
controller CPU N/W module N/W module controller CPU station station
oo ar - - - - - - 0 orT oo ar- oo R * QnACPU
: )‘A\' : Word device ! Parallel remote master Multiple remote submaster . LCPU
| }—H—[ZNRD]—{ | * Fixed o , | station station < ACPU
ZNRD | / - | Multiple remote submaster | Parallel remote submaster other than
! ! . b 2594 | station station
"Word device ' bt I ! those
i [ [ 1| Parallel remote submaster HCC-Link IE Controller )
| 1 o I I . listed
| 1 o I | | station Network 5
} o Lo x ' | MCC-Link IE Controller | Control station above
Lo T T T J | Network Normal station
= Page 113, Section 4.7 Control station Control station (extended
Normal station mode)
Control station (extended Normal station (extended
mode) mode)
Normal station (extended ECC-Link IE Field Network
mode) Master station
Local station
Submaster station
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Instruction execution ) )
. . Applicable station
station (own station)
Instruction Description
Target
Station type Station type
o o station type
HEthernet
Ethernet module
HEthernet EMELSECNET/H,
Ethernet module MELSECNET/10
EMMELSECNET/H, Control station
Writes data to another station's word device." MELSECNET/10 Normal station
Control station Remote master station
Programmable  Ethernet module/  Ethernet module/ Programmable Normal station Multiple remote master . QCPU
controller CPU N/W module N/W module controller CPU Remote master station station
[ arTTTT oo O rT T T T rTTTTT T n ) * QnACPU
| I o 'l Word device ' | Multiple remote master Parallel remote master
| N [ I | X . * LCPU
| | : i | | station station . ACPU
ZNWR 1 /) Fixed o || Parallel remote master Multiple remote submaster other than
: HHZNWRH o L | : 361 : station station those
I I o [ I | Multiple remote submaster Parallel remote submaster listed
I [ | | [ |
| N o I | | station station -
| I [ I | . above
I ) - N , | Parallel remote submaster ECC-Link IE Controller
- db------ 4ok Jb- - - | station Network
"=~ Page 113, Section 4.7 ECC-Link IE Controller Control station
Network Normal station
Control station BCC-Link IE Field Network
Normal station Master station
Local station
Submaster station

*1 The instruction cannot be used when the source or target station is a safety CPU.
2 Up to the channel 2 can be used in the CC-Link IE Field Network.
*3 The following interface boards for a personal computer with the SEND/RECYV function are accessible:

» CC-Link IE Controller Network interface board

* CC-Link IE Field Network interface board
* MELSECNET/H board
* MELSECNET/10 board

*4 Data cannot be written from other stations to a safety CPU.
*5 To access a programmable controller CPU other than a Q/L/QnACPU, use the one in a station connected to

MELSECNET/10.

Point/’

® The CC-Link IE Controller Network, CC-Link IE Field Network, MELSECNET/H, MELSECNET/10 network No., group
No., and station No., for the Ethernet module in the data link instruction setting data, designate the network No., group

No., and station No., assigned to the Ethernet module by the "Setting the number of Ethernet/CC IE/MELSECNET cards"
indicated in the User's Manual (Basic).”

@ For details of the data designation method for the data link instruction, refer to Page 155, CHAPTER 6.

® A maximum of eight instructions can be performed simultaneously, as long as the channel number (1 to 8) designated in
each instruction control data do not overlap with each other.
*6 This operation is required for a Q/LCPU to access other stations with the Ethernet network system identified equivalent
as other network systems.
There is no difference in operation between the instruction format [JP.] and [GP.] and [J.] and [G.].

[Precautions for data link instruction]

/\WARNING

® In a system where AnUCPU coexist, never execute the following instruction from the Q/L/QnACPU to
other station's AnUCPU.
The AnUCPU that has been executed such instruction results in "MAIN CPU DOWN" or "WDT
ERROR," and may stop the operation.
1) SEND, 2) READ, 3) SREAD, 4) WRITE, 5) SWRITE, 6) REQ

® When accessing for all Q/L/QnACPU stations on the MELSECNET/10 including programmable
controller CPU other than Q/L/QnACPU, perform the access using the group No. designation.

94




CHAPTER 4 WHEN THE Q/LCPU ACCESSES THE PROGRAMMABLE CONTROLLER OF ANOTHER STATION USING THE DATA LINK
INSTRUCTION

4.5 Data Sending/Receiving

This section explains the arbitrary data sending/receiving function, instruction format and programs using the data
send/receive instructions (SEND, RECV and RECVS instructions).

(1) The SEND, RECV, and RECVS instructions are used for sending and receiving
arbitrary data to/from the programmable controller CPU with which
communicate is being performed.

(2) Data sending is performed using the SEND instruction and data receiving is
performed using the RECV or RECVS instruction.

The RECV instruction and the RECVS instruction are used differently as follows.

(a) The RECV instruction is used in the receiving processing in the main program.
The main program reads from the RECV instruction executing request area in the buffer memory and executes
the RECV instruction using a switch from off to on of a bit corresponding to the data receiving channel number

as a trigger.

(b) The RECVS instruction is used in the receiving processing in an interrupt program.
An interrupt program is started when data is received from the programmable controller CPU with which
communication is being performed to enable receive data reading to the programmable controller CPU.

To start the interrupt program, set the parameters on the following screens of a programming tool.

» "Network Parameter Ethernet Interrupt Settings" screen
Set the control number (Sl) on the Ethernet module side when an interrupt request is made to the
programmable controller CPU from the Ethernet module.

» "Intelligent Function Module Interrupt Pointer Setting" screen
Associate the control number (Sl) set in the "Ethernet Interrupt Settings" above with the interrupt pointer (Ixx)
used in the sequence program.
The settings on the two screens above are the same as when received data is read by an interrupt program in
the fixed buffer communication.
For details on the settings and setting method on these screens, see the User's Manual (Basic).

Buinieoay/Bulpuss ejeq G’

Point/’

@ To start an interrupt program, the following settings with a programming tool and interrupt permission in a sequence
program are required.
 Interrupt settings in the network parameter screen and intelligent function module interrupt pointer setting
» Create interrupt enable/disable programs in the main program in order to start the interrupt program. Use the El,
DI and IMASK instructions for this.

@ In cases where receive data is read on the same channel, the main program for reading receive data and the interrupt
program for reading receive data can not be used together.
Please use one of the programs to read receive data.
Received data cannot be read with the main program when the settings to read receive data with an interrupt program

are being configured using a programming tool.
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4.51 Data sending/receiving for receive with the main program
(SEND/RECYV)

This section explains the format and program examples of the SEND and RECYV instructions that are used to
send/receive data between the programmable controller CPUs.
For details, refer to Page 176, Section 6.5 and Page 197, Section 6.9.

(1) Instruction format

(a) SEND instruction

[Network number designation]

Send command

FJopseno | un [ s1) [ 52 | D }—{ JP: Execution during startup

[Network module/Ethernet module start 1/0 signal designation]

Send command
}—{ F—cerPsenp | un [ (s1) [(s2) | D) }—{ GP: Execution during startup

Type Setting details Setting range
1 to 239: Network number
Jn Own station network number 254: Network designated in a valid module for other station

access

Start 1/0 signal of the own station network module/ Ethernet module
Un Designate by higher two digits when the I/O signal is expressed by 0to FEH
three digits.

Control data storage head device
(S1) Designate the head device of the own station that stores the control Word device?
data.

Send data storage head device
(S2) Designate the head device of the own station that stores the send Word device?
data.

Send completion device
Designate the device to turn on one scan when the send is complete. | Bit device”
(D) -~ OFF: Incomplete, ON: Complete Word device bit designation
(D) + 1 - OFF: Normal, ON: Error

1
)

*1 Bit device -+ X, Y, M, L, F, V, B
*2 Word device - T, C, D, W, ST, R, ZR
*3 Word device bit designation - [Word device.Bit number]
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(b) RECYV instruction (for receive by the main program)

[Network number designation]

Receive command

- JoRrecv | un | (9) [ 01) | D2

}—{ JP: Execution during startup

[Network module/Ethernet module start I/O signal designation]

Receive command
}—{ FePrecv | un | (5) | D7) | D2

}—{ GP: Execution during startup

Type

Setting details

Setting range

Jn

Own station network number

1 to 239: Network number
254: Network designated in a valid module for other station
access

Un

Start 1/0 signal of the own station network module/ Ethernet module
Designate by higher two digits when the 1/0 signal is expressed by
three digits.

0to FEH

(©)

Control data storage head device
Designate the head device of the own station that stores the control
data.

Word device™?

(1)

Receive data storage head device
Designate the head device of the own station that stores the receive
data.

Word device

(B2)

Receive completion device

Designate the device to turn on one scan when the receive is
complete.

(D2) --- OFF: Incomplete, ON: Complete

(D2) + 1 -+ OFF: Normal, ON: Error

Bit device™’

Word device bit designation*3

*1
*2
*3

Bit device -- X, Y, M, L, F, V, B
Word device - T, C, D, W, ST, R, ZR
Word device bit designation - [Word device.Bit number]
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(2) Instruction execution timing (for receive processing by the main program)

(a) When normal completion

Sequence scan [o ENDH0 ENDH o ENDH0 ENDF 0 END)|
| I

| |
| |
| |
| |
| |
| |
| |
| ‘ ! |
I | | I
|Send command : ! |
Sending side | _T’\ ! : !
| : | |
| |
| |
| |
| |
| |
|

I

|

I

|

|

I

programmable

controller CPU  'Send completion device

(Device specified with (D)) | 1 scan ]
| I
'Send completion device
{(D)*+1 device) OFF
|
|
1
Lo o L L J
r--—-—-——~-----"---~"-~"-~"-~"=-"-~"-"-~"-~"r--"-""=>""">=""="-">"=">"="~=~"=~"~"="~"=~"~"\//"~"~"="-~"=~"=~"~"=~"-“~"=~"=~"=~"=~“"=“"=~“"=”“"~“"®=”“"="~“"=~"=~"=- =~/ =~/ “~/~=”/ ° A
Ethernet , |
module 3 Channel 1 ! 3
s )
Data Storage
sending complete
Ethernet T Chamneis
module

Sequence scan [0 [Enp}o ENDo / END} 0 END}0 END
I
| 1

| l
| !
IRECV instruction execution | !
| I
| |
! |

rrequest flag (*1)
|

Receiving side |
programmable }Receive completion device

controller CPU (Device specified with (D2)) 1 1 scan |
! L ]
: I |
Receive completlon device OFF
1((D2)+1 device)
|
|
'Receive data storage device P f
| L Receive data
1(Device specified with (D1)) %
|
L il ]

*1 The RECYV instruction execution request flag for Channel 3 used at the receiving side programmable controller CPU is
as listed below.
» For an Ethernet module: Bit 2 of the RECV instruction execution request area (address: 205) in the buffer memory
» For an N/W module: SBA2 of the link special relay
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(b) When abnormal completion
« SEND instruction
r----------------------------=----------=--=--"=-"=-"=-"=-"-~"-="="-=~"="="="-="="="=~"=~"="="=~"=~"="=~="=~"=~"=~”"=” = -
:
| v
! Sequence scan [o END}o0 END}o END}0 END}-Ho END
i - | |
: Send command J‘\‘j : :
: I | |
Sending side ! | | !
programmable | Send completion device
controller CPU ! (Device specified with (D)) i i
! l l
: Send completion device / (
! ((D)+1 device ) | 1 scan |
\ P
| Completion status ‘ ‘
I ((S1)+1 device) ? P 4 Error code
I
e N | W 4
r--r—>">~>>"=="=----=-=-=-=--~"+«¥¢ -~ -~ ~"7>"—""=-">""""""""""""=-""""=""="-""="""=-" rr--+—--»"=-"»="=—--—-=—~"=—~=~—-—~=-==~==-—~=-—=-—"=- = "
I |
Ethernet | I
module : Channel 1 :
e T 2 e 2 e .
Data Data Data
sending sending sending
Send error M . .
Resend (when designated for twice)
+ RECYV instruction
o
|
Ethernet
module ! Channel 3

Receiving side
programmable
controller CPU

*1

| 1
| 1
I I
| |
I 1
| Sequence scan [o [EnDHHo ENDHo | END}Ho END}o END|
1 l | ‘ ! :
! | ! | 1
| RECV instruction execution ! :
1 request flag (*1) | !
I 1
| : 1
| Receive completion device |
1 (Device specified with (D2 I | !
| |
| | : |
| Receive completion device |
I ((D2)+1 device) i 1 scan i !
I 1
I I I I
| 1
i Completion status 2 Error code !
I ((S)+1 device) - X :
b il ]

The RECYV instruction execution request flag for Channel 3 used at the receiving side programmable controller CPU is
as listed below.
» For an Ethernet module: Bit 2 of the RECV instruction execution request area (address: 205) in the buffer memory
» For an N/W module: SBA2 of the link special relay
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(3) Program examples

Station 3 uses channel 3 with an SEND instruction and sends data to station 15 using channel 5.
When data is received at station 15, data is read from channel 5.

Programmable Programmable
controller CPU E71 (station No.3) E71 (station No.15) controller CPU
 Channel 1 |  Channel 1 |
 Channel 2_, _ Channel 2 |
H HSEND »[ Channel 3 " Channel 3 '  »H HRECV
! Channel 4 ' Channel 4 '

i Channel 5 Channel 5

 Channel 6 | _ Channel 6

_ Channel 7 _ Channel 7

L Channel 8 | L Channel 8 |
( I C
’ Network No.7 )

(a) Station 3 program (SEND instruction)
When I/O signals of the Ethernet module are X/Y0O0 to X/Y1F

X20 . . ) .
—t [Hov  H81 00 1 With arrival confirmation/
dcst';"f" clock data setting required
setting
command
fwov K3 b2 } Own station usage channel
{Mov K5 03 ]} Target station storage channel
fwov K7 D4 1 Target station network number
[NV KI5 D5 1 Target station number
[NV K20 D8 1 Delivery monitoring time (20s)
[NV K4 D9 1 Send data length (4 words)
x21
W Wov K10 D100}
Send
command
v K20 mor ] Senddata
WOV K30 b2}
[MOV K40 0103}
X22 X19
— } n MoV K5 07 1 Number of resends
send data setting
command [JP. SEND J7 00 D100 Mo 1 X19: Initial normal completion signal
o oo T TTTTTTTTm T
— + Processing program on send completion
M CTTTTTTTTTTTToomoooooomoomooooooo
W 1 Processing program on normal completion
i L .
L} 'Processing program on abnormal completion
! Read error code, etc.
|
I
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(b) Station 15 program (RECV instruction)
When 1/O signals of the Ethernet module are X/Y00 to X/Y1F
X20 . .
¥ [ov H80 D20 1 Clock data setting required
Control
data
setting
command
fwov ks D22 J Own station usage channel
fmov k20 D28 J Arrival monitoring time (20s)
SM400  X19 U0\ " . .
I | fuov 205 1o} X19: Initial normal completion signal
D110.4
I—‘ } —{op.RECY 37 D20 D300 M10 I
[y I 2 i 4 T

M1l . . 1
— Processing program on normal completion —

T R

- Processing program on abnormal completion!

I
I
I
i ; — Read error code, etc.
I
I

777777777 + When the data is stored in the receiving station channel, the bit corresponding to
each channel of buffer memory RECV instruction execution request area turns on.
Data can be read automatically by using this signal for the receive command.
The signal turns off when the RECV instruction is completed.

Buffer memory (Address: 205 (CD+))

15 to 8 7 6 5 4 3 2 1 0
Bit location 0 ’ ‘ ‘ ‘ ‘ ‘ ‘ ‘ |
Py to ) r Channel 1
Channel 2
to
Channel 8
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4.5.2 Data sending/receiving for receive with an interrupt program
(SEND/RECVS)

This section explains the format and program examples of the RECVS instruction for receive when sending/receiving
data between the programmable controller CPUs.

For details on the instruction format and program examples of the SEND instruction, refer to Page 96, Section 4.5.1.
For details, refer to Page 182, Section 6.6 and Page 197, Section 6.9.

(1) Instruction format

(a) SEND instruction

Same as the instruction format described in Page 96, Section 4.5.1.

(b) RECVS instruction

[Ethernet module start I/O signal designation]

Receive command
}—{ F zrecvs | "un | () | ©1) | (D2) }—{ Z: Execution during startup

*1

* If the originating station is a Basic model QCPU (function version B or later), a Universal model QCPU, or an LCPU, " "
(double quotation) of the first argument can be omitted.

Type Setting details Setting range

Start 1/0 signal of the own station's Ethernet module
Un Designate by higher two digits when the 1/O signal is expressed by 0to FEH
three digits.

Control data storage head device
(S) Designate the head device of the own station that stores the control Word device™
data.

Receive data storage head device
(D1) Designate the head device of the own station that stores the receive Word device™3
data.

Bit device?
(D2) Designate dummy data

Word device bit designation*4

*2  Bitdevice - X, Y,M,L,F, V,B
*3 Word device - T, C, D, W, ST, R, ZR
*4 Word device bit designation - [Word device.Bit number]
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(2) Execution timing of the instruction (When executing reception processing by
an interrupt program)

(a) When normal completion

Sending side
programmable
controller CPU

Ethernet
module

Ethernet
module

Receiving side
programmable
controller CPU

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, -
I
SENDH (With arrival confirmation) |
i I
Sequence scan [o END}o END[Ho0 END}o0 END}0 END| |
T I
w l I l |
| | ! | !
Send command T T I :
| I |
| 1 | !
| | !
Send completion device ! ! ! |
(Device specified 1 scan :
with (D1)) | fscan !
I I
Send completion device !
((D1)+1 device) OFF !
I
I
I
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, J
_____________________________________________________ 5
* |
Channel 1 1 |
I
____________________ % T o ___.
Data Storage
sending complete
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, -
I
~ Channel 3 |
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ]
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, -
I
I
i
I I
I
Interrupt program IRET !
I
| |
I
Sequence scan END} ENDJH 3 [END}Ho0 ENDo ENDH{ !
I I |
| | |
| 1scan completion | |
\‘ ! V\ !
l |
I
Receive data storage 5 v : |
device (Device - >< Receive data :
specified with (D1)) |
_____________________________________________________________________ J
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(b) When abnormal completion
« SEND instruction

Sequence scan |0 END HO

END}o

END}-Ho END}-o
| |

Send command J\
|
|

Send completion device
(Device specified with (D))

programmable
controller CPU

Send completion device

I
I
I
I
I
I
I
I
I
I
I
:
Sending side :
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

: OFF
((D)+1 device) \ 1scan i
| |
Completion status
((S1)+1 device) / ? 4 Error code
A
.
Ethernet :
module : Channel 1

L T 2 e A /2% 15 )
Data Data Data
sending sending sending
Y

Send error

* RECVS instruction

Resend (when designated for twice)

Ethernet
module

Channel 3

interrupt program

Receiving side Sequence scan END |—| 0

ENDHH

controller CPU

{END Ho

ENDFHo

ENDH

Completion status

Error code

|
I
I
|
|
|
|
|
:
I
programmable :
|
|
|
:
|
| ((S)+1 device)
|
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CHAPTER 4 WHEN THE Q/LCPU ACCESSES THE PROGRAMMABLE CONTROLLER OF ANOTHER STATION USING THE DATA LINK

INSTRUCTION
(3) Program examples
Station 3 uses channel 3 with an SEND instruction and sends data to station 15 using channel 5.
When data is received at station 15, data is read from channel 5.
Programmable E71 E71 Programmable
controller CPU (station No.3) (station No.15) controller CPU
_ Channel 1 |  Channel 1 |
. Channel 2 | . Channel 2 |
H » Channel 3 _Chamnei3 | | | H
! Channel 4 ! ' Channel 4 !
 Channel 5 1 Channel 5
_ Channel 6  Channel 6
_ Channel 7 _ Channel 7
L Channel 8 | _ Channel 8 |
( | (
) Network No.7 )
(a) Station 3 program (SEND instruction)
Same as the program shown in Page 96, Section 4.5.1.
(b) Program for station number 15 (RECVS instruction)
When 1/O signals of the Ethernet module are X/Y00 to X/Y1F
{El ]
[FEND ]
150 | SM400
— | [Mov  Ho D20 1
{Mov K5 D22 J Own station storage channel
X19
— | {Z.RECVS “U0" D20 D300 W10 J X19: Initial normal completion signal
[IRET ]

Create interrupt enable/disable programs in the main program in order to start the interrupt program.
Use the El, DI and IMASK instructions for this.
To check the descriptions of errors, see the completion status (S1)+ 1 indicated in the control data.

00 000000 OO0 OOOOOEOEOOEOEOEOEOEOEOEOEEOCSOEEOEOCOPOEOOEOEEOEOEONOEEOEOEEOTOEOCOEOTEOCOEEOROOTEOEOOTOEEOEOEOEOTEOEOEOTEEOCOETOTTOTTOTOCTOTO
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4.6

Reading/Writing Word Devices of Other Stations
(READ/WRITE)

106

This section explains the format and program examples of the READ/WRITE instructions that are used to read and
write data of word devices of other stations.
For details, refer to Page 169, Section 6.4, and Page 205, Section 6.10 to Page 215, Section 6.12.

(1) Instruction format

(a) READ/SREAD instructions

[Network number designation]

Read command

— - wpReEAD | Jn [ (s1) [ (s2) | O1) | (D2) }—|

JP: Execution during startup

Read command

— ——JPsreap | Jn [ (s1) [ (s2) | o1 | 02 | (D3) }—|JP: Execution during startup
)

[Network module/Ethernet module start 1/0 signal designation]
Read command

—— — GP.READ | Un | (s1) | (52) | (D) | (D2) }—{

Read command

—— ——eP.sreap| un | (s1) [ (s2) | 1) | 02) | (D3) }—| GP: Execution during startup

GP: Execution during startup

*1*2
*1 The SREAD instruction can be programmed without argument (D3).
However, in such a case, the operation is identical to the READ instruction.
With the SREAD instruction, different operations are available depending on whether (D3) is omitted or not.
*2 When the target station is a Basic model QCPU or safety CPU, the read notification device set as argument (D3) for the
target station is ignored. (Same operation as with the READ instruction)
Type Setting details Setting range
1 to 239: Network number
Jn Own station network number 254: Network designated in a valid module for other
station access
Un Start I/0 signal of the own station network module/ Ethernet module 0 to FEH
Designate by higher two digits when the 1/O signal is expressed by three digits.
(s1) Control data storage head device oy
Designate the head device of the own station that stores the control data. Word device
(52) Read data storage head device (target station) g
Designate the head device of the target station that stores the data to read. Word device
(1) Read data storage head device (own station) ey
Designate the head device of the own station that stores the data to read. Word device
Read completion device (own station)
(D2) Designate device that is turned on for one scan by the read completion Bit device™
(D2) - OFF: Incomplete, ON: Complete Word device bit designation™
(D2) + 1 - OFF: Normal, ON: Error
Read notify device (target station)
Designate the device of the target station to turn on one scan when the read is . )
Bit device
(D3) | complete. ) ) ) g
(Can recognize data of target station has been read from other station.) Word device bit designation
(D3) -+ OFF: Incomplete, ON: Complete
*3 Bit device - X, Y, M, L, F, V,B
*4 Word device - T, C, D, W, ST, R, ZR
*5 Word device -- T, C, D, W, ST, SD, SW, R, ZR
*6 Word device bit designation -- [Word device.Bit number]



CHAPTER 4 WHEN THE Q/LCPU ACCESSES THE PROGRAMMABLE CONTROLLER OF ANOTHER STATION USING THE DATA LINK
INSTRUCTION

(b) WRITE/SWRITE instructions

[Network number designation]

Write command
— ——JPwrite| un [ s1) [ s2) | 1) | 02 }—{ JP: Execution during startup

Write command
— ——p.swrite] un [ s1) [ 2 | o1 | ©2) | 03) }—{ JP: Execution during startup
%2

[Network module/Ethernet module start I/O signal designation]

Write command
— ——{GPWRITE| un [ (s1) [ (s2) | (O1) | (D2) }—{ GP: Execution during startup

Write command
— —eP.swRITE un | (s1) | (s2) | (01) | D2) | (D3) }—{ GP: Execution during startup
*1*2

*1 The SWRITE instruction can be programmed without argument (D3).
However, in such a case, the operation is identical to the WRITE instruction.
With the SWRITE instruction, different operations are available depending on whether (D3) is omitted or not.

*2 When the target station is a Basic model QCPU or safety CPU, the write notification device set as argument (D3) for the
target station is ignored. (Same operation as with the WRITE instruction)

Type Setting details Setting range
1 to 239: Network number
Jn Own station network number 254: Network designated in a valid module for other

station access

Start I/O signal of the own station network module/ Ethernet module
Un Designate by higher two digits when the 1/O signal is expressed by three | 0 to FEH
digits.

Control data storage head device
Designate the head device of the own station that stores the control data.

(S1) Word device™

Write data storage head device (own station)
(S2) Designate the head device of the own station that stores the data to be Word device
written.

Write data storage head device (target station)
Designate the head device of the target station to which data is written.

(D1) Word device™

Write completion device (own station)
Designate device that is turned on for one scan by the write completion. Bit device”
(D2) - OFF: Incomplete, ON: Complete Word device bit designation™
(D2) + 1 -- OFF: Normal, ON: Error

3
(B2)

Write notify device (target station)

Designate the device of the target station to turn on one scan when the
(D3) write is complete.

(Can recognize data of target station has been write from other station.)
(D3) - OFF: Incomplete, ON: Complete

Bit device ™

Word device bit designation*6

*3 Bit device -~ X, Y, M, L, F, V, B

*4  Word device -+ T, C,D, W, ST, R, ZR

*5  Word device - T, C, D, W, ST, SD, SW, R, ZR
For SD/SW, data can be written within the setting range allowed for the user. For details on SD/SW, refer to the manual
for the programmable controller CPU or N/W module of the target station.

*6 Word device bit designation --- [Word device.Bit number]

(3L19M/av3y) suolels JayiQ Jo saoineg pIop Bunp/Buipesy 9y
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(2) Execution timing of the instruction

(a) When normal completion
* READ instruction, SREAD instruction

Own station
programmable
controller CPU

Ethernet
module

Ethernet
module

Target station
programmable
controller CPU

108

o
I
: READ
l
I
' Sequence scan [o END}-Ho0 END}o END}o END}o
! | | 1
: I I |
: Read command I : : :
I I I
| . | |
: Read completion device
: (Device specified with (D2)) | 1 scan I

I
: Read completion device

OFF

! ((D2)+1 device)

I
' Read data storage device

: (Device specified with (D1))
I

ENDFH0

END}o0

END

!
I
|
1 Sequence scan |0
I
I
|

ENDEH0 END}-H0
| |

| Read data storage device

X

~--7100;
|

1 (Device specified with (S2))
]

I

| Read notify device

| (Device specified with (D3))

X




CHAPTER 4 WHEN THE Q/LCPU ACCESSES THE PROGRAMMABLE CONTROLLER OF ANOTHER STATION USING THE DATA LINK

INSTRUCTION
* WRITE instruction, SWRITE instruction
r--—---------------------------------------------=-=-=---=-=-=--=--=-=-= == ‘- ‘-~- - ‘- - - - =7 A
| I
| |
| | |
| I
' Sequence scan [o END}-Ho ENDHo0 END}0 END}0 END| !
T | | [
| I
| 1 | | | |
:Write command T | ; : : |
I | I
Own station | ! ‘ | | |
programmable | write completion device |
controller CPU ' (Device specified with (D2)) ' 4scan | :
I | | I
| Write completion device |
'((D2)+1 device) !
| I
| I
'Write data storage device >< !
| (Device specified with (S2)) |
A A 4
r--r-—-—-=>"~>"">">""™>">"""™"""™*>""~*""*"*"*"""*""%¢ " “~"~""TfT7/-~*"%°"T¢7/"~"""~""™""™""/7"~""*"~>"~"~"~"~>"%¥"©¥”"°¥”" ©¥”" °” =”" =¥ °”" °> °*" °~ °~ "~ ~ "~~~ “~=/°7/° A
Ethernet : :
module ! !
L e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = J
e A
Ethernet : :
module ! !
Lo e A e e J
r--r——>~>~>">"">"">"""™>"">"">""">"™""*>"™>""~>"">"~>"~*"f}f -~ """fYT"~"""™""7""~ )7~ """~ -~ - - - - - - - - - - - - - - -T-T- - - -T---~-~ il
I I
| I
: Sequence scan ENDHO END|—|0 END :
l | } I
I | | |
i 'Write data storage device T 3000 T !
Target station | (Device specified with (D1)) : : |
programmable | I !
controller CPU ! | I I
| Write notify device |
1 (Device specified with (D3)) 1 1 scan i I
| P I
: ! ‘ |
| I
L e e e e e e e e e e e e e e e e e e e e e e = J

(3L1IMM/avaY) suonels JsyiO 4o seoireq popn Bunlian/Buipesy 9y
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(b) When abnormal completion
* READ instruction, SREAD instruction

Sequence scan [o END}o END}o END}o END}o END

Read command I

Own station

programmable | Read completion device
controller CPU | (Device specified with (D2)) i i

: Read completion device /,l—\—
: ((D2)+1 device)

| 1 scan |
-« >

|
I Completion status / ? Y Error code

1 ((S1)+1 device)

Ethernet : | :
module : :

Target station
error

* WRITE instruction, SWRITE instruction

Sequence scan [o END}o0 ENDHo END}-o END}o END
|

!

| Write command f

I

I

I

I

I

I

I

I

I

I

I

I

|

I

| . . . !
; Write completion device

Own station ! ’ - g !

programmable ; (Device specified with (D2)) / ! | |

I

I

I

I

I

I

Q I

I

I

I

I

I

I

I

I

I

controller CPU :
, Write completion device
: ((D2)+1 device)

|
I Write data storage device 3000 .
: (Device specified with (S2)) *\ >< ><
|
I
I Completion status ? Error code
L((S1)+1 device) / —X
L. ]
s A
| T I
Ethernet
module 3 :' Channel 1 i

Target station
error
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CHAPTER 4 WHEN THE Q/LCPU ACCESSES THE PROGRAMMABLE CONTROLLER OF ANOTHER STATION USING THE DATA LINK

INSTRUCTION
(3) Program examples
Read data from D10 to 14 of station 4 to D200 to 204 of station 1.
Write the data stored in D300 to 303 of station 2 to D50 to 53 of station 3.
Station No.1 Station No.2
Programmable E71 Programmable E71
READ controller CPU WRITE controller CPU
instruction instruction
f:g:‘rg;nication D200 L fggslr::tnicaﬁon D300 -1
source D201 : Cha;nel : source D301 : Chaennel :
station D202 Loy station D302 [
D203 D303
D204
( (
) )
Network No.20
Programmable E71 Programmable E71
READ controller CPU WRITE controller CPU
instruction instruction
fg:wr::tnication D10 f;)?r::tnication D50
u u
destination D11 destination D51
station D12 station D52
D13 D53
D14
Station No.4 % Station No.3

[ M100 turns on upon write completion. J

(a) Station 1 program (READ instruction)
When 1/O signals of the Ethernet module are X/Y40 to X/Y5F

X20
0w [Mov H81 DO i
Control
data
setting L K3 D2 L
icommand
{ MoV HO D3 L
{ Mov k20 D4 1
[Mov k4 D5 i
{ MoV k20 D8 i
{Mov K5 D9 1
X21 X59
| ] } {Mov K5 D7 T
Read
command
[JP. READ J20 DO D10 D200 MO 1
MO ]
— | | Processing program on read completion ]
W e
¥ | Processing program on normal completion |
il T e
} ' Processing program on abnormal completion
| i
| —{ mMov D1 D100 }-
|

Clock data setting required
Channel used by the own station
CPU type of the target station
(control CPU)

Target station network number
Target station number

Arrival monitoring time (20s)
Read data length (5 words)

Number of resends

X59: Initial normal completion signal

Read error code, etc.
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H81

K6

HO

K20

K3

K20

K4

K10

K20

K30

K40

KS

M60

(b) Station 2 programs (SWRITE instruction)
When 1/O signals of the Ethernet module are X/Y40 to X/Y5F

0o 3
b2 3
03 ¥
04 b
D5 1
D8 1
D¢ b
LEU
D301 ]
D302 ]
0303 ]
07 ¥
LU

112

X20
—t [Hov
Control
data
setting
command
{mov
{mov
{Mov
{Mov
{Mov
{mov
X21
l {Mov
Write
data
setting
command
{Mov
{Mov
[Mov
X22 X59
1 v
Write
command L JP. SHRITE J20 D0 0300 D50
M60
} ‘Processing program on write completion
M61
Iy
T
I
M61 :
—} !
I
I
I

With arrival confirmation/clock data setting required

Channel used by the own station

CPU type of the target station (control CPU)
Target station network number

Target station number

Arrival monitoring time (20s)

Write data length (4 words)

Write data

Number of resends

X59: Initial normal completion signal

Read error code, etc.



CHAPTER 4 WHEN THE

4.7

/LCPU ACCESSES THE PROGRAMMABLE CONTROLLER OF ANOTHER STATION USING THE DATA LINK

INSTRUCTION

Reading/Writing Word Devices of Other Stations
(ZNRD/ZNWR)

This section explains the format and program examples of the ZNRD/ZNWR instructions that are used to read and

write data of word devices of other station.
For details, refer to Page 223, Section 6.13 and Page 226, Section 6.14.

(1) Instruction format

(a) ZNRD

[Network number designation]

Read command

— F— JzvrRD | un | nt [ 5) | O] n2

J: Execution during on

Read command

— - JPzNrRD| un | 1 [ (5) | )] n2

JP: Execution during startup

| (02) }—{
| (02) }—{

Type Setting details Setting range
n Target station network number . 1t0 239
Designate the network number of the target station.
) 1 to 64 (constant)
n1 Target station numb.er . Bit device digit designation*2
Designates the station number of the target station. .
Word device™
Read data storage head device (target station)
(S) Designate the head device of the target station that stores the T,C,D,W
data to read.
Read data storage head device (own station)
(D1) Designate the head device of the own station that stores the Word device™
data to read.
When reading from Q/L/QnACPU
1 to 230 (constant)
When reading from a programmable controller CPU other than
n2 Read data length Q/L/QnACPU
Designates the number of data (word count) to be read. 1 to 32 (constant)
Bit device digit designation*2
Word device™
Read completion device (own station)
Designate device that is turned on for one scan by the read . L x
(D2) completion Bit device .
(D2) --- OFF: Incomplete, ON: Complete Word device bit designation ™
(D2) + 1 -+ OFF: Normal, ON: Error
*1 Bit device - X, Y, M, L, F, V, B
*2 Bit device digit designation --- [K Digit number Bit device head number]
*3 Word device - T, C, D, W, ST, R, ZR
*4 Word device bit designation - [Word device.Bit number]

Point/’

The normal or abnormal read completion status is stored in the data link instruction execution result (ZNRD instruction)
storage area (address: 207).
If the read completion device ((D2)+ +1) is on due to abnormal end, read the error code stored in the area mentioned above
and correct the error accordingly.
(L User's Manual (Basic))
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(b) ZNWR instruction

[Network number designation]

Write command
—F— Jz2znwR | un [ 01 [ ]9 | n2 [ (D2 }—{J: Execution during on

Write command
——F—wpznwr [ un [ 01 [O1 ] (8 | n2 [ (D2 }—{J: Execution during startup

Type Setting details Setting range
n Tarqet station network number . 110239
Designate the network number of the target station.
1 to 64 (constant): Stations of station number
) 81H to 89H: All stations of group number
n1 Target station number FFH: All stations on the target network number

Designates the station number of the target station. “
9 4 Bit device digit designation 2

Word device ™

Write data storage head device (target station)
(D1) Designate the head device of the target station to which datais | T, C, D, W
written.

Write data storage head device (own station)
(S) Designate the head device of the own station that stores the Word device™3
data to be written.

When writing from Q/L/QnACPU

1 to 230 (constant)

When writing from a programmable controller CPU other than
Write data length Q/L/QnACPU

n2
Designate the number of data (words) to write. 1 to 32 (constant)

Bit device digit designation*2

Word device ™

Write completion device (own station)

Designate device that is turned on for one scan by the write
(D2) completion. .
(D2) --- OFF: Incomplete, ON: Complete Word device bit designation™
(D2) + 1 - OFF: Normal, ON: Abnormal

Bit device™’

*1 Bit device - X, Y, M, L, F,V, B

2 Bit device digit designation --- [K Digit number Bit device head number]
*3 Word device - T, C, D, W, ST, R, ZR

*4 Word device bit designation - [Word device.Bit number]

Point/’

The normal or abnormal write completion status is stored in the data link instruction execution result (ZNWR instruction)
storage area (address: 209).

If the write completion device ((D2)+ +1) is on due to abnormal end, read the error code stored in the area mentioned above
and correct the error accordingly.

(L User's Manual (Basic))
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CHAPTER 4 WHEN THE Q/LCPU ACCESSES THE PROGRAMMABLE CONTROLLER OF ANOTHER STATION USING THE DATA LINK
INSTRUCTION

(2) Execution timing of the instruction

(a) When normal completion
* ZNRD instruction

Sequence scan [o END}o END}o END}o END}o END
I |

l

I

Read command

: _1
Own station :

programmable | Read completion
controller CPU ' (Device specified with (D2)) \ ! 4scan i
!

| |
| |
T |
I |
I |
I |
I |

I
: Read completion device

: ((D2)+1 device) /

I

'Read data storage device
:(Device specified with (D1))
I

_—X 100

Ethernet

module Channel 1 (fixed)

Ethernet
module

END}o0

END}o0

I
1 Sequence scan
]

Target station |

programmable ! )
controller CPU | Read data storage device

1 (Device specified with (S))
I

(YMNZ/QYNZ) suonels JsyiQ Jo sedineq piopn Bunupn/buipesy /v
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* ZNWR instruction

r-r-r--—-—-=-"~=~=" 97" 9" =" 7"9°"°"°"T7"7"°~"°"%°"¢7"f"%™""~"~"""~"""""*""*"°~*""*"%>"7""%"""~""*"%>"%"%¥"7"™" 7" 7" ”" =”" =¥ ¥" ¥" %" =” ¥" °" °" =" =¥ =¥ =”"' ¥" ="V =" = =/ °© a
I

:

I

| .

ESequence scan [0 END}-Ho ENDJo ENDHO END}o END

I

I

| Write command f

(Device specified with (D1))

Own station | |
programmable | Write completion device
controller CPU ' (Device specified with (D2)) ' 1scan
| D
I . . . ! !
, Write completion device /
: ((D2)+1 device) OFF
‘ \
I
I Write data storage device
: (Device specified with (S))
I
e e e e e e e e e e e - -
o
Ethernet :
module :
L o -
e
Ethernet :
module :
G
i
I I
I I
I 1
1 Sequence scan [o ENDHo END}0 END |
Target station : :
programmable ! ) !
controller CPU | Write data storage device 3000 :
I I
I 1
I I
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INSTRUCTION
(b) When abnormal completion
* ZNRD instruction
r--r—-——-~—>~>~--"-"-"="=>""=">"=>"=-"-">""="=-"="~="~"~=~"="~"="-~"=~"~"~=~"~"~=~"~=~"~"=~"=~"~"~"="~"=~"="=~“"=”"°“=”"°“"=~"~"=~"=~"=~" =" ="~~~/ ‘-~~~ “~ “~ “~/ "~~~/ °~=/° A
Sequence scan [o ENDo ENDHo0 END}0 END}-Ho END|

Read command T

I
I
I
I
I
I
|
I
I
| | |
| I I !
I
T T ! 1
| | |
I
| ‘ | | |
| | I |
programmable | Read completion device :
controller CPU ' (Device specified with (D2)) |
I
I
I
|
I
I
|
I
I
I
I

|
|
|
|
|
|
|
|
|
|
|
|
|
Own station :
|

| | |
| I
: Read completion device
1 ((D2)+1 device) i 1scan |
: / | I
! Buffer memory ? _—X Error code
| (Address: 207)
R /20 y
r--r—-—>~>"~>">>"">""™""™>">""~>""~>""*>"*>"*>"~>"~>"~"®~ ~ -~ ~"~>"™"">"™>"=>>">">"*>"">"*>""*“~"\)»~"~>""~>">">">""~>"~>"~"*>">">">”"%”" 9”" 7>”° =>” > =>" °" °>" =~ =~~~ =~ “~ == =77 A
Ethernet : :
module : :
e J
Target station
error
* ZNWR instruction
r--r-—-——>~>~>"~>>"">"™"">""~>"">">">""*>"*>""*>""™>""*"""*""">"""™>""""™""~"¢"™"" "¢, -~~~ -~~~ T~ -~~~ T~~~ -~ TS, ST oo TS T T TTTT~—~™ A
Sequence scan [o ENDIo ENDHo END}o END}-Ho END
|

I

| |

I I

T T
|

Write command I

I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I ]
I I
I I
I I
: Write completion device :
Own station ! . . : !
programmable ! (Device specified with (D2)) / | I !
I I
I I
I I
I I
I I
I I
I ]
I I
I I
I I
I I
I I
I I
I I
I ]

controller CPU
Write completion device
((D2)+1 device)

Write data storage device 3000 .
(Device specified with (S)) *\ >< ><
Buffer memory / 2 /—\>< Error code
(Address: 209)
L - -
e
Ethernet 1
module :

(YMNZ/QYNZ) suonels JsyiQ Jo sedineq piopn Bunupn/buipesy /v

Target station
error
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(3) Program examples

Read data from D10 to 14 of station 4 to D200 to 204 of station 1.

Write the data stored in D300 to 303 of station 2 to D50 to 53 of station 3.

Station No.1 Station No.2
Programmable E71 Programmable E71
ZNRD controller CPU ZNWR controller CPU
instruction instruction
communication communication
request D200 request D300 F-===n
source D201 wrC_h;rTn;ij source D301 :Channel :
station D202 i | station D302 L2
D203 e D303
D204
( C
) Network No.1 K
Programmable E71 Programmable E71
controller CPU controller CPU
D10 D50
ZNRD 31; ZNWR 35;
instruction instruction 5
communication D13 communication D53
request D14 request
designation destination
station Station No.4 station Station No.3
(a) Program of station 1 (ZNRD instruction)
When I/O signals of the Ethernet module are X/Y0O0 to X/Y1F
X22 X19 " . .
I | F {op.28RD g1 D10 D200 K5 MO X19: Initial normal completion signal
Read
command
MO M1 . .
Y Y2 —[seT Y30 Normal completion display
{rsT Y31
M1 U0\
| [mov 6207 D0 Error code
—{ser Y31 Error completion display
—RrsT Y30

(b) Program of station 2 (ZNWR instruction)
When I/O signals of the Ethernet module are X/Y0O0 to X/Y1F
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X22 X19
} | - {op.znwR 31 D50 D300 K4
Write
command
o r
I AT 1 SET
I
{RsT
Mlll - U0\
| {Mov G209
I
[seT
r
{RsT

M10 X X19: Initial normal completion signal

Y30 Normal completion display

Y31
Error code

D10

¥31 Error completion display

L [ (S Ju— =]
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CHAPTER 4 WHEN THE

4.8

(REQ)

/LCPU ACCESSES THE PROGRAMMABLE CONTROLLER OF ANOTHER STATION USING THE DATA LINK
INSTRUCTION

Reading/Writing Clock Data, Remote RUN/Remote STOP

This section explains the format and program examples of the REQ instruction that is used to read/write clock data and
remote RUN/remote STOP of the Q/L/QnACPU of other stations.
For details, refer to Page 186, Section 6.7 and Page 194, Section 6.8.

(1) Instruction format

[Network number designation]

Execution command

— - Jrea | Jn [(s1) [(s2) | O1) | (D2

J: Execution during on

Execution command

— —— JPREQ | Un [ (s1) [ (s2) | O1) | (D2)

JP: Execution during startup

[Network module/Ethernet module start I/O signal designation]

Execution command

— 1 cRrea [ un [s1) [(52) [ (1) [(D2)

G: Execution during on

Execution command

— 1 ePrea | un [s1) [(s2) [o1) [02)

GP: Execution during startup

S I I I

Type

Setting details

Setting range

Jn

Own station network number

1 to 239: Network number
254: Network designated in a valid module for other station
access

Un

Start 1/0 signal of the own station network module/ Ethernet module
Designate by higher two digits when the 1/O signal is expressed by
three digits.

0to FEH

(S1)

Control data storage head device
Designate the head device of the own station that stores the control
data.

Word device?

(82)

Request data storage head device (own station)
Designate the head device of the own station that stores the request
data.

Word device 2

(1)

Response data storage head device (own station)
Designate the head device of the own station that stores the response
data.

Word device 2

(b2)

Execution completion device (own station)

Designate the device of the own station to turn on one scan when the
execution is complete.

(D2) --- OFF: Incomplete, ON: Complete

(D2) + 1 -+ OFF: Normal, ON: Error

Bit device ™’

Word device bit designation*3

*1  Bitdevice -~ X,Y,M,L,F, V,B
*2  Word device -+ T, C, D, W, ST, R, ZR
*3 Word device bit designation - [Word device.Bit number]
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(2) Execution timing of the instruction

(a) When normal completion

o
I
| REQ
1 v
I
' Sequence scan [o END}o END}o END}o END}o END
| | | | |
) I I | |
, Execution command T T ; ; :
Own station | | | | T
programmable | : | | |
controller CPU | Execution completion device \\
: (Device specified with (D2)) \ 1 scan i
| «
| |
: Execution completion deviceOFF
:((D2)+1 device)
I
l
e |
4
Ethernet : f
module : Channel 1 |
e
e A
Ethernet :
module :
(|
e
I
I
I
1 Sequence scan 0 END|—|O END
Target station :
programmable |
controller CPU | Clock data read/write
| Remote RUN/STOP
L o il
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CHAPTER 4 WHEN THE Q/LCPU ACCESSES THE PROGRAMMABLE CONTROLLER OF ANOTHER STATION USING THE DATA LINK

INSTRUCTION
(b) When abnormal completion
r--r-—-—-- -~ - - - - - - - - -------------------- - - - -~ -~ -~ -~ -~ -~ -~ -~ -~ -~ -~ -~ -~ -~ -~ °-~-~ -~ -~ -~ -~ -~ -~ ‘- -~/ -~/ -~/ - “-/°=/°- a
| I
: REQ l
| |
| ' |
1Sequence scan [0 END}-Ho END}0 END}-o END}-Ho END| !
| |
! : : : l !
| | | |
'Execution command !
: Fo l l l !
| | | I
Own station : : ‘ : : :
programmable Execution completion device :
controller CPU  (Device specified with (D2)) ‘ |
| | |
| ) I
{Execution completion device :
:((D2)+1 device) ! 1 scan ‘ !
| | I
| I
ICompletion status I
:((31 }+1 device) Error code :
O J
r--r—-——~>~>"">""">""""""""""""" -~ -~ - - """~~~ -~ - - - - - - - - - - - -T--------T-----~~ A
Ethernet | |
module ! I
| |
L e e LS Lo J

Target station
error
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121



(3) Program examples

(a) A program that writes the clock data (8:30:00) to the Q/L/QnACPU of station number
13 using network number 7.
When I/O signals of the Ethernet module are X/Y0O0 to X/Y1F

Station No.1 Station No.13
REQ instruction Programmable E71 REQ instruction Programmable E71
s controller CPU o controller CPU
communication e A communication
Channel, requlestl
L destination <
| | station
| —— |
() ()
Network No.7
X20
{Mov Ho1 Do 1 Clock data setting required
Control
data
setting
command
fwov K1 b2 } Channel used by the own station
{Mov  HFF 03 } CPU type of the target station (control CPU)
{MovV K7 D4 J Target station network number
{mov K13 05 J Target station number
fwov k20 b8 ¥ Arrival monitoring time (20s)
{wov k6 b8 1 Request data length (6 words)
X21
I {Mov K11 D20 J Request type
Request
data
setting
command
fwov 021 Y subrequest type
{wov  Hag D22 } Change pattern
{wov Haoos D24 } Hour/minute (8:30)
MoV Ho D25 } Second (00s)
X22 X19
it ff {wov K5 07 } Number of resends
Write
command [uP.REQ J7 D0 D20 D30 Mo I X19: Initial normal completion signal
Mo T T T
— } Processmg program on instruction complenonI
Mt o T
+F ! Processing program on normal completion |
m T e
L1} :Processmg program on abnormal complehon: Read error code, etc.
| —{ mMov D1 D100 } |
| I
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CHAPTER 4 WHEN THE Q/LCPU ACCESSES THE PROGRAMMABLE CONTROLLER OF ANOTHER STATION USING THE DATA LINK
INSTRUCTION

(b) A program to perform remote STOP to the Q/L/QnACPU with the station number 13
in the network number 7.
When 1/O signals of the Ethernet module are X/Y00 to X/Y1F

Station No.1 Station No.13
Programmable Programmable
REQ controller GPU | REQ controller GPU |
instruction [ - instruction
communication :Ch I: communication
request I a1nne: request v
source | | destination N

Lo —d

station station

Network No.7

(D3Y) dOLS s1oway/NNY slowsy ‘ejed %00[D Bunup/Buipesy gy
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X20
ftt {mov Ho1 Do 1 Clock data setting required
Control
data
setting
command
[mov K1 D2 J Channel used by the own station
{wov H3FF 03 3 CPU type of the target station
(control CPU)
{Mov K7 D4 J Target station network number
{Mov K13 D5 J Target station number
{Mov K20 D8 1 Arrival monitoring time (20s)
fwov K3 D¢ 1 Request data length (3 words)
X21
A [Mov H10 D20 1 Request type
Request
data
setting
command
{Mov H2 D21 1 Subrequest type
{mov i D22 1 Do not force execution.
X22 X19
— {1 {mov KS b7 1 Number of resends
Write
command r
{JP.REQ J7 Do D20 D30 Mo 1 X19: Initial normal completion signal
MO CTTTTTTTTTTTTToTTToTTooommmomomoen
— | Processing program on instruction completion}
er | Processing program on normal completion i
T R
W 'Processing program on abnormal completion !
L} | 3 Read error code, etc.
| —{ mMov D1 D100 }
I
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CHAPTER 4 WHEN THE Q/LCPU ACCESSES THE PROGRAMMABLE CONTROLLER OF ANOTHER STATION USING THE DATA LINK
INSTRUCTION

49 Error Codes for Data Link Instructions

For the error codes that are returned when the execution results of data link instructions in this chapter end abnormally,

refer to the User's Manual (Basic).

The error code for data link instruction is stored in the Ethernet module error log area and the following area:
+ SEND, RECV (RECVS), READ (SREAD), WRITE (SWRITE), REQ: Control data completion status ((S1) +
1)
» ZNRD: Buffer memory (Address 207)
+ ZNWR: Buffer memory (Address 209)

suonoNIIsU| JuI Bjeq Joy Sepo) JolT 61
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CHAPTER 5 WHEN USING FILE TRANSFER

FUNCTIONS (FTP SERVER)

Files in the own station Q/LCPU to which the Ethernet module is installed can be read and written from external device
using the Ethernet module file transfer function.

In this chapter, how to use (command) the Ethernet module FTP function from an external device (personal computer,
workstations, etc.) is explained.

Point/

The access destination of files handled using the file transfer function is the own station Q/LCPU in the station to which the
Ethernet module is connected.
Designate an access target CPU if the own station's QCPU is configured in a multiple CPU system.

5.1 File Transfer Functions

126

The file transfer functions (hereinafter called FTP server) of the Ethernet module to read/write the files in the Q/LCPU
on the external device side are explained.

The Ethernet module supports the FTP (File Transfer Protocol) server function, which uses the protocol to transfer files
between external devices.lt functions as the file server for the files in the Q/LCPU.

The FTP commands are used to direct data transfers in file units.

The external device with the FTP client functions, can easily access (read/write) the user-created files in the Q/LCPU
directly using the Ethernet module FTP server functions.

(1) Reading a file from the Q/LCPU (download)

Reading function for storing the Q/LCPU files in the external device.

(2) Writing a file to the Q/LCPU (upload)

Writing function for registering the file in the external device to the Q/LCPU.

(3) Scanning Q/LCPU files

Scanning function for checking the files registered in the Q/LCPU, from the external device."”

*1 With these Ethernet module FTP server functions, all user files in the Q/LCPU (such as parameters, sequence
programs, and data files) can be accessed using the FTP commands from the external device.

Programmable controller CPU (FTP server) External device (FTP client)

Programmable controller CPU Ethernet

Parameter

Program Storage file
Data

— > Read

D +«— Write {:I

Ethernet




5.1.1

FTP server support functions of the Ethernet module

CHAPTER 5 WHEN USING FILE TRANSFER FUNCTIONS (FTP SERVER)

The FTP commands supported by Ethernet module when it serves as the FTP server are indicated below:

The "Write enable setting" and "Write disable setting" columns in the table indicate the settings in the "Ethernet

Operation Setting" screen of a programming tool (checking the checkbox next to "Enable Online Change").

("Write enable setting": check the checkbox, "Write disable setting": do not check the checkbox.)

The "Remote password" indicates whether the instruction can be executed when the FTP communication port is

designated as a port subject to the remote password check in the remote password setting (parameter) for the

Q/LCPU of the station where the Ethernet module is connected.

See the User's Manual (Basic) for the remote password.

(1) Client-side user interface command list (supported by Ethernet module)

Programmable controller CPU status

Remote password

During RUN
Command Function During Write Write While While Remarks
STOP enable disable unlocked locked
setting setting
binary™ Notify to transfer without converting file O O O O X
Di t and end th i ith
bye isconnect and end the connection wi o o o o o
FTP server
close Disconnect the line with FTP server O O O O O
delete Delete the file of a CPU module O o™ X O X
dir Display the file information of a CPU o o o o %
module
get Read a file from a CPU module O O O O X
Is Display the file name of a CPU module O O O O X
mdelete Delete the file of a CPU module O o X O X
Store the file information of a CPU —
di X
meir module into the displayed file © © © ©
mget Read a file from a CPU module O O O O X
Store the fil fa CPU module int
mis ?re e file name of a module into o o o o «
a file
mput Write a file to a CPU module @] @] X @] X
open Connect with FTP server O O O @] O
put Write a file to a CPU module O O X O X
owd Display the current directory of a CPU o o o o %
module
Di t and end th ti ith
quit isconnect and end the connection wi o o o o o
FTP server
Can only use
Ethernet
quote Send FTP server sub-command @) O O @) @) module
dedicated
commands 2
rename Change the file name of a CPU module | O O X O X
Ent d d fi -
user nter user name and password for o o o o o
Ethernet module
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Command

Programmable controller CPU status Remote password

During RUN

Write Write
enable disable
setting setting

Function While Remarks

locked

While
unlocked

During
STOP

status

Display the operating information of a
CPU module

stop

Set a CPU module to STOP status O O O O X

run

Set a CPU module to RUN status o O O O X

change

Display/change the file attribute of a
CPU module

cpuchg*5

Designate an access target CPU when
configuring the multiple CPU systemor | O O O O X
display the present access target CPU

password-lock

Change status of remote password from

unlock to lock
Ethernet

password-unlock

Change status of remote password from
lock to unlock

module-FTP
server

keyword -set™®

dedicated
commands

Set a file access password to an
Ethernet module or display/clear the file
access password set in an Ethernet
module

passwd-rd*6

Set a file access password (for read
password) to an Ethernet module or
display/clear the file access password O O @] @] X
(for read password) set in an Ethernet
module

passwd-wr*6

Set a file access password (for write
password) to an Ethernet module or
display/clear the file access password O O O O X
(for write password) set in an Ethernet
module

*1
*2

*3

*4
*5
“6

Point/

Some of the commands in the table may not operate as described in this manual depending on the client-side FTP
application.
See the manual for the FTP client side (external device), and confirm the functions and operation methods as well.

The parameter file and the sequence program file cannot be deleted when a CPU module is in RUN.
The list of Ethernet module dedicated commands used along with the quote command is described.
When executing the commands from the FTP client, attach the command after the "quote" command.
(Example) When executing the stop command

Enter the following in the command prompt.

quote stop <ret>

This setting is automatically set to an Ethernet module.

Files are transferred in binary regardless of the setting in the "Communication Data Code" field on the "Ethernet
Operation Setting" screen of a programming tool.

This command becomes disabled with the switch of a programmable controller CPU set to STOP.
This command can be used only in a Q series Ethernet module.

This command can be used only in an L series Ethernet module.
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CHAPTER 5 WHEN USING FILE TRANSFER FUNCTIONS (FTP SERVER)

5.2 File Transferable Range

The file transferable range from the external device (Q/LCPU in a station where an Ethernet module is connected) is
explained.

The file transfer operation from the external device using the Ethernet module FTP server function can be performed
from any external device with Ethernet module on the Ethernet.

When the router relay function is used, the external device on the Ethernet connected via the designated router can

perform FTP functions.™!

File transfers can be performed from the following external device with ©.

External device

Ethernet (1)

eoannsonna ]| ROUteT (relay processing)

CC-Link IE Controller Network,
CC-Link IE Field Network,
4 MELSECNET/H,
MELSECNET/10

Ethernet (2)

*1 File transfers cannot be performed from the external device on the Ethernet (3) which is connected via CC-Link IE
Controller Network, CC-Link |IE Field Network, MELSECNET/H, MELSECNET/10.

abuey s|qeisjsuel] 8|4 Z'G
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5.3

Programming Tool

FTP Parameter Settings for File Transfer from a

This section explains how to set the Ethernet FTP parameters for the file transfer (FTP).

Open the "Setting the Ethernet FTP Parameter" screen in the network parameter screen of a programming tool. For

how to open the screen, refer to the operating manual for the programming tool used.

Network Parameter,. Setting the Ethernet FTP Paramet.

FTP Parameters

FTP [motused |
Login Marme QIF1ETL
Password — Current ’—
Mew
Command Inpuk ’W ¥ 500ms
Monitaring Timer { 1-32767 )
PLC Moritoring Timer |10 % 500ms
{1--32767 )
Default Check | End | Cancel

FTP parameter settings

Item name Description of setting Setting range/option
* Not Used
FTP Select whether or not to use the FTP function. . U:e se
Login Name Set the login name when a communication destination requests (login) | Up to 12 characters
9 file transfer to the Ethernet module by external device. Initial login name: QJ71E71 or LJ71E71
Current Set the password when a communication destination requests file Up to 8 characters
transfer to the Ethernet module by external device. Initial password: QJ71E71 or LJ71E71
Password
Set the new password when a communication destination requests file
New ) Up to 8 characters
transfer to the Ethernet module by external device.

Command Input Monitoring
Timer

Set the monitoring time for the Ethernet module to monitor the
command input time from the FTP client.

1to 32767

PLC Monitoring Timer

Set the monitoring time for the Ethernet module to monitor the operation
of the own station's CPU.

1to 32767

(1) FTP (Address: 4H --- b8, b9) --- Default value: Do not use the FTP function

Set whether or not to use the FTP function of the Ethernet module.

Item

Explanation

FTP

Use the FTP function.

Do not use the FTP function.
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CHAPTER 5 WHEN USING FILE TRANSFER FUNCTIONS (FTP SERVER)

(2) Log-in name and password (Address: 3B0OH), (3B6H) --- Default value: QJ71E71
(QCPU) and LJ71E71 (LCPU)

(a) Set the login name and password for the external device to request (login) file
transfer to the Ethernet module in order to use the FTP server function of the
Ethernet module.

(b) If the FTP login name is changed and invalid characters are entered, QJ71E71 or
LJ71E71 is set as the login name.

(c) If the password is changed and invalid characters are entered, QJ71E71 or LJ71E71
is set as the password.

(3) Command input monitoring timer (address: 3BAH) --- Default value: 1800
(0708H) (15min)

(a) Set the monitoring time for the Ethernet module to monitor the command input time
from the FTP client when it operates as the FTP server.

(b) It is recommended to use the default value for this timer value as much as possible.
When changing the setting value, determine the command input monitoring timer value upon consulting the
administrator of the external device or system.

(c) Designate the setting value in the range of <1H to 7FFFH/1 to 32767>.

(15 min at the default value of 1800)

The FTP connection is disconnected if there is no command input from the FTP client side within the time
designated by the command input monitoring timer value after the FTP client login.

When restarting the file transfer, start over from the login operation again.

(4) PLC monitoring timer (address: 3BBH); Default value: 10 (000AH) (5s)

(a) Set the monitoring time for the Ethernet module to monitor the operation of the own
station's Q/LCPU when the Ethernet module is operating as the FTP server.

(b) A timeout may occur due to long internal processing time when file operation is
performed in a CPU module with a large program capacity. If a timeout occurs,
extend the CPU monitoring timer value.

(c) Designate the setting value in the range of <1H to 7FFFH/1 to 32767>.

The FTP connection is disconnected if a Q/LCPU monitoring error is detected after the FTP client login.
When restarting the file transfer, make sure that the own station's Q/LCPU is operating normally and start over

from the login operation again.
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5.4 Procedure and Required Processing on the External
Device Side (FTP Client)

This section explains the procedure and required processing on the external device side for using the FTP server
function of the Ethernet module.

In the explanation, the FTP operation commands and input formats used for the applicable operations are shown.
(<ret> indicates input using the CR, Enter, or Return key.)

[FTP transfer operation procedure]

C Start )
I

| Procedure on the external device side (FTP client) ‘ -+ -+ (1) Check the initial processing of the Ethernet module

l

| Log-in to the Ethernet module ‘

* (2) Log-in to the Ethernet module

Is the connection to
be used subject to the remote
password check?

’ Remote password unlock processing I -+ - - (3) Remote password unlock processing
N
v

| Data communication ‘ - - - - (4) Various operation of the FTP

[

Is the connection to
be used subject to the remote
password check?

Remote password lock processing -+ - - (5) Remote password lock processing
N
v
[ End J - - - - (6) Disconnect a connection with the FTP server

(1) Checking the initial processing of the Ethernet module
Make sure that the Ethernet module's initial processing has normally completed by checking the LED
display/input signal of the Ethernet module.
» LED display: The [INIT.JLED on the front of the Ethernet module flashes.
» 1/O signal: The initial normal completion signal (X19) turns on.

132
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(2) Login to the Ethernet module

Once the Ethernet module's initial processing has completed normally, log in to the Ethernet module.

EI Start FTP from MS-DOS prompt of Microsoft® Windows®

<+ Command Prompt - ftp

Microsoft Windows XP [Uersion 5.1.260801
CC) Copyright 1985-2081 Microsoft Cowp.

C = \WINDOUS >cdn

rea
?%.14:<nonel>:

dy.
QIMEN

1) Start FTP (ftp<ret>).

2) Connect with the FTP server (open IP address of the FTP server <ret>).

3) Designate the login name (login name (default value: QJ71E71 or LJ71E71) <ret>).
Designate the password (password (default value: QJ71E71 or LU71E71) <ret>).

When logging in, use the FTP login name and password set on the "Ethernet FTP parameter settings" screen for
setting the login name and password.

Upon reception of the login name and password from the external device (FTP client), the Ethernet module (FTP
server) checks whether they match with the FTP login name and password set in the FTP parameter setting area
of the buffer memory.

File transfer to the Ethernet module is allowed when the login name and password match, and not allowed if they
do not match.

(3) Remote password unlock
Changes the status of the remote password from lock to unlock if the FTP communication port has been
designated as a port subject to the password check using the remote password setting. (quote password-unlock
remote password <ret>)

Point/’

If the FTP communication port has been designated as a port subject to the password check, other commands cannot be
used until the remote password status is unlocked.

(18D d14) 8pIS 8218 [eulelxg 8y} uo Buissadolid palinbey pue ainpeso.d ¥'G
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(4) Various operation of the FTP

1. Designate an access target CPU if the QCPU is configured as a multiple CPU system.
The control CPU of the Ethernet module will be the access target CPU after login.
(quote cpuchg access target CPU <ret>)
2. Notifies file transfer to a target file without converting the file.
(binary <ret>)
3. Ifa password is registered in the Q/LCPU file for file transfer, set the password in the Ethernet
module.

QCPU: (quote keyword-set password <ret>)
LCPU: (quote passwd-rd password <ret>) or (quote passwd-wr password <ret>)

4. Performs the file transfer operation using the FTP commands described in Page 141, Section 5.6.

Point/’

Writing to a parameter file used in the current operation of the Q/LCPU and to a file of the running sequence program that is
stored in the Q/LCPU program memory is performed after placing the Q/LCPU in the STOP status.

(5) Remote password lock

Changes the status of the remote password from unlock to lock if the FTP communication port has been
designated as a port subject to the remote password check using the remote password setting. (quote password-
lock <ret>)



CHAPTER 5 WHEN USING FILE TRANSFER FUNCTIONS (FTP SERVER)

(6) Disconnecting a connection with the FTP server

The connection with the FTP server is disconnected and various FTP operations ends. (bye <ret>)

EI File transfer operation procedure
The following two procedures performed between log in and log out are explained as FTP operation
examples:
* Read the sequence program file from the Q/LCPU
» Write the sequence program file to the Q/LCPU
If the FTP communication port has been designated as a port subject to the remote password check, perform the
remote password unlock processing/lock processing, in compliance with the FTP transfer operation procedure
described in Page 132, Section 5.4.

(a) How to read the sequence program file from Q/LCPU (FTP client < FTP server)

( Start file read ) (FTP operation command)

A

INotify that the files will not be converted.l * No file conversion notification
binary <ret>

Set the password of the target file for

file transfer. » Password setting in the Ethernet module
(This is not required if a password is quote keyword-set password <ret>
not registered.) or

quote passwd-rd password <ret>

A

Check the file list in the programmable « Display file list
controller CPU. dir<ret> or Is<ret>

Does not exist

Does the file to read exist?

Exists

\ Read the file. \ - File read
get TRANSFER DESTINATION
FILE NAME <ret>

v

C End file read )
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(b) How to write the sequence program file to Q/LCPU (FTP client — FTP server)

C Start file write )

‘Notify that the files will not be converted.‘

I

Check the operation status of
the programmable controller CPU.

During STOP

Operation status

During RUN

Set the programmable controller CPU
to STOP status.

Set the password of the target file for
file transfer.

(This is not required if a password is
not registered.)

Check the file list in the programmable
controller CPU.

Does the same
file name as the file
to be written exist?

Does not exist

Exists

Delete the file with the same name
Or change the file name.

A4

Write the file.

i

Set the programmable controller CPU
to RUN status. (*1)

( End file write )

(FTP operation command)

No file conversion notification
binary <ret>

Display operation status
quote status <ret>

Change operation status
(RUN — STOP status)
quote stop <ret>

Password setting in the Ethernet module
quote keyword-set password <ret>

or

quote passwd-wr password <ret>

Display file list
dir<ret> or Is<ret>

Delete file

delete FILE TO DELETED <ret>
Change file

rename CURRENT FILE NAME
NEW FILE NAME<ret>

Write file
put WRITE SOURCE FILE NAME <ret>

*1 The Q/LCPU must be set to STOP - RUN — STOP — RUN.

To restart the operation of the Q/LCPU after writing a file, it is recommended to set the switch of the Q/LCPU to RUN.
The status of the Q/LCPU can be changed from STOP to RUN with the FTP command, however, pay full attention to the
operation of the programmable controller system.
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5.5 Precautions when Using the File Transfer Functions

The precautions when using the Ethernet module FTP server functions are explained.

(1) Precautions when designing a system which uses file transfer functions

(a) For the system
When performing file transfers with the system in operation or controlling the status of the programmable
controller, design the system (such as configuring an interlocking circuit in the sequence program) so that the
safety of the overall system is always maintained.

(b) For external devices
Some of the FTP operation commands on the FTP client (external devices) supported by the Ethernet module
as a FTP server may not operate as described in this manual, depending on the client side FTP application.
See the manual on the FTP client (external devices), and confirm the functions and operation methods.

(c) For the Q/LCPU

» Only files that can be created/generated by the user with a programming tool can be transferred. (I==~
Page 143, Section 5.6.2)

+ Files can be transferred only to the own station Q/LCPU with the Ethernet module connected. Designate
an access target CPU if the own station's QCPU is configured in a multiple CPU system.

* When file read/write is performed by the file transfer functions while Q/LCPU is running, the Q/LCPU's
sequence scan time may take longer than when using Ethernet module's other functions, and the file
read/write take a few minutes or longer depending on the file size or sequence scan. The file read/write
processing time may take even longer depending on various conditions such as the Ethernet line load (line
traffic), number of connections used at the same time (exchange processing which uses another
connection), and the system configuration.

(2) Precautions when starting up the Ethernet module

When the QCPU is write-protected (DIP switch 1 is on), file transfers which perform write (attribute change, file
write, etc.) cannot be performed. (Excluding the Universal model QCPU.)
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(3) Precautions common to any usage of the file transfer functions

(a) For an external device

When a timeout error occurs during file transfer using the FTP function, the FTP function line is closed

(disconnection) regardless of the settings of the programming tool.

When restarting the file transfer, login to the Ethernet module from the FTP client again.

(b) For the Q/LCPU

If a password is registered in the target file for file transfer, transfer that password (set in the Ethernet
module) using the FTP operation command after login. If a password is registered, that file cannot be
accessed unless a password of the same character string is designated. The password is a character
string for file access that the user registers in the Q/LCPU and it allows/prohibits access to the target file.
The Q/LCPU files of target file transfer must be only the files in the root directory for each memory.
When the Q/LCPU file being accessed, do not perform any Q/LCPU key switch operations, change
operation status with the programming tool (such as RUN — STOP and STOP — RUN), turn off power,
reset power, or install/remove the memory card or SD memory card. If any of these operations are
performed, the Q/LCPU files will corrupt and the Q/LCPU may not be able to start again.

Do not perform any file operations (read/write/change file information) from the programming tool when
the FTP function is in operation. When file operations are performed from a peripheral device, etc. while
the FTP function is in operation, the FTP function may abnormally end.

If the FTP communication port is designated as a port subject to the remote password check, perform the
file transfer operation after changing the remote password status from lock to unlock. Perform the lock
processing for the remote password when the file transfer processing is completed. If the FTP
communication port is not designated as a port subject to the remote password check, the operation is
completed normally when the remote password unlock processing is performed. The remote password is
a character string registered in the Q/LCPU with a programming tool by a user and data to allow/prohibit
access to the Q/LCPU of another station via the Q/LCPU in the station with the Ethernet module
connected or via the station with the Ethernet module connected.

(4) Precaution when logging in to the Ethernet module (FTP server)

Only one external device (FTP client) can log in to the Ethernet module at a time.
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(5) Precautions when writing a file

(a) Operation to overwrite an existing file cannot be performed.
Either delete corresponding file using the file delete command (delete, mdelete), or change the file name using
rename command before the file is written.

(b) The program file set in the parameter file currently used for the Q/LCPU operation

cannot be written.
Set the Q/LCPU to the STOP status, then write the file.

(c) File transmission (attributes change, file write, etc.) for file write can only be
conducted for the Q/LCPU program memory or the RAM area of the memory card or
SD memory card.

(d) Check the number of files that can be registered to the drive for the files to be
stored.

File write cannot be performed to a drive where the number of files has already reached the allowed number of

registered files.
The files are stored in the designated drive's cluster size units.

(e) Any drives which fit in the size of the continuous unused clusters in the designated
drive memory can be written.

(f) To restart the Q/LCPU operation after writing a file, it is recommended to set the

switch of the Q/LCPU to RUN.
The status of the Q/LCPU can be changed from STOP to RUN with the FTP command, however, pay full
attention to the operation of the programmable controller system.

(9) When writing files, the Ethernet module creates temporary work files
(FTP_Ixxx.TMP) in the Q/LCPU.

The temporary files are automatically created in the designated drive during the file write (put or mput), and the
file name is changed to the designated file name after the operation is completed.

The "xxx" in the temporary file name "FTP_Ixxx. TMP" is the upper three digits of the four digits representing the
Ethernet module's 1/O signals from the Q/LCPU.

The temporary file is automatically deleted when the file write is successfully completed, line is shut down
during transfer, or a file capacity error occurs with the Q/LCPU.

(h) The temporary work file may remain in the designated drive when the Q/LCPU power
is disconnected or reset during the file write.

When the temporary file remains in the drive, delete the file using the FTP command.
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(i) When file deletion and file writing are repeated while the Q/LCPU is in RUN status,
the file size must be fixed in advance.

If a file is deleted and writing of another file larger than the deleted one is attempted, a 402B error will occur
disabling the file writing.

139



(6) Precautions when deleting files

(a) When determining the timing to delete files, consider the system operation as a
whole including the functions of Q/LCPU and a programming tool.

(b) The parameter file and program file cannot be deleted during the Q/LCPU is
performing "RUN".
Delete these files after setting the Q/LCPU to the STOP status.

(c) Files with read-only attribute and files that are locked from another device or
function cannot be deleted.
The file attributes can be changed using the FTP operation command, "quote change".

(d) Files can be deleted only from the Q/LCPU program memory or the RAM area of the
memory card or SD memory card.

(e) After deleting a file with the Q/LCPU in RUN status, do not read or write the data of
the deleted file by the sequence program.

Doing so may result in an operation error detected in the Q/LCPU.

(7) Precautions for FTP password

140

When forgetting the FTP password, reset FTP parameters in the following procedure.
1. Read the parameters from Q/LCPU to the programming tool.
2. Click the "Default" button in the "Setting the Ethernet FTP parameters.” screen and then return all

the parameters to the default values.

w

Set the FTP parameters again.

A

Write the set parameters to the Q/LCPU in the "Write to PLC" screen.
To open the "Write to PLC" screen, select [Online] = [Write to PLC].

5. Enable the parameters by powering off and on or resetting the CPU modaule.
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56 FTP Commands

The FTP operation commands on the FTP client side (external devices) supported by the Ethernet module FTP server

are described.

5.6.1 File designation method

The file designation method in the FTP operation command from the FTP client side is explained.

Designation descriptions

'': The part with the single quotation mark ' ' indicates one argument.
[1: The part with the brackets [ ] indicates that it is optional.

(1) Password
If a password is registered in the target file for file transfer, the password must be set in the Ethernet module prior

to file transfer.

For how to set a password, see Page 145, Section 5.6.4.
* QCPU: keyword-set
* LCPU: passwd-rd or passwd-wr

(2) File path
(a) Select the file by differentiating the drive name and file name in the Q/LCPU.

(b) When designating a file in the Q/LCPU using the FTP functions, designate the file in
the following manner:

[Designation format] ['drive name": \ ] 'file name' .'extension’

[Designation example]

0:\MAINSEQ1.QPG
pheithietatd
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Extension (identifier)

File name

Drive name (drive No.)

[Designation details]
Drive name (drive No.)
» Designates the drive name for the memory used for file transfer.
» The relationships between the Q/LCPU memory used and drive name are as follows.

Memory used

Drive name
QCPU (QnUDVCPU excluded) QnUDVCPU, LCPU

* High Performance model QCPU, Process CPU,
Redundant CPU: Parameter valid drive designated with
the DIP switches

+ A CPU other than those listed above:

No designation Program memory

0 Program memory

1 SRAM card Not used

2 Flash card, ATA card SD memory card
3 Standard RAM

4 Standard RAM
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* File name, extension
» The corresponding file for the file transfer is designated.
» The file name must be designated according to the file name rules of the programming tool. Alphabets

(uppercase), numbers, and symbols can be used. Alphabets (lowercase) cannot be used.
File name: Max. 8 characters

Extension: Max. 3 characters

* For the extension (identifier), the name fixed by the Q/LCPU must be used. The corresponding file
extension is designated as seen in Page 141, Section 5.6.1.
» For details on the file names and extensions, see the operating manual for the programming tool used.
* When using a FTP operation command which can designate multiple files, the files (file names and
extensions) are designated using wild card symbols, */2."
*: Files containing the characters before ™" and any set of characters (including none) replacing the ™"
are designated.
Example 1 When designating all files with the "QPG" extension
*.QPG

Example 2 When designating file names which start with "MAIN" and the extension is "QPG"

MAIN*.QPG

?: The files containing the text string designated (including none), replacing ? with any character including
none. ("?" can be used multiple times.)

Example 1 . L
The letter after "MAIN" is any character and the extension is "QPG"
MAIN?SEQ.QPG
Example 2 To designate all files whose extension start with "QP"
*.QP?
Example 3 To designate all files whose extension start with "Q"
*.Q?7?

Point/’

@ In the description of the FTP operation commands, the file name indicates both the file name and extension.

@ Itis recommended to use the following method to treat the file name from the external device.
» Use the ASCII code characters (upper case for the alphabet letters) for the file to be written to the FTP server.
+ Do not change the file name for the file read from the Q/LCPU.

® Each memory for Q/LCPU does not have any sub-directories.
Each file is stored in the root directory.

(3) Attributes

Specify the following when changing the attributes of the file stored in the Q/LCPU drive to be transferred:
"r'" (Read Only) < "w" (read/write enabled)
See the "quote change" command in Page 145, Section 5.6.4.
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5.6.2 Q/LCPU user file list

The user-created files (files that are/can be created by the user with a programming tool) that can be designated for file
transfer are described below:

Drive that can store the file ("=~ Page 141, Section

. File 5.6.1)
Type File type identifier - - . Remarks
0 1 1 2 2 3 4 2
Parameters QPA O O O O O 1 file/1 drive
For programs Sequence program !
QPG O O O O O —
SFC program
N *1
Device comments Qcb © O O O o The number of storable
Device initial values™! QDI (@) (@) (@) (@) @) files varies depending on
: the CPU module used.
For device File registers QDR X O O O O
Simulation data QDbs X O X O X —
Local device QDL X O X O X 1 file/CPU
Sampling trace data QTD
Status latch data QTL
For debugging X O X O X —
Program trace data QTP
SFC trace data QTR
For diagnosis Error history data QFD X O X O X —

O:Can be stored, X: Cannot be stored

*1 A password can be registered in program files, device comment files and device initial value files of the designated
memory (program memory/standard ROM/memory card/SD memory card).
For passwords, see the User's Manual (Function Explanation, Program Fundamentals) for the CPU module used.

*2 The number of files that can be written with FTP is calculated with the following formula: (The maximum number of files
that can be stored in the related drive) - 1

Point/’

® Each memory for Q/LCPU does not have any sub-directories. Each file is stored in the root directory.

@ For the restrictions and details of the Q/LCPU user files, see the User's Manual (Function Explanation, Program
Fundamentals) for the CPU module used.
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5.6.3 Response code

For information regarding the response codes that are returned to the external device (FTP client) by the Ethernet
module (FTP server), see the manual for the FTP client for the codes except the following 4000H.

Response code Reference

Other than the following See the manual for the FTP client.

See the User's Manual (Hardware Design, Maintenance and Inspection) for the CPU module used to take

4000H to 4FFFH . :
corrective action.

COOOH to CFFFH See the User's Manual (Basic) to take corrective action.

@‘.‘.‘....Q.Q.Q.‘.‘.‘.‘.‘....Q.Q.C.Q.‘.‘.‘....Q.Q.CQ.‘.‘.‘

The first two digits of the response code is described below:

123
I 0 : Response regarding a syntax error

1: Response regarding the start of 1 : Response regarding information request,
the request processing such as status

2 : Response regarding the successful 2 : Response regarding control or data connection
end of the request processing 3 : Response regarding log-in processing or

3 : Response indicating the necessity account processing
for additional information pertaining 4 : (Unused)
to the request processing 5 : Response regarding the FTP server status

4 : Response regarding abnormal end
of the request processing

5 : Response regarding abnormal end
of the request processing
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5.6.4

The FTP operation command functions and usage on the FTP client (external device) side supported by the Ethernet

module FTP server are explained.

FTP operation command

/\CAUTION

@® Some of the FTP operation commands on the FTP client (external device) side supported by the
Ethernet module may not perform as explained in this manual, depending on the FTP application
used on the client side.

See the manual on the FTP client (external devices), and confirm the functions and operation

methods.

(1) FTP server support commands

(a) binary
Item Description
Notifies to the FTP server that the file transfer is performed without converting the file.
Function The carriage return code and kanji code are not converted, either.

This setting is automatically set to an Ethernet module.

Designation format

binary (Abbreviated as bin)

(b) bye
Item Description
Function Disconnects the FTP server connection, and ends FTP.
Designation format bye 3
o
Same function quit mn
_|
)
(@]
(c) close S
Item Description §
Function Disconnects the FTP server connection. &
Designation format close
(d) delete
Item Description
Function Deletes the file stored in a CPU module.

Designation format

delete FILE PATH

Designation example

To delete a file stored in the RAM of memory card
delete 1:\MAINSEQ1.QPG.

Caution

See section Page 137, Section 5.5 and Page 141, Section 5.6.1.

Similar function

mdelete

(e) dir

Item

Description

Function

Displays the file names, creation dates, and sizes of the files stored in a CPU module.

Designation format

dir [drive name:\]

Designation example

To display detailed information of files stored in the RAM of memory card:
dir 1:\

Similar function

Is
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(f) get

Item

Description

Function

Reads a file from a CPU module.

Designation format

get TRANSFER SOURCE FILE PATH [transfer destination file path]

Designation example 1

Reads the file stored in the RAM area of memory card, and stores using the same file name.
get 1: \MAINSEQ1.QPG

Designation example 2

To read the file stored in the RAM area of memory card, and store using a different file name
get 1: \SEQ1BAK.QPG\SEQ\SEQ10LD.QPG

Caution

» When the transfer destination file path (FTP client side) is not designated, the file is stored in the FTP client side
with the same name as the transfer source file name (CPU module side). The transfer destination is the
connected current directory of the FTP startup connection.

« See section Page 137, Section 5.5 and Page 141, Section 5.6.1.

(9) Is

Item

Description

Function

Displays the file names of the files stored in a CPU module.

Designation format

Is [drive name:\]

Designation example

To display the file names of the files stored in the RAM area of memory card
Is 1:\

Similar function

dir

(h) mdelete

Item

Description

Function

Deletes the file stored in a CPU module.
When deleting the multiple files, the file name and extension are designated using wild cards (* or ?).

Designation format

mdelete FILE PATH (abbreviated as mdel)

Designation example

To delete all files with the extension "QPG" in the files stored in the RAM area of memory card
mdelete 1:\*.QPG

Caution

See section Page 137, Section 5.5 and Page 141, Section 5.6.1.

Similar function

delete

mdir

Item

Description

Function

Stores the detailed information (file name, creation date, and size) of the files stored in a CPU module to the FTP
client-side file as log data.

Designation format

mdir transfer source drive:\ transfer destination file path

Designation example

To store the detailed information of the files stored in the RAM area of memory card to S990901.LOG file
mdir 1:\ S990901.LOG

Caution

« Always designate "\" directly after the drive name of the transfer source.

* When designating the transfer destination file path (FTP client side), always designate the transfer source drive
name.

» When the transfer destination file path is not designated, the file name set by the FTP application on the FTP
client side is used to save the file.

« The transfer destination is the connected current directory of the FTP startup connection.

Similar function

mls
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mget
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Item

Description

Function

Reads a file from a CPU module.
When reading multiple files, the file name and extension for the file path is designated using wild cards (* or ?).
Receive confirmation is performed for each file transfer.

Designation format

mget FILE PATH

Designation example

To read all files with extension "QPG" from the files stored in the RAM area of memory card
mget 1:\*.QPG

* The files read are stored on the FTP client side with the same file name. The destination is the connected

Caution current directory of the FTP startup connection.
* See section Page 137, Section 5.5 and Page 141, Section 5.6.1.
(k) mls
Item Description
Function Stores the file names of the files stored in a CPU module into a FTP client-side file as log data.

Designation format

mls transfer source drive name:\ transfer destination file path name

U

Designation example 1

To store the file names of the files stored in the RAM area of memory card to the file S990901F.LOG
mis 1:\S990901F.LOG

Designation example 2

To store the file names of the files in the memory where the parameter file used for the current operation of QCPU
is stored to the file S990901F.LOG:
mls \S990901F.LOG

Caution

+ Always designate "\" directly after the drive name of the transfer source.

* When designating the transfer destination file path (FTP client side), always designate the transfer source drive
name.

* When the transfer destination file path is not designated, the file name set by the FTP application on the FTP
client side is used to save the file.

« The transfer destination is the connected current directory of the FTP startup connection.

Similar function

mdir

mput

Item

Description

Function

Writes a file to a CPU module.
When writing multiple files, the file name and extension are designated using wild cards (* or ?).
When writing multiple files, the send confirmation is performed for each file transfer.

Designation format

mput TRANSFER source file path

Designation example

When writing all files with extension "QPG"
mput.QPG

Caution

« The transfer destination is the memory where the parameter file used for the current operation of a CPU module
is stored. The destination file name is the same as the file name on the FTP client side.
* See section Page 137, Section 5.5 and Page 141, Section 5.6.1.
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(m)open

Item Description

Connects to the FTP server by designating the host name or IP address for the FTP server, along with the FTP
Function login name and password.
FTP server host name is displayed while connected to the server.

open HOST NAME [user name [password]]

open IP ADDRESS [user name [password]]

Host name: Host name, domain name or synonym of the host name
Designation format IP address: IP address of the Ethernet module

User name: FTP login name set during Ethernet module initial processing
Password: Password set during Ethernet module initial processing

(See ==~ Page 130, Section 5.3 for the FTP login name and password.)

To connect to the FTP server by designating the host name

Designati le 1
esignation example open HOST

To connect to the FTP server by designating the IP address

Designati le 2
esignation example open 192.0.1.254

To connect to the FTP server by designating the host name and user name

Designati le 3
esignation example open HOST QJ71ET71

To connect to the FTP server by designating the host name, user name, and password

Designati le 4
esignation example open HOST QJ71E71 QJT1ETA

» Normally, the connection can be established by designating the FTP server IP address during FTP startup.
* When designating the domain name, the DNS environment must be set using the network parameters on the

Caution FTP client side.
* The password entry from the keyboard is not displayed.
(n) put
Item Description
Function Writes a file to a CPU module.
Designation format put TRANSFER SOURCE FILE PATH [transfer destination file path name]

To write the file MAINSEQ1.QPG to the RAM area of memory card with same file name

Designati le 1
esignation example put MAINSEQ1.QPG 1:\MAINSEQ1.QPG

To write the file MAINSEQ.QPG file to the RAM area of memory card with different file name

Designation example 2| | 1 AINSEQ.QPG 1:MAINSEQ1.QPG

* When the directory is not designated for the transfer source file path (FTP client), the file is written to the
connected current directory at FTP server startup connection.

Caution » When the transfer destination file path (FTP server side) is not designated, the file is stored to the memory
where the parameter file used for the current operation of a CPU module is stored.

« See section Page 137, Section 5.5 and Page 141, Section 5.6.1.

(0) pwd
Item Description
Function Displays the current directory name of a CPU module.
Designation format pwd
Caution Each memory of a CPU module do not have any sub-directories, and the files are stored in the root directory.
Therefore, "\" is displayed as the execution result of the pwd command.
(p) quit
Item Description
Function Disconnects the FTP server connection, and ends FTP.
Designation format quit
Same function bye

148



(9) quote
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Item

Description

Function

Sends the FTP server subcommand (Ethernet module dedicated command).

Designation format

quote Ethernet module DEDICATED COMMAND
Ethernet module dedicated commands: =~ Page 150, Section 5.6.4 (2)

Designation example

quote status

Only the Ethernet module dedicated command shown in Page 150, Section 5.6.4 (2) can be designated directly

Caution after the quote command.
(r) rename
Item Description
Function Changes the file name of a CPU module.

Designation format

rename FILE PATH BEFORE CHANGE FILE PATH AFTER CHANGE (abbreviated as ren)

Designation example

To change the file name of the file stored in the RAM of memory card
rename 1:\MAINSEQ1.QPG 1:\SEQ10LD.QPG

+ Upon normal completion, either of the following response codes is shown.
350 Need more info.

Cauti
aution 250 Rename successful
+ See section Page 137, Section 5.5 and Page 141, Section 5.6.1.
(s) user
Item Description
Function Enter the user name and password for the connected FTP server.

Designation format

User: User name [Password]

User name: FTP login name set during Ethernet module "FTP parameter setting”
Password: Password set during Ethernet module "FTP parameter setting"

(See ==~ Page 130, Section 5.3 for the FTP login name and password.)

Designation example 1

To designate the user name
user QJ71E71

Designation example 2

To designate both user name and password
user QJ71E71 QJ71E71

Caution

The password entry from the keyboard is not displayed.
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(2) Ethernet module dedicated commands

The Ethernet module dedicated commands to be attached to the FTP operation command "quote" are explained.

(a) status (Ethernet module dedicated command)

Item Description

Displays the operating information of a CPU module.
Function This command is to check the operating information of a CPU module when a file is transferred to the CPU
module.

quote status

One of the following is displayed as the execution result for a successful completion.
Designation format * When the CPU module is in RUN status: "RUN"

» When the CPU module is in STOP status: "STOP"

» When the CPU module is in PAUSE status: "PAUSE"

(b) stop (Ethernet module dedicated command)

Item Description
Function Sets a CPU module to STOP status (remote STOP).
quote stop
Designation format The following message is displayed as the execution result when completed successfully.

Displayed message: 200 Command successful

Caution Before writing a program file of a CPU module, set the CPU module to STOP status with this command.

(c) run (Ethernet module dedicated command)

Item Description

Sets the CPU module to the RUN status (remote RUN).
Device memory clear can be designated when setting to the RUN status.

Function

quote run [mode [clear mode]]

Mode: Designate whether to force a remote RUN.

0: Normal RUN (default value)

1: Forced RUN

Clear mode: Designate whether to clear (initialize) the CPU module device memory when starting the remote
Designation format RUN operation.

0: Do not clear the device (default value)

1: Clear everything except for the latch range

2: Clear everything including the latch range

The following message is displayed as the execution result when completed successfully.
Displayed message: 200 Command successful

To perform a normal remote RUN with "Do not clear the device memory" selected.

Designation example 1
quote run

To perform a forced remote RUN with "Do not clear device memory" selected.

Designation example 2
9 P quote run 1

To perform a forced remote RUN with "Clear all device memory except for the latch range" selected.

Designation example 3
9 P quote run 1 1

« The forced execution mode is only used to allow the forced remote RUN from another device when the CPU
module cannot perform the remote RUN due to problems in the device which issued the remote STOP for the
CPU module. When a normal RUN is designated and the system is already set to the STOP or PAUSE status

Caution by another device, the system is not set to the RUN status.

« Select the clear mode of the device memory upon operation startup depending on the system configuration.
After the CPU module performs the clear operation, the system runs according to the PLC parameter settings
(PLC File = Initial Device Value).
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(d) change (Ethernet module dedicated command)

Item Description

Function Displays/changes the file attribute of the file stored in the CPU module.

HEWhen displaying the file attribute

quote change FILE PATH

One of the following is displayed as the execution result for a successful completion.
* When the designated file is a read-only file: "-----R"

* When the designated file is a file with read/write enabled: "-----W"

HEWhen changing the file attribute

quote change FILE PATH ATTRIBUTE

Designate either of the following for the attribute:

* To change to read-only file: r

« To change to read/write enabled: w

Designation format

To display the file attribute for the file stored in the RAM area of memory card

Designati le 1
esignation example quote change 1:\MAINSEQ1.QPG

To change the file attribute of the file stored in the RAM area of memory card

Designati le 2
esignation example quote change 1\MAINSEQ1.QPG r

* When the programmable controller CPU is set to RUN, an error occurs when the following files are designated:
Parameter file

Caution File currently being executed by the program memory (drive name:0)

* The attribute changing is possible between read-only file and read/write enabled file.

+ See section Page 137, Section 5.5 and Page 141, Section 5.6.1.

Point/

The file attributes designated using the quote change command are explained.
® When changing the attribute of the file for file transfer, designate the attribute after the change.
@ The attributes are for changing the file to read-only or read/write enabled file.

@ The attribute can be changed to the following for the files stored in the CPU module memory using this command:
"r" (Read Only) <> "w" (read/write enabled)

® An user-created file has the read/write attribute, if it has not been changed.

(e) cpuchg (Q series Ethernet module's dedicated command)

Item Description

This command designates an access target CPU with a multiple CPU system configuration.
Alternatively, it displays the current access target CPU.
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Function

quote cpuchg [access target CPU]
Access target CPU: Designate the CPU to which file access is to be performed.

+ quote cpuchg: Checks the current access target CPU.

« quote cpuchg controlPLC: Designates the control CPU as the access target CPU.

* quote cpuchg no1: Designates the CPU No. 1 as the access target CPU.

* quote cpuchg no2: Designates the CPU No. 2 as the access target CPU.
Designation format + quote cpuchg no3: Designates the CPU No. 3 as the access target CPU.

+ quote cpuchg no4: Designates the CPU No. 4 as the access target CPU.
When the command is successfully completed, the execution result is displayed as follows:
* When setting the access target CPU: 200 Command Okey

* When displaying the access target CPU: 200 Target cpu is "access target CPU"

If the designated access target CPU does not exist, the following message is displayed.
557 Cpu not found

When designating the access target CPU as the control CPU

Designati le 1
esignation example quote cpuchg controlPLC

When displaying the currently selected access target CPU

Designati le 2
esignation example quote cpuchg

The control CPU of the Ethernet module will be the access target CPU after logging in when the OPEN/USER

Cauti
ution command is executed to the Ethernet module.
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(f) password-lock (Ethernet module dedicated commands)

Item

Description

Function

Designates the remote password set in the CPU module as unlocked and performs the lock processing.
This command is executed if the FTP communication port is designated as a port subject to the remote password
check.

Designation format

quote password-lock
The following is displayed as the execution result for a successful completion.
200 Command Okey

Designation example 1

To designate the remote password (1234)
quote password-lock

(g) password-unlock (Ethernet module dedicated commands)

Item

Description

Function

Designate the remote password set in a CPU module and perform the unlock processing.
This command is used when the FTP communication port is designated as a port subject to the remote password
check.

Designation format

quote password-unlock [remote password]

Remote password: Designate the remote password set in the parameter of a CPU module.

« The following is displayed as the execution result for a successful completion.

200 Command Okey

« The following is displayed if the remote password does not match.

556 Password Error

* The following is displayed if another command is requested before the remote password unlock processing is
performed.

555 Password Locked

Designation example 1

To designate the remote password (1234)
quote password-lock

Caution

« If the FTP communication port is designated as a port subject to the remote password check, the status will be
"locked" when the user logs into the Ethernet module from an external device.

« Executing this command and performing the unlock processing prior to various operation of the FTP enables
file operation in a CPU module.

« If the FTP communication port is not designated as a port subject to the remote password check, the operation
is completed normally when the remote password unlock processing is performed.
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(h) keyword-set (Q series Ethernet module dedicated command)

Item

Description

Function

Sets the registered password of the target file for file transfer in the Ethernet module.
Or, display/clear the current password set in the Ethernet module.

Use this command only if a password is registered in the target file of file transfer.

The Ethernet module performs a password check when the designated file is accessed.

Designation format

quote keyword-set [password]

Password: To set a password, designate the password registered in the file of the target memory of a CPU
module.

Designate "****" to clear a password set in the Ethernet module.

One of the following is displayed as the execution result for a successful completion.

» When setting a password: 200 Command successful

» When displaying a password: 200 keyword is "password"

* When clearing a password: 200 Command successful

Designation example 1

To set the password (1234) to the Ethernet module
quote keyword-set 1234

Designation example 2

To display the password currently set in the Ethernet module
quote keyword-set

Designation example 3

To clear the password currently set in the Ethernet module
quote keyword-set ****

Caution

« If a password is registered in the target file for file transfer, set the password in the Ethernet module prior to file
transfer. Designating the password registered in the target file of a CPU module enables file operation in the
CPU module.

» One password can be set in the Ethernet module. If the target file for file transfer changes and a password is
registered in the file which is at the changed destination, reset the password for the new target file in the
Ethernet module.

* When logging into the Ethernet module from the external device, the password set in the Ethernet module
changes to "***", (clear).

+ Set the password in the QnUDVCPU file with four characters. If a password with 5 or more characters is set, the
file operation with FTP cannot be performed.

Point />

The password designated using the quote keyword-set command is explained.

@ If a password is registered in the target file for file transfer, use this command to set the password in the Ethernet module
after logging into the Ethernet module prior to file transfer.

® The password is used so that the CPU module can allow/prohibit access to the target file from outside.

® The password for file access to the CPU module is registered with a programming tool.
The password designated with this command is for operations with the Ethernet module.
The user designates the same character string as that registered with a programming tool to the designated file of the

CPU module.

Spuewwo) d14 9'G
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(i) passwd-rd (L series Ethernet module dedicated command)

Item

Description

Function

Sets the registered read password of the target file for file transfer in the Ethernet module.

Or, display/clear the current read password set in the Ethernet module.

Use this command only if a read password is registered in the target file of file transfer. The Ethernet module
performs a password check when the designated file is accessed.

Designation format

quote passwd-rd [read password]

One of the following is displayed as the execution result for a successful completion.

* When setting a read password: 200 Command successful

* When displaying a read password: 200 Read-password is "read password"

* When clearing a read password: 200 Command successful

* When displaying a read password with the read password not set: 200 Read-password is not set.

Designation example 1

To set the read password (ABCD1234@efgh) to the Ethernet module
quote passwd-rd ABCD1234@efgh

Designation example 2

To display the read password currently set in the Ethernet module
quote passwd-rd

Designation example 3

To clear the read password currently set in the Ethernet module
quote passwd-rd c or quote passwd-rd C

Caution

» One read password can be set in the Ethernet module. If the target file for file transfer changes and a password
is registered in the file which is at the changed destination, set the read password for the new target file in the
Ethernet module again.

» Upon login to the Ethernet module, the read password set is initialized or cleared.

passwd-wr (L se

ries Ethernet module dedicated command)

Item

Description

Function

Sets the registered write password of the target file for file transfer in the Ethernet module.

Or, display/clear the current write password set in the Ethernet module.

Use this command only if a write password is registered in the target file of file transfer. The Ethernet module
performs a password check when the designated file is accessed.

Designation format

quote passwd-wr [write password]

One of the following is displayed as the execution result for a successful completion.

» When setting a write password: 200 Command successful

* When displaying a write password: 200 Write-password is "write password"

* When clearing a write password: 200 Command successful

* When displaying a write password with the write password not set: 200 Write-password is not set.

Designation example 1

To set the write password (ABCD1234@efgh) to the Ethernet module
quote passwd-wr 1234@ABCDefgh

Designation example 2

To display the write password currently set in the Ethernet module
quote passwd-wr

Designation example 3

To clear the write password currently set in the Ethernet module
quote passwd-wr ¢ or quote passwd-wr C

Caution

» One write password can be set in the Ethernet module. If the target file for file transfer changes and a password
is registered in the file which is at the changed destination, set the write password for the new target file in the
Ethernet module again.

» Upon login to the Ethernet module, the write password set is initialized or cleared.




CHAPTER 6 DEDICATED INSTRUCTIONS

CHAPTER 6 DEDICATED INSTRUCTIONS

The dedicated instructions are used to simplify programming for using the functions available for the intelligent function

module.

This chapter explains the dedicated instructions for the functions that are explained in this manual, among those
dedicated commands available for the Ethernet module that can be used in Q/LCPU.

6.1

Dedicated Instruction List and Available Devices

(1) Dedicated Instruction List

The following table lists the dedicated instructions explained in this chapter.

Application _Dedlcat_ed Functional description Reference
instruction
MRECV Reads received e-mails.” Page 157, Section 6.2
For E-mail sending/receiving
MSEND Sends e-mails."" Page 163, Section 6.3
READ Reads data from word devices of other station. Page 169, Section 6.4
Reads from other station's device (with completion
SREAD e ( P Page 205, Section 6.10
For reading/writing device data (For evice).
Q/L/QnACPU) WRITE Writes to other station's device.™ Page 215, Section 6.12
Writes to other station's device (with completion .
SWRITE . “ Page 210, Section 6.11
device).
Fi;(iimmunlcatlon For reading/ writing device data ZNRD Reads from other station's device. '™ Page 223, Section 6.13
wi e
For ACPU
programmable ( ) ZNWR Writes to other station's device. " Page 226, Section 6.14
controller CPU of -
other station™ SEND Sends data to other station.” Page 197, Section 6.9
. Reads receive data from other station. .
For message (any data) sending/ RECV . o Page 176, Section 6.5
. (For the main program)
receiving
Reads receive data from other station. .
RECVS . - Page 182, Section 6.6
(For interrupt programs)
For reading/writing clock data a Performs remote RUN/STOP to other station.” Page 186, Section 6.7
RE

Remote RUN/STOP

Reads/writes clock data of other station.?

Page 194, Section 6.8

*1
*2
*3

*4

The instruction cannot be used when the source or target station is a safety CPU.
Data cannot be written from other stations to a safety CPU.
When the target station is an A2UCPU(S1), ABUCPU, A4UCPU, or A2USCPU(S1), use a CPU module with the

following version or later.

* A2UCPU(S1), ABUCPU, A4UCPU: Version AY (manufactured in July, 1995) or later
« A2ASCPU(S1), A2USCPU(S1): Version CP (manufactured in July, 1995) or later

Data Link Instructions
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Point/’

® The user should not change data (control data, request data, etc.) designated with any of the dedicated instructions until
the execution of that instruction is completed.

® Only programmable controller CPUs of Q/LCPU modules can handle the higher two digits of the year (Gregorian

calendar) in the clock data that are processed with dedicated instructions.

Thus, when executing dedicated instructions on programmable controller CPUs other than Q/LCPUs, the data portion of
the higher two digits of the year is treated as "00H".

@ All dedicated instructions must be executed online.
If any of the dedicated instructions is executed offline, no error will occur, but the execution of the dedicated instruction

will not be completed.

® When accessing another station via an Ethernet module using a data link instruction, set the following parameters. (=5~

Page 66, Section 3.3)

« Setting the Station No. <-> |IP information

* Routing parameter settings

(2) Applicable device

The following devices are available for the dedicated instructions:

Internal device

Bit™

Word

File register

Constant2

X, Y, M, L,F,V,B

T,ST,C,D,W

R, ZR

*1 Word device bit designation can be used as bit data.

Word device bit designation is done by designating [Word device, Bit No.]

(Designation of bit numbers is done in hexadecimal.)

For example, bit 10 of DO is designated as [DO.A].

However, there can be no bit designation for timers (T), retentive timers (ST) and counters (C).
*2 Available devices are given in each of the Constant field.
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6.2 ZPMRECV

This instruction reads received e-mails.

Applicable device
Setting . Link direct device Intelligent
Internal device Fil i
data ile register Joo function module | Index register Zn Constant Others
R, ZR . K, H, $
Bit Word Bit Word device UO\GOI
() - o - - -
(D1) — @) — — —
(D2) @) o — — —
[Instruction [Executing
symbol] condition]
‘ Command
ZP.MRECV I I lzp.MRECV] "Un'| (5) | (O1) | D2)
‘ *1
*1 If the originating station is a Basic model QCPU (function version B or later), a Universal model QCPU, or an LCPU, " "
(double quotation) of the first argument can be omitted.
6.2.1 Setting data
Setting data Description Set by Data type
"Un"Un Start I/O signal of the own station's Ethernet module User String/Binary 16
(00 to FEH: Higher 2 digits of the 3-digit I/O signal) bits
(S) Head device of the own station that stores the control data. User, system
(01) Head device of the own station that stores the contents of the received e-mail Device name
(header + attached file). o
System N
(D2) Own station device that is turned on for one scan by completion of the instruction. Bit %
(D2) + 1 turns on if the instruction execution completes abnormally. =
Py
m
(@]
<

*1 The "Set by" column indicates the following:
« User: Data is set by the user before executing a dedicated instruction.
« System: The programmable controller CPU stores the execution result of a dedicated instruction.
The local devices and the file register for each program cannot be used as the device used for the setting data.

Point/’

The MRECYV instruction can be executed only when the own station is a Q/LCPU.

@COCOCO‘OlO‘0‘COCOCOCO'.CO‘O‘Q‘COCOCOCOCOCO‘.‘Q‘QOCCOCOCOC

The number of steps for the MRECYV instruction is 10.
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6.2.2

Control data

(Sunday) to 06H (Saturday))

Setting
Device Item Setting data al
] range Set by
b15 to b10 b9 b8 b7 to b0
Lo [2fofn] 0
1) Complete type (bit 7)
Set whether or not the clock data setting is required at abnormal completion.
0: Clock data setting not required 0000H
($)+0 Execution type/complete Clock data is not stored in (S) + 11 to (S) + 15 when errors occur. 0080H User
type 1: Clock data setting required 0200H
Clock data is stored in (S) + 11 to (S) + 15 when errors occur. 0280H
2) Execution type (bit 9)*2
Designate whether or not to inquire if there are more mails on the server after
reading receive mails.
0: Do not inquire. (Do not read the receive mail information.)
1: Inquire (Read the receive mail information)
Store the status at the completion of the instruction.
(S)+1 Completion status 0: Normal — System
Other than 0: Abnormal (error code)’3
Designate the mail number to be read when multiple mails are received.
S)+2 Mail number to be read 0: Head mail 0 or higher | User
1 or higher: Designated mail
(S)+3
: System area — — —
(S)+8
At Designate the data length (header + attached file) of the e-mail that can be stored in | o to 6517
instruction (D1) + 0to (D1)+ n. +n (header: 1 to ?73, attac.hed file: 1 to 6144). (Words) User
) execution 0: Adjust to the data length of the received e-mail. Including
(s)+g | Recelvedata 1 to 6517: The number of data that will be stored in (D1 to D1 + ) the header
length
At the This stores the data length (header + attached file) of the e-mail stored in (D1) + 0 to | length
instruction | (D1) +n. described System
completion | 1to 6517: The number of received data stored in (D1) + 0 to (D1) + n below
At Designate the data length of the mail's header that can be stored in (D1) + 0 to (D1)
instruction o 0to 373 User
execution 0: Adjust to the header data length of the received mail. (Words)
(S)+10 Header length 1 to 373: The number of data that will be stored in (D1 to D1 + n)
At the ) .
instruction Store the data length of the mail's header that was stored in (D1) + 0 to (D1) + n. _ Systern
) 1 to 373: The number of receive data that was stored in (D1 to D1 + n). y
completion
Store the valid/invalid status of the clock data in ((S) + 12 to (S) + 15).
S)+1 Clock set flag 0: Invalid — System
1: Valid
(S)+12 Higher 8 bits: month (01H to 12H), lower 8 bits: last 2 digits of year (00H to 99H)
(S)+13 Higher 8 bits: hour (O0H to 23H), lower 8 bits: date (01H to 31H)
—— Clock data (set only if an
(S)+ 14 error oceurs) Higher 8 bits: second (00H to 59H), lower 8 bits: minute (O0H to 59H) - System
(S)+ 15 Higher 8 bits: first 2 digits of year (00OH to 99H), lower 8 bits: day of the week (00H
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*1

*2

CHAPTER 6 DEDICATED INSTRUCTIONS

The "Set by" column indicates the following:

User: Data is set by the user before executing a dedicated instruction.
System: The programmable controller CPU stores the execution result of a dedicated instruction.

The following shows a description of the processing after the MRECYV instruction is executed by selecting the execution

type.

Setting option

Description of processing

Merit

Demerit

Do not inquire
(Do not read)

» Execute only the read processing of e-
mails from the mail server.

* Inquire (read) about information on
receive mails remaining on the mail
server after the time setin a
programming tool parameter.

No extra read processing is executed
when there are no mails on the mail
server.

Even if mails remain on the mail server,
they cannot be read immediately.

Mails tend to accumulate on the mail
server.

Inquire
(Read)

« Execute the read processing of e-mails
from the mail server.

« After executing the MRECYV instruction,
the inquiry (read) processing of
information on receive mails remaining
on the mail server is also executed.
(Inquire whether or not mails are
received immediately.)

Receive mails stored on the mail server
can be read in succession.

Inquiries to the mail server are more
frequent.

More processing in the module affects
other internal processing.

*3

For a list of error codes, see the User's Manual (Basic).

AJOIFHN'dZ 29
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6.2.3 Receive data
Setting
Devi It ing d Al
evice em Setting data e Set by
(D1)+0
: Receive data This stores the contents (header + attached file) of the received e-mail. — System
(D1) +n

*1 The "Set by" column indicates the following:
+ User: Data is set by the user before executing a dedicated instruction.
+ System: The programmable controller CPU stores the execution result of a dedicated instruction.

Point/’

The receive data storage device (D1) requires a contiguous free area equal to or greater than the receive data length ((S) +
9) (maximum of 6517 words).

6.2.4 Functions

160

(1) This instruction reads receive mails from the mail server.

CPU module  Ethernet module ' Mail server

3 Buffer memory / Destination mail address

Header Header (Subject, etc)

i Attached file Kl— Main text
Attached file

|MRECV|“Un"| (S) |(D1)|(D2)‘

(2) If a received e-mail contains data exceeding the reception data length ((S) + 9)
designated in the control data of the MRECYV instruction, only the data
equivalent to the designated reception data length will be stored and the
remaining data will be ignored.

(3) Whether or not there are mails on the mail server can be determined by the on
(receive mail)/off (no receive mail) of bit 15 of the mail information area
(address: 2682H (9858)) in the buffer memory.

The information in the mail information area is updated when the MRECYV instruction execution completes.
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(4) Whether the MRECYV instruction is being executed or has been completed
normally or abnormally can be checked with the completion device (D2) or
completion status display flag ((D2) + 1) designated in the set data.

(a) Completion device (D2)
Turns on at the END processing of the scan where the MRECYV instruction is completed, and turns off at the
next END processing.

(b) Status display device at completion ((D2) + 1)
Turns on and off depending on the completion status of the MRECYV instruction.
Normal completion: Stays off and does not change.
Abnormal completion: Turns on at the END processing of the scan where the MRECYV instruction is completed,
and turns off at the next END processing.
[Operation when the MRECYV instruction is being executed]

Mail information area  (b15) 'Z
MRECYV instruction ( \ >2 / |
completion device (D2) \ \ [

(D2)+1

******

Inquiry time interval

Mail E Mail
Ethemet module / [ vai | | Mail_|

Inquiry Inquiry time interval T

A

v v

. A
Mail server Mail

i

AJOIFHN'dZ 29

6.2.5 Errors

(1) When a dedicated instruction completes abnormally, the abnormal completion
signal (D2) + 1 turns on and the error code is stored in the completion status
(S) + 1.
See the following manuals regarding the error code, check the errors and take corrective actions.
<Error codes>

4FFFH or less: L1 User's Manual (Hardware Design, Maintenance and Inspection) for the CPU module used
COOOH or higher: L1 User's Manual (Basic)
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6.2

.6

Caution

6.2

(1) Construct an interlock circuit to prevent the MSEND instruction from being
executed while the MRECYV instruction is being executed.

(This is because the MRECV and MSEND instructions use the random access buffer memory area as a work

area.)

g

Program example

The following example shows a program that receives e-mails.

This program performs e-mail receive processing using the receive command (X21).

When 1/O signals of the Ethernet module are X/Y00 to X/Y1F

[SET

H200

KO

Ko

162

xo1
AL
IT
NGO  UO\GY858. F
— } [Movp
[Movp
[Movp
[Movp
[ZP. NRECV 0T 00
4o 0 .
— ¥ rdi ]
M r
| '
I I

60

DO

D2

D9

D10

i Processing program on normal completion

Processing program on abnormal completion;

¥

4

Designate to make inquiry
to the server.

Designate to read the head mail.

Designate to adjust to the data
length of the receive mail.

Designate to adjust to the header
data length of the receive mail.

Read receive mails.



6.3

ZP.MSEND

CHAPTER 6 DEDICATED INSTRUCTIONS

This instruction sends e-mails.

Applicable device
Setting . Link direct device Intelligent
Internal device Fil i
data ile register Joo function module | Index register Zn Constant Others
R, ZR . K, H, $
Bit Word Bit Word device UO\GOI
(S1) — @) — — —
(S2) — @) — — —
(D) O O — — _
[Instruction [Executing
symbol] condition]
| Command
ZP.MSEND | I I zpmsenp|un'| (s1) | 20 | D)
*1
*1 If the originating station is a Basic model QCPU (function version B or later), a Universal model QCPU, or an LCPU, ""
(double quotation) of the first argument can be omitted.
6.3.1 Setting data
Setting data Description Set by Data type
"Un"/Un Start I/O signal of the own station's Ethernet module User String/Binary 16
(00 to FEH: Higher 2 digits of the 3-digit I/O signal) bits
(s1) Head device of the own station that stores the control data. User, system
(s2) Head device of the own station that stores the contents of the e-mail to be sent User Device name
((Subject + attached file) or (Subject + main text)).
Own station device that is turned on for one scan by completion of the instruction. .
(D) ) ) ) ) System Bit
(D) + 1 turns on if the instruction execution completes abnormally.

*1 The "Set by" column indicates the following:
« User: Data is set by the user before executing a dedicated instruction.
» System: The programmable controller CPU stores the execution result of a dedicated instruction.
The local devices and the file register for each program cannot be used as the device used for the setting data.

Point />

The MSEND instruction can be executed only when the own station is a Q/LCPU.

The number of steps for the MSEND instruction is 10.

© 0 000000000000 000000000000 00000000000000000000000000C0O0COCCKCIEOSIEOSIEOSIEDOSIOITDOLOIOS
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6.3.2

Control data

Device

Item

Setting data

Setting
range

Set by

(S1)+0

Execution/complete
type
Send data format

b15 to b12 to b8 b7 to b0
Lo | 2) [ 1) ] 0 |

1) Complete type (bit 7)

Set whether or not the clock data setting is required at abnormal completion.

0: Clock data setting is not required - Clock data is not stored in (S1) + 11 to (S1) + 15 when
errors occur.

1: Clock data setting required - Clock data is stored in (S) + 11 to (S) + 15 when errors occur.

2) Send data format (bit 12 to bit 8)

Designate the format of data to be sent.

(When sending data as an attached file)

+ 00000: Binary data

+ 01000: ASCII data (converted from binary to ASCII)

+ 01001: CSV data (converted from binary to CSV)

(When sending data as the main text)

» 10000: Binary data

[Precautions when designating the main text of e-mail]

* The setting of (bit 11 to bit 8) is invalid when the main text is designated.

+ Designate the main text using ASCII characters in a sequence program (the Ethernet
module does not convert it to ASCII).

* The following binary code data is treated as control codes.

ODOAH: Line feed code CR + LF

00H: End of main text

* It is recommended to limit the data written in one line of the main text to 78 characters or
less. (Be sure to add a line feed code CR + LF (ODOAH) at the end of the main text lines.)

(As
described
in the left)

User

(S1)+1

Completion status

Store the status at the completion of the instruction.
0: Normal

Other than 0: Abnormal (error code)?

System

(S1)+2

Send destination
number

Designate the external device to which the e-mail is sent by the setting number of the
"Ethernet send mail address setting" with a programming tool.
1 to 16: The setting number of the destination external device

1to0 16

User

(S1)+3

(é1)+8

System area

(s1)+9

Send data length

Designate the data length ((Subject + attached file) or (Subject + main text)) of the e-mail
stored in (S2) + 0 to (S2) + n.

1) When sending data as an attached file (Subject: 0 to 373, attached file: 1 to 6144)

1 to 6517: The data length of e-mail (words)

2) When sending data as the main text (Subject: 0 to 373, Main text: 1 to 960)

1 to 1333: The data length of e-mail (words)

1106517
or
1101333

User

(S1) + 10

Subject length

Designate the data length of the Subject of the e-mail stored in (S2) + 0 to (S2) + n.
0 to 373: The data length of the Subject (words)

0to 373

User

(81) + 11

Clock set flag

This stores the valid/invalid status of the clock data in ((S1) + 12 to (S1) + 15).
0: Invalid
1: Valid

System

(s1)+12
(S1) + 13
(S1)+ 14

(S1)+15

Clock data (set only
if an error occurs)

Higher 8 bits: month (01H to 12H), lower 8 bits: last 2 digits of year (00H to 99H)

Higher 8 bits: hour (O0H to 23H), lower 8 bits: date (01H to 31H)

Higher 8 bits: second (00H to 59H), lower 8 bits: minute (00H to 59H)

Higher 8 bits: first 2 digits of year (00H to 99H), lower 8 bits: day of the week (00H (Sunday)
to 06H (Saturday))

System

164

*1 The "Set by" column indicates the following:
» User: Data is set by the user before executing a dedicated instruction.
+ System: The programmable controller CPU stores the execution result of a dedicated instruction.
*2 For a list of error codes, see the User's Manual (Basic).
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6.3.3 Send data

Setting
Device Item Setting data 1
Vi ing range Set by
(S2)+0
: Send data Designate the contents of e-mail ((Subject + attached file) or (Subject + main text)) to be sent. | — User
(S2) +n

*1 The "Set by" column indicates the following:
» User: Data is set by the user before executing a dedicated instruction.
» System: The programmable controller CPU stores the execution result of a dedicated instruction.

6.3.4 Functions

(1) This instruction sends mails to the designated external device.

(a) When sending data as an attached file

CPU module Ethernet module Mail server

‘MSEND |"Un"|(s1) |(sz)| (D) |

Transmission destination
number = mail address

Send destination
mail address

Subject

_—

Main text

! Attached file

Attached file name =
mmddhhss.bin

(b) When sending data as main text

AaN3ISW'dZz €9

CPU module Ethernet module Mail server

‘MSEND|"Un"‘(S1)|(SZ)| (D) |

number = mail address

Subject
Main text

Transmission destination : Send destination
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(2) Whether the MSEND instruction is being executed or has been completed
normally or abnormally can be checked with the completion device (D) or
completion status display flag ((D) + 1) designated in the set data.

(a) Completion device (D)
Turns on at the END processing of the scan where the MSEND instruction is completed, and turns off at the
next END processing.

(b) Status display device at completion ((D) + 1)
Turns on and off depending on the completion status of the MSEND instruction.
Normal completion: Stays off and does not change.
Abnormal completion: Turns on at the END processing of the scan where the MSEND instruction is completed,
and turns off at the next END processing.
[Operation when the MSEND instruction is being executed]

MSEND instruction N Yl
Completion device (D) \ / :|

(D)+1 ( iiiiii

Ethernet module Mail

Mail server -
Mail
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CHAPTER 6 DEDICATED INSTRUCTIONS

6.3.5 Errors

(1) When a dedicated instruction completes abnormally, the abnormal completion
signal (D) + 1 turns on and the error code is stored in the completion status
(S1) +1.

See the following manuals regarding the error code, check the errors and take corrective actions.
<Error codes>

4FFFH or less: L1 User's Manual (Hardware Design, Maintenance and Inspection) for the CPU module used
CO0O0H or higher: L1 User's Manual (Basic)

6.3.6 Caution

(1) Construct an interlock circuit to prevent the MSEND instruction from being
executed while the MRECYV instruction is being executed.

(This is because the MRECV and MSEND instructions use the random access buffer memory area as a work

area.)

6.3.7 Program example

The following example shows a program that sends e-mails.

(1) When sending data as an attached file

(o]
This program performs e-mail transmission processing using the send command (X20). ﬁ
o
When 1/O signals of the Ethernet module are X/Y00 to X/Y1F =z
i
z
X20 O
| {MOVP  H800 D20 1 Designate ASCII as the send
data format.
[ MovP K1 D22 1 Designate the send destination
number.
{ MovP K10 D29 1 Designate the send data length.
{MovP K7 D30 ] Designate the subject length.

[$MOVP  “testmail msend” D200 1 Designate subject.

{MOVP  H1234 D207 ] Designate the attached file.

[MOVP  H5678 D208 ]

[MOVP  HOABC D209 ]

[ZP. MSEND “00” D20 D200 M10 T send the e-mail.
M10 Mi1 e -
— | F ! Processing program on normal completion |
Mi1 P mmm e e e »
— | \Processing program on abnormal completion]

|
L om e e e e e e e e e e e e e m e m == 4
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(2) When sending data as main text

This program performs e-mail transmission processing using the send command (X20).

When 1/O signals of the Ethernet module are X/Y00 to X/Y1F

168

X20
— | [MOVP  H1000 D20 1
[MovP ki1 D22 1
[MOVP K16 D29 1
{Movp K7 D30 1
{$MOVP  “testmail msend” D200 1
{$MOVP  “Error Machinel 001" D207 1
[ ZP. NSEND “00” D20 D200 10 1
10 M1 R R L EEEE R -
— | r s ! Processing program on normal completion !
M1 B LT S EELEEEEE -
— | \Processing program on abnormal completion;
T IR L e -

Designate main text as the send
data format.

Designates the send destination
number.

Designate the send data length.
Designate the subject length.
Designate subject.

Designate the main text.

Send the e-mail.



CHAPTER 6 DEDICATED INSTRUCTIONS

6.4 JP/GP.READ

This instruction reads data from word devices of other stations.

Applicable device
in Link dir: Vi i
s:t:tag Internal device FiIeRre;i:ter dJI;(\:Itjde - fun:.:r:zlrl\lf::iule Index register Zn Colr(\s:lant Others
Bit Word ’ Bit Word device UO\GO g
(S1) — @) —
(S2) — o @) —
(D1) — @) —
(D2) @) -

*1 T, C, D, W, ST, SD, or SW can be used.

[Instruction [Executing
symbol] condition]

Command

I I | JPREAD | un | 51) [ 52) | @) [ (D2) |—

JP.READ

Command

I I | GPREAD | Un | (1) | (82) [ @) | 02) |—

GP.READ
The following format can be used only when the own station is a Universal model QCPU or an LCPU.

[Instruction  [Executing
symbol] condition]

Command

I I [ opReEAD | un | (s1) [s2y | O1) [ 02) F—

f 2
=

JP.READ

Command

avad'do/dr v'9

I I [ epreap [ un | (s1) ["s2r | 01 [02) |—
*2

GP.READ

*2 If the device setting in PLC Parameter is different between the own and target stations, use "(S2)
marks).

(with doublequotation
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6.4.1

Setting data

Setting data Description Set by’ Data type

n Network number of the own station (1 to 239, 254) Binary 16 bits

254: Network designated in a valid module for other station access 24

User

Un Start I/O signal of the own station's Ethernet module Character strin

(00 to FEH: The higher 2 digits of the 3-digit I/O signal) d
(S1) Head device of the own station that stores the control data. User, system
(S2) Head device of the target station from which data is read. User Device name
(D1) Head device of the own station that stores data read.
(D2) Own station device that is turned on for one scan by completion of the instruction. | System Bit

(D2) + 1 turns on if the instruction execution completes abnormally.

*1 The "Set by" column indicates the following:

» User: Data is set by the user before executing a dedicated instruction.
+ System: The programmable controller CPU stores the execution result of a dedicated instruction.

The local devices and the file register for each program cannot be used as the device used for the setting data.
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® The READ instruction can be executed only when the target station is the Q/L/QnACPU.

(The READ instruction cannot be executed for an ACPU connected to the MELSECNET/10 or Ethernet network
systems.)
Therefore, the target station numbers should be the station numbers of Q/L/QnACPU.

When reading data from the other station CPU module device with the READ instruction, specify the device within the
range applicable to the host station CPU module.

(Head device number to be read in other station CPU module (S2)) + (number of read points -1) < (last device number of
host station CPU module)

Last device number in host station CPU module having the same device name as (S2).

Use the file register (ZR) when specifying the expansion data register (D) or the expansion link register (W) that are out of
area of the data register (D) or the link register (W) on the host CPU module respectively (excluding the Universal model
QCPU and the LCPU).

For how to calculate areas for the file register (ZR), refer to the User's Manual (Function Explanation, Program
Fundamentals) for the CPU module used.

(Example)

When not assigning the data register (D) of the other station CPU module, or assigning all of the 32K points of the file
register (ZR) to the expansion data register (D).

CPU module CPU module
on the own station *1 on another station
DO DO ZRO
. Expansion data P
Data register register Specify within DO to 12287
D12287 ____D12287( | ZR12287
D12288 ZR12288
Specify within ZR12288 to 32767
D32767 ZR32767

*1 File register with 32K points or more is required for the CPU module on the own station.

@COCQ‘Q.C.COCOCOCOl0l0‘Q‘C.COCOCOCOCOCOCQ‘C.COCOCOCCOCOCQ‘

The number of steps for the READ instruction is 9.



6.4.2

CHAPTER 6 DEDICATED INSTRUCTIONS

Control data

Device

Item

Setting data

Setting range

Set by

(s1)+0

Abnormal
complete type

to b0

[ 1]

b15 to b8 b7

0 [2) [ 1) ] 0
1) Abnormal complete type (bit 7)

Set whether or not the clock data setting is required at abnormal completion.

0: Clock data setting is not required --- Clock data is not stored in (S1) + 11 to (S1) + 17
when errors occur.

1: Clock data setting required - Clock data is stored in (S) + 11 to (S) + 17 when errors
occeur.

2)  Arrival monitoring time unit (bit 8)

Set a unit for arrival monitoring time. Set the arrival monitoring time to (S1) + 8.

0: Increments of 1s

1: Increments of 100ms

0001H
0081H
0101H
0181H

User

(S1) + 1

Completion
status

Store the status at the completion of the instruction.
0: Normal

Other than 0: Abnormal (error code) 2

System

(S1)+2

Channel used by
the own station

Designate the channel used by the own station.
1 to 8 (channel)

1t08

User

(s1)+3

Target station's
CPU type'3

Specify the programmable controller CPU of the access destination in the target station.

+ 0000H: Control CPU (The access destination is the same as that with 03FFH
selected.)

« 03DOH: Control system CPU"®

+ 03D1H: Standby system CPU™

« 03D2H: System A CPU

* 03D3H: System B CPU

* 03FFH: Control CPU

0000H
03DOH to 03D3H
03FFH

User

(S1) + 4

Target station
network number

Designate the network number of the target station.

1 to 239: Network number

254: When 254 is designated in Jn (The network designated by the valid module during
other station access)

1to 239, 254

User

(S1)+5

Target station
number

(Fixed value)

110120

User

(S1)+6

0

User

(s1)+7

Number of
resends

1) At the instruction execution

Set the number of resends when the instruction is not completed within the monitoring
time designated by (S1) + 8.

0to 15 (times)”’

2) At the instruction completion

Store the number of resends executed (result).

0 to 15 (times)

Oto 15

User
System

(s1)+8

Arrival monitoring
time

When setting "1s" to (S1) + 0 (arrival monitoring time unit)
Set a value greater than or equal to the TCP resend timer

. . . value for the monitoring time up to instruction processing
When the instruction fails

to complete within the
monitoring time, it is
resent for the number of
resends designated in

termination.

0 to TCP resend timer value: Monitoring is performed by the
time set to the TCP resend timer.

(TCP resend timer value + 1) to 16383: Monitoring time
(unit: Second)

0 to 16383

(s1)+7.7 , , —
When setting "100ms" to (S1) + 0 (arrival monitoring time

unit)
1 to 65535: Monitoring time (unit: 0.1 seconds)

110 65535

User

(S1)+9

Read data length

Designate the number of data to be read.
When reading from Q/LCPU: 1 to 960 (Word)

When reading from QnACPU: 1 to 480 (Word)™®

1to 960

User

(s1)+10

(Not used)
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Device Item Setting data Setting range Set by
Store the valid/invalid status of the data in ((S1) + 12 to (S1) + 17).
This data is stored only when the bit 7 of Abnormal complete type ((S1) + 0) is 1.
1)+ 1 Clock set flag The stored value is not cleared even when the dedicated instruction is normally o System
completed.
0: Invalid
1: Valid
The clock data upon abnormal end is stored in BCD.
This data is stored only when the bit 7 of Abnormal complete type ((S1) + 0) is 1.
The stored value is not cleared even when the dedicated instruction is normally
completed.
(81)+12 | Clock data (set b15 to b8 b7 to b0
: only if an error (S1)+12 Month (01H to 12H) Year (00H to 99H), Last 2 digits — System
+
(S1)+15 | oceurs) (S1)+13 Hour (00H to 23H) Date (01H to 31H)
(S1)+14 Second (00H to 59H) Minute (00H to 59H)
(S1)+15 Year (O0H to 99H), First 2 digits | Day of the week (00H to 06H)
00H (Sun.) to 06H (Sat.)
Stores the network number of the station that detected an abnormality.
Abnormal This data is stored only when the bit 7 of Abnormal complete type ((S1) + 0) is 1.
(S1)+ 16 detection network | The stored value is not cleared even when the dedicated instruction is normally —
number™ completed.
1 to 239 (Network number)
System
Abnormal Stores the station number of the station that detected an abnormality.
detection station This data is stored only when the bit 7 of Abnormal complete type ((S1) + 0) is 1.
(S1)+17 The stored value is not cleared even when the dedicated instruction is normally —

number
4

completed.
1 to 120 (Station number)
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Point/

® The data read storage device (D1) requires a contiguous free area equal to or greater than the length of the data read
((S) + 9) (maximum of 960 words).

® The number of resends ((S1) + 7) must be set at every instruction execution.

*1 The "Set by" column indicates the following:
» User: Data is set by the user before executing a dedicated instruction.
» System: The programmable controller CPU stores the execution result of a dedicated instruction.
*2 For a list of error codes, see the User's Manual (Basic).
*3 It can be specified when the own station has an Ethernet module of function version D or later.
(Not available for any other case. Access to the control CPU is required.)

*4 Nothing is stored if the execution source detects an error when receiving an instruction.

*5 When the READ instruction is executed to the redundant system with a control system or standby system CPU
specified, the instruction may be unsuccessfully completed due to system switching occurred on the target station (error
code: 4244H, 4248H).

If this has occurred, execute the READ instruction again.

*6 When data of more than 480 words is specified, a C084H error occurs on the own station. Check the read data length (1
to 480 words) and execute the READ instruction.

*7 For how to determine the setting values of the number of resends and arrival monitoring time and their setting examples,
refer to Page 231, Appendix 1.

@COCQ‘Q.C.COCOCOCOl0l0‘Q‘C.COCOCOCOCOCOCQ‘C.COCOCOCCOCOCQ‘

The allowable read data length ((S1) + 9) of the READ instruction varies depending on the version. (L1 User's Manual

(Basic))

Specifying a length value outside the setting range will cause a 4101 error (OPERATION ERROR) on the own station.



6.4.3

CHAPTER 6 DEDICATED INSTRUCTIONS

Functions

(1)

(2)

&)

This instruction designates the target network number and target station
number of a station connected to other networks or Ethernet in the control
data and reads the data of designated word devices of that station.

When reading the device data is completed, the completion device designated by (D2) turns on.

[Own station] [Response station]
Programmable Programmable
controller CPU Ethernet module controller CPU Ethernet module
(D1) Channel 1 (S2)
READ

< Channel n

Channel 8

Ethernet

Device data can be read from stations connected to other networks or Ethernet
having the specified network number, in addition to stations connected to the
own station's network.

The data link instructions and the Ethernet instructions cannot be executed
from two or more stations at the same time on the same channel.

If the execution conditions are met at two or more locations at the same time, instructions to be executed later
have to wait until the channel becomes available because handshaking is automatically performed at the
execution of the first instruction.
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(4) Whether the READ instruction is being executed or has been completed
normally or abnormally can be checked with the completion device (D2) or
completion status display flag ((D2) + 1) designated in the set data.

(a) Completion device (D2)
Turns on at the END processing of the scan where the READ instruction is completed, and turns off at the next
END processing.

(b) Status display device at completion ((D2) + 1)
Turns on and off depending on the completion status of the READ instruction.
Normal completion: Stays off and does not change.
Abnormal completion: Turns on at the END processing of the scan where the READ instruction is completed,
and turns off at the next END processing.
[Operation of the own station when the READ instruction is being executed]

END END END END
processing  processing processing  processing
Sequence program "

READ instruction

ON execution is completed \
OFF H ‘

READ instruction n——— -

|
|
|
|
|
|
!
T
|
|
|
|
|
|
T
I
|

completion

One scan

Status display device _OFF
at completion

ON |
OFF }
Send/receive i : ‘
instruction flag ! ! ‘ON
OFF 1 ;
Completion device 1 ””””” ! Abnormal
: . ON_completion
! ! 4 Normal |

(5) When executing the instruction using JP.READ/GP.READ, the read processing
is executed only once when the read instruction flag switches from off to on
(at rise).

6.4.4 Errors

(1) When a dedicated instruction completes abnormally, the abnormal completion
signal (D2) + 1 turns on and the error code is stored in the completion status
(S1) +1.

See the following manuals regarding the error code, check the errors and take corrective actions.
<Error codes>

4FFFH or less: L1 User's Manual (Hardware Design, Maintenance and Inspection) for the CPU module used
CO00H or higher: L1 User's Manual (Basic)
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6.4.5 Program example

The following example shows a program that reads data from D10 to 14 of station number 4 to D200 to 204 of station
number 1.
When 1/O signals of the Ethernet module are X/Y40 to X/Y5F

X20
il {wov et D0 } Clock data setting required
Control
data
setting {Mov k3 D2 J Channel used by the own station
command
{Mov HO D3 J CPU type of the target station
(control CPU)
{Mov K20 D4 J Target station network number
fmov K4 D5 } Target station number
{Mov k20 D8 J Arrival monitoring time (20s)
[mov K5 D9 J Read data length (5 words)
x21 X59
— | [Mov K5 07 } Number of resends
Read
command .
{JP.READ J20 D0 D10 D200 Mo 3 X59: Initial normal
W completion signal
i } . Processing program on read completion
i e
£ i Processing program on normal completion
M e
! !Processing program on abnormal completioni- Read error code, etc.
1 I
| —{mov b1 D100} |

avad'do/dr v'9
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6.5 JP/GP.RECYV (for the Main Program)

This instruction reads received data.

Applicable device
in Link dir Vi i
s::tag Internal device File register dJ;‘\;Ede - funlcr;:z:l?:::lule Index register Zn Constant Others
Bit Word R,ZR Bit Word device UO\GO 26l
(S) - o -
(D1) — O —
(D2) O —

[Instruction [Executing

symbol] condition]
Command
I } lopRECV | on | (5) | 1) | D2) —
JP.RECV
Command
I I leP.RECV | Un | () | O1) | (02) |—
GP.RECV
6.5.1 Setting data
Setting data Description Set by Data type
n Network number of the own station (1 to 239, 254) Binary 16 bits
254: Network designated in a valid module for other station access v
User
Un Start I/O signal of the own station's Ethernet module Character strin
(00 to FEH: The higher 2 digits of the 3-digit I/O signal) 9
(S) Head device of the own station that stores the control data. User, system
Device name
(D1) Head device of the own station that stores the receive data.
D2) Own station device that is turned on for one scan by completion of the instruction. | System Bit

(D2) + 1 turns on if the instruction execution completes abnormally.
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*1 The "Set by" column indicates the following:
» User: Data is set by the user before executing a dedicated instruction.
+ System: The programmable controller CPU stores the execution result of a dedicated instruction.
The local devices and the file register for each program cannot be used as the device used for the setting data.

Point/

The RECYV instruction can be executed only when the own station is a Q/L/QnACPU.

The number of steps for the RECV instruction is 8.




6.5.2

CHAPTER 6 DEDICATED INSTRUCTIONS

Control data

Setting o

Device Item Setting data 1

Vi ing range Set by
b15 to b8 b7 b6 to b0
[o] to Jo[nJo] tw Jo]
(S)+0 Abnormal complete 1) Abnormal complete type (bit 7) 0000H User
type Set whether or not the clock data setting is required at abnormal completion. 0080H
0: Clock data setting is not required - Clock data is not stored in (S1) + 11 to (S1) + 17 when
errors occur.
1: Clock data setting required --- Clock data is stored in (S) + 11 to (S) + 17 when errors occur.
Store the status at the completion of the instruction.
(S)+1 Completion status | 0: Normal — System
Other than 0: Abnormal (error code) 2
Own station Designate the channel of the own station, where receive data are stored.
(8)+2 1t08 User
storage channel 1 to 8 (channel)
(S)+3 Channel.used bY Store the channel number used by the sending station. . System
the sending station | 1to 8 (channel)
Sending station Store the network number of the sending station.

S)+4 — System
) network number 1 to 239: Network number y
(S)+5 Sending station Stores the station number of the sending station. o System

number 1 to 120: Station number (receive from the station with the indicated station number) 4
(S)+6 (Not used) — — —
S)+7 (Not used) — — —
Set a value greater than or equal to the TCP resend timer value for the monitoring time up to
instruction processing termination.
Arrival monitorin When the instruction fails to complete within the monitoring time, abnormal completion
©+8 | 9 | oceurs. 0to 16383 | User
0 to TCP resend timer value: Monitoring is performed by the time set to the TCP resend
timer.
(TCP resend timer value + 1) to 16383: Monitoring time (unit: s)
. Stores the word count of the receive data stored in (D1) to (D1) + n.
Receive data .
8)+9 lenath 0: No receive data — System
9 1 to 960: Word count of receive data
(S)+10 (Not used) — — —
Store the valid/invalid status of the data in ((S) + 12 to (S) + 17).
This data is stored only when the bit 7 of Abnormal complete type ((S) + 0) is 1.
(S)+ 11 Clock set flag The stored value is not cleared even when the dedicated instruction is normally completed. | — System
0: Invalid
1: Valid
The clock data upon abnormal end is stored in BCD.
This data is stored only when the bit 7 of Abnormal complete type ((S) + 0) is 1.
The stored value is not cleared even when the dedicated instruction is normally completed.
b15 to b8 b7 to b0
(S)+12 Clock data (set .
. (S1)+12 Month (01H to 12H) Year (00H to 99H), Last 2 digits
: only if an error — System
(S)+15 | occurs) (81)+13 Hour (O0H to 23H) Date (01H to 31H)
(S1)+14 Second (00H to 59H) Minute (O0H to 59H)
(S1)+15 | Year (00H to 99H), First 2 digits | Day of the week (00H to 06H)
00H (Sun.) to 06H (Sat.)
Stores the network number of the station that detected an abnormality.
(S)+ 16 Abnormaldetection | This data is stored only when the bit 7 of Abnormal complete type ((S) + 0) is 1. _
network number’™3 The stored value is not cleared even when the dedicated instruction is normally completed.
1 to 239 (Network number)
System
Stores the station number of the station that detected an abnormality.
(S)+17 Abnormaldetection | This data is stored only when the bit 7 of Abnormal complete type ((S) + 0) is 1. .

station number™

The stored value is not cleared even when the dedicated instruction is normally completed.
1 to 120 (Station number)

177
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*1 The "Set by" column indicates the following:

» User: Data is set by the user before executing a dedicated instruction.

+ System: The programmable controller CPU stores the execution result of a dedicated instruction.
*2 For a list of error codes, see the User's Manual (Basic).
*3 Nothing is stored if the execution source detects an error when receiving an instruction.

Point/’

@ The receive data storage device (D1) requires a contiguous free area equal to or greater than the receive data length ((S)
+ 9) (maximum of 960 words).

® Execute the RECV instruction every time the corresponding channel's bit in the RECV instruction execution request area
(address: 205) of the buffer memory turns on (there is receive data).

Buffer memory (Address: 205 (CDw))

15 to 8 7 6 5 4 3 2 1 0
Bit location | 0 ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ |
4 to + r Channel 1
Channel 2
to
Channel 8

® When the Ethernet modules on the same network are installed at the receive station, execute RECV instruction by
specifying Un of the Ethernet module which stores the data sent by SEND instruction.
When the RECYV instruction is executed with Jn specified, a programmable controller CPU executes the RECV instruction
to a module having the smallest start /O No.
(Example) Specify "U2" when executing the RECV instruction at station No.3 in response to the SEND instruction from

station No.1.
N k No.1

e — e — =

: ’ v |

(Sending station) | CPU Ethernet CPU Ethernet | Ethernet (Receiving station)
module module | module
HE—{ senp | Station Staton  Staton HE— RECVU2 H

No.1 No.2 No.3

The allowable receive data length ((S) + 9) of the RECV instruction varies depending on the version. (L1 User's Manual
(Basic))
Specifying a length value outside the setting range will cause a 4101 error (OPERATION ERROR) on the own station.
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6.5.3 Functions

(1) This instruction reads the data sent by a station connected to other networks
or Ethernet that were specified with the network number and station number of
the control data from the own station's Ethernet module.

Data is sent using the SEND instruction.

When data is received from the sending station, the receive data is stored in the channel of the own station
designated with the sending station, and the corresponding bit in the RECV instruction execution request area
(address: 205) of the Ethernet module buffer memory turns on. The received data is read from the receive data
storage channel using the ON status of the corresponding bit of the RECV instruction execution request area to
time the reading operations.

When reading the receive data from the Ethernet module is completed, the completion device designated by (D2)

turns on.
[Own station] [Response station]
Programmable Programmable
controller CPU Ethernet module controller CPU Ethernet module
(D1) Channel 1 (D1) Channel 1
RECV SEND | (S)+2
e -1 Channeln |- B Sl e » Channeln +--
Channel 8 Channel 8 i
Ethernet

(2) The instructions for Ethernet module cannot be executed to two or more
locations for the same channel.

If the execution conditions are met at two or more locations at the same time, instructions to be executed later
have to wait until the channel becomes available because handshaking is automatically performed at the
execution of the first instruction.

(3) RECVS instruction (for interrupt program) cannot be used with the instruction
for data link in cases where the same channel is used to read receive data
using the instruction for data link.

(weiboid urey ayy 10)) ADIH dO/dr §°9
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(4) Whether the RECV instruction is being executed or has been completed
normally or abnormally can be checked with the completion device (D2) or
completion status display flag ((D2) + 1) designated in the set data.

(a) Completion device (D2)
Turns on at the END processing of the scan where the RECV instruction is completed, and turns off at the next
END processing.

(b) Status display device at completion ((D2) + 1)
Turns on and off depending on the completion status of the RECV instruction.
Normal completion: Stays off and does not change.
Abnormal completion: Turns on at the END processing of the scan where the RECV instruction is completed,
and turns off at the next END processing.
[Operation of the own station when the RECV instruction is being executed]

END END END END
processing  processing processing  processing
Sequence program @0 o —f—F——— F——F—————————— -~~~ ---

ON execution is completed\ !
RECYV instruction OFF H : l

RECV instruction oN :
execution request OFF
(buffer memory

|
|
|
|
|
|
|
|
T
|
|
|
|
|
|
T
|
|

at completion (D2) + 1

address: 205) :
OFF : 1—
Completion device (D2) —_——————— """ : Abnormal
:  ON_completion
. . ! ! 4" "Normal H
Status display device =~ OFF s 1 | __completion

One scan

(5) When executing the instruction using JP.RECV/GP.RECV, the read processing
is executed only once when the read instruction flag goes from off to on (at
rise).

6.5.4 Errors

(1) When a dedicated instruction completes abnormally, the abnormal completion
signal (D2) + 1 turns on and the error code is stored in the completion status
(S) +1.
See the following manuals regarding the error code, check the errors and take corrective actions.
<Error codes>

4FFFH or less: L1 User's Manual (Hardware Design, Maintenance and Inspection) for the CPU module used
COOOH or higher: LI1 User's Manual (Basic)
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6.5.5 Program example

CHAPTER 6 DEDICATED INSTRUCTIONS

The following example shows a program that reads receive data from channel 5.
When /O signals of the Ethernet module are X/Y00 to X/Y1F

X20

i fmov  mso b20 ] Clock data setting required
Control
data
setting
command
frov x5 D22 J Own station storage channel
{wov k20 D28 1 Arrival monitoring time (20s)
SM400 X19 U0\ " . .
F - {mov 6205 D110 J X19: Initial normal completion signal
D110.4
I—‘ } —{op.RECY 37 D20 D300 M10 I
77777 m,,,,,,,,,,,e o
I 1
F ' Processing program on receive completion —
M1l T
A— ' Processing program on normal completion ]
} — Read error code, etc.

—{ MOV D21

! I
M11 'Processing program on abnormal completion!

|

|

|

D100 }

+»When the data is stored in the receiving station channel, the bit corresponding to each
channel of buffer memory RECV instruction execution request area turns on.
Data can be read automatically by using this signal for the receive command.

The signal turns off when the RECV instruction is completed.
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6.6 Z.RECVS (for Interrupt Programs)

This instruction reads received data.

Applicable device
Setting . Link direct device Intelligent
Internal device Fil i
data ! eRr ezg: ter Joo function module | Index register Zn COI|(1$|t-Iant Others
Bit Word ’ Bit Word device UD\GOI '
(S) - o -
(D1) — @) —
(D2) @) —
[Instruction [Executing
symbol] condition]
| Command
| | {zrRecvs ['un'| (s) | 1) | (D2)
Z.RECVS | 1
*1 If the originating station is a Basic model QCPU (function version B or later), a Universal model QCPU, or an LCPU, " "
(double quotation) of the first argument can be omitted.
6.6.1 Setting data
Setting data Description Set by Data type
"Un"/Un Start I/0O signal of the own station's Ethernet module User String/Binary 16
(00 to FEH: The higher 2 digits of the 3-digit I/O signal) bits
(S) Head device of the own station that stores the control data. User, system
Device name
(D1) Head device of the own station that stores the receive data.
System
(D2) (Designate as dummy.) Bit

*1 The "Set by" column indicates the following:

» User: Data is set by the user before executing a dedicated instruction.
» System: The programmable controller CPU stores the execution result of a dedicated instruction.
The local devices and the file register for each program cannot be used as the device used for the setting data.

Point/’

The RECVS instruction can be executed only when the own station is a Q/LCPU.

The number of steps for the RECV instruction is 10.
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6.6.2

Control data

CHAPTER 6 DEDICATED INSTRUCTIONS

Setting
Device Item Setting data 1
Vi ing range Set by
(S)+0 Complete type Designate 0. 0 User
Store the status at the completion of the instruction.
(S)y+1 Completion status | 0: Normal — System
Other than 0: Abnormal (error code)?
(S)+2 Own station Designate the channel number that stores data to be read. 1108 User
storage channel 1 to 8: Channel number
Ch | used b
anne .use 4 Store the channel number used by the sending station.
(S)+3 the sending — System
. 1 to 8: Channel number
station
Sending station Store the network number of the sending station.
+ —
(S)+4 network number 1 to 239: Network number System
(S)+5 Sending station Stores the station number of the sending station. _ Svstemn
number 1 to 120: Station number (receive from the station with the indicated station number) 4
(S)+6
: System area — — —
(S)+8
. Stores the word count of the receive data stored in (D1) + 0 to (D1) + n.
Receive data .
(S)+9 lenath 0: No receive data — System
9 1 to 960: Word count of receive data
(S)+10 System area — — —
*1 The "Set by" column indicates the following:
« User: Data is set by the user before executing a dedicated instruction.
» System: The programmable controller CPU stores the execution result of a dedicated instruction.
*2 For a list of error codes, see the User's Manual (Basic).
6.6.3 Receive data
Setting o
Devi I i 1
evice tem Setting data - Set by
(D1)+0
: Receive data Store the receive data. — System
(D1)+n

Point />

The receive data storage device (D1) requires a contiguous free area equal to or greater than the receive data length ((S) +
9) (maximum of 960 words).

*1 The "Set by" column indicates the following:
» User: Data is set by the user before executing a dedicated instruction.

» System: The programmable controller CPU stores the execution result of a dedicated instruction.

The allowable receive data length ((S) + 9) of the RECVS instruction varies depending on the version. (LI User's Manual

(Basic))

Specifying a length value outside the setting range will cause a 4101 error (OPERATION ERROR) on the own station.
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6.6.4 Functions

(1) This instruction reads the data received from other stations (a station
connected to other networks or Ethernet) at the own station storage channel
((S) + 2) designated in the control data.

Data is sent using the SEND instruction.

When data is received from the transmission station, the receive data is stored in the channel of the own station
designated with the transmission station, and the interrupt program with the interrupt number (Ixx) set with a
programming tool is started.

The receive data is read using the RECVS instruction in this interrupt program.

[Own station] [Response station]
Programmable Programmable
controller CPU Ethernet module controller CPU Ethernet module
(D1) Interrupt Channel 1 (D1) Channel 1
occurrence
RECVS SEND +2
N Channeln |-~ Rt b ¥ (-S-)---> Channeln -2
Channel 8 Channel 8 i
Ethernet

I: Scan :I

Sequence program | 77777777777777777 I:I END processing

Interrupt program

RECVS instruction Instruction execution

Data receiving}/ ‘ ﬁﬁ?g&e data |

(2) The Z.RECVS instruction is used in the interrupt program and its processing is
completed within one scan.

(3) RECVS instruction (interrupt program-use) cannot be used with the instruction
for data link in cases where the same channel is used to read received data
using the instruction for data link.
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CHAPTER 6 DEDICATED INSTRUCTIONS

6.6.5 Errors

(1) When a dedicated instruction completes abnormally, the abnormal completion
signal (D2) + 1 turns on and the error code is stored in the completion status
(S) +1.
See the following manuals regarding the error code, check the errors and take corrective actions.
<Error codes>

4FFFH or less: L1 User's Manual (Hardware Design, Maintenance and Inspection) for the CPU module used
CO0O0H or higher: L1 User's Manual (Basic)

6.6.6 Program example

The following example shows an interrupt program that reads the receive data from channel 5.
When /O signals of the Ethernet module are X/Y00 to X/Y1F

el X
[FEND ]
150 | SM400
— | {mov Ho D20 1
{Mov K5 D22 1 Own station storage channel
X19 e

— {z RECVS "U0 D20 D300 wio } X19: Initial normal completion signal

[IRET ]

(swelboud ydnueiu| 10j) SADTYZ 9°9
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6.7

J(P)/G(P).REQ (Remote RUN/STOP)

This instruction issues remote RUN/STOP requests to programmable controller CPUs of other stations.

Applicable device

Setting ) Link direct device Intelligent
Internal device i i
data v File register Joo function module | Index register Zn Constant Others
R, ZR . K, H
Bit Word Bit Word device UO\GO
(s1) — e) —
(S2) — e) —
(D1) — O —
(D2) O —
[Instruction  [Executing
symbol] condition]
Command
| | |
JREq N lurea [ Jdn [ 1) [ 82 | ©1) | 02) F—
Command
T | | |
JP.REQ Jn | (81) | (S82) | (D1) | (D2) }7
JP.REQ I I ‘ | | | ‘
Command
| | |
G.REQ Un | (S1) | (S2) | (D1) | (D2)
o | [orea T on[ v [ea 0 o2 }—
Command
I | | |
GP.REQ Un | (81) | (82) | (D1) | (D2) }—
GP.REQ I I I | | | l
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CHAPTER 6 DEDICATED INSTRUCTIONS

6.7.1 Setting data

Setting data Description Set by Data type
n Network number of the own station (1 to 239, 254) Binary 16 bits
254: Network designated in a valid module for other station access y
User
Start I/O signal of the own station's Ethernet module .
Un ) . L ) Character string
(00 to FEH: The higher 2 digits of the 3-digit I/O signal)
(s1) Head device of the own station that stores the control data. User, system
(S2) Head device of the own station that stores the request data. User Device name
(D1) Head device of the own station that stores the response data.
(D2) Own station device that is turned on for one scan by completion of the instruction. | System Bit
(D2) + 1 turns on if the instruction execution completes abnormally.

*1 The "Set by" column indicates the following:
» User: Data is set by the user before executing a dedicated instruction.
» System: The programmable controller CPU stores the execution result of a dedicated instruction.
The local devices and the file register for each program cannot be used as the device used for the setting data.

Point />

The REQ instruction can be executed only when the target station is a Q/L/QnACPU.
(The REQ instruction cannot be executed to an ACPU connected to a MELSECNET/10 or Ethernet network system.)

The number of basic steps for the REQ instruction is 9.

© 0 0000000000000 000000000000 0000 0C0COCOOEONOSOEOGOEOEOIEOIEOEOEOIEOEOSIOEOEOOEOEOEONOEOEOEOEOSOETOTTOTITOETOCTOTO

6.7.2 Control data

Deyice Item Setting data Setting range Set by"!
b15 to b7 to b4 to b0
| 0 [HJol11 o [1]
Abnormal complete 1) Abnormal complete type (bit 7) 0011H
(81)+0 type Set whether or not the clock data setting is required at abnormal completion. 0091H User

0: Clock data setting is not required - Clock data is not stored in (S1) + 11 to (S1) +
17 when errors occur.

1: Clock data setting required - Clock data is stored in (S1) + 11 to (S1) + 17 when
errors occur.

Store the status at the completion of the instruction.
(S1)+1 Completion status 0: Normal — System
Other than 0: Abnormal (error code)’2

Channel used by the | Designate the channel used by the own station.

S1)+2 1t08 U
(1) own station 1 to 8 (channel) ° ser
Specify the programmable controller CPU of the access destination in the target
station.
» 0000H: Control CPU (The access destination is the same as that with 03FFH
Tarqet stati CPU selected.) 0000H
arget station's . 03DOH t
(S1)+3 g*s » 03DOH: Control system CPU 5 ° User
type -5 03D3H
* 03D1H: Standby system CPU 03FFH

* 03D2H: System A CPU
» 03D3H: System B CPU
* 03FFH: Control CPU
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Device

Item

Setting data

Setting range

Set by

(S1)+4

Target station
network number

Designate the network number of the target station.

1 to 239: Network number

254: When 254 is designated in Jn (The network designated by the valid module
during other station access)

1 to 239, 254

User

(s1)+5

Target station
number

Designate the target station.

1) Station number specification

When the own station is a Universal model QCPU or an LCPU: 1 to 120

When the own station is not a Universal model QCPU or an LCPU: 1 to 64

2) Specific group

81H to AOH: All stations with the indicated group number (only clock data write and
remote RUN/STOP are allowed)

3) All stations

FFH: All stations of the target network number (simultaneous broadcast) excluding
the own station

(only clock data write and remote RUN/STOP are allowed)

110120
81H to AOH
FFH

User

(S1)+6

(Fixed value)

User

(s1)y+7

Number of resends

1) At the instruction execution

Set the number of resends when the instruction is not completed within the
monitoring time designated by (S1) + 8.

0 to 15 (times)

2) At the instruction completion

Store the number of resends executed (result).

0 to 15 (times)

0to 15

User
System

(S1)+8

Arrival monitoring
time

Set a value greater than or equal to the TCP resend timer value for the monitoring
time up to instruction processing termination.

When the instruction fails to complete within the monitoring time, it is resent for the
number of resends designated in (S1) +7.

0 to TCP resend timer value: Monitoring is performed by the time set to the TCP
resend timer.

(TCP resend timer value + 1) to 16383: Monitoring time (unit: s)

0to 16383

User

(S1)+9

Request data length

Designate the number of request data (word).

(Word count of data stored in the request data storage device (S2))
Remote RUN: 4

Remote STOP: 3

Clock data read: 2

Clock data write: 6

2t04,6

User

(S1)+ 10

Response data
length

Store the number of response data (word)

(Word count of data stored in the response data storage device (D1)).
Remote RUN/STOP: 2

Clock data read: 6

Clock data write: 2

System

(81) + 11

Clock set flag

Store the valid/invalid status of the clock data in (S1) + 12 to (S1) + 17.

This data is stored only when the bit 7 of Abnormal complete type ((S1) + 0) is 1.
The stored value is not cleared even when the dedicated instruction is normally
completed.

0: Invalid

1: Valid

System

(S1)+ 12

(é1)+15

Clock data (set only if

an error occurs )*2

The clock data upon abnormal end is stored in BCD.

This data is stored only when the bit 7 of Abnormal complete type ((S1) + 0) is 1.
The stored value is not cleared even when the dedicated instruction is normally
completed.

b15 to b8 b7 to b0

(S1)+12
(S1)+13
(S1)+14
(S1)+15

Month (01H to 12H) Year (00H to 99H), Last 2 digits

Hour (00H to 23H) Date (01H to 31H)

Second (00H to 59H) Minute (O0H to 59H)

Year (00H to 99H), First 2 digits | Day of the week (00H to 06H)

00H (Sun.) to 06H (Sat.)

System
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CHAPTER 6 DEDICATED INSTRUCTIONS

Device Item Setting data Setting range Set by

Stores the network number of the station that detected an abnormality.

Abnormal detection This data is stored only when the bit 7 of Abnormal complete type ((S1) + 0) is 1.

(S1)+ 16 « ber The stored value is not cleared even when the dedicated instruction is normally —
network number completed.
1 to 239 (Network number)
System
Stores the station number of the station that detected an abnormality.
Abnormal detection This data is stored only when the bit 7 of Abnormal complete type ((S1) + 0) is 1.
(S1)+17 The stored value is not cleared even when the dedicated instruction is normally —

station number™
completed.

1 to 120 (Station number)

*1 The "Set by" column indicates the following:
« User: Data is set by the user before executing a dedicated instruction.
» System: The programmable controller CPU stores the execution result of a dedicated instruction.
*2 For a list of error codes, see the User's Manual (Basic).
*3 It can be specified when the own station has an Ethernet module of function version D or later.
(The setting value is fixed to "03FFH" for a module other than the above. Access to the control CPU is required.)
*4 Nothing is stored if the execution source detects an error when receiving an instruction.
*5 When the REQ instruction is executed to the redundant system with a control system or standby system CPU specified,
the instruction may be unsuccessfully completed due to system switching occurred on the target station.
(Error code: 4244H, 4248H)
If this has occurred, execute the REQ instruction again.

(dOLS/NNY @0way) DI (d)DAr L9
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6.7.3

Request data (All values are set by the user)

Device Item Description Remote RUN | Remote STOP
0010H: When station No. is specified in (S1)+5
S2)+0 Request type O O
(52) q yp 0030H: When all stations or a group is specified in (S1)+5
0001H: Remote RUN
+ -
(S2)+1 Sub-request type 0002H: Remote STOP © ©
Designate whether or not to forcefully execute remote RUN/STOP operations.
0001H: Do not force execution
0003H: Force execution (setting at remote STOP)
S2) +2 Mode O O
(52) (The forced execution is a function for forcefully executing remote RUN from other
station when the station that executed the remote STOP is no longer able to
execute remote RUN.)
Designate the status of the CPU's device memory only when executing remote
RUN.
(S2) +3 Clear mode 0000H: Do not clear (however, the local device will be cleared) o o

0001H: Clear (excluding setting and latch range at remote RUN)
0002H: Clear (including setting and latch range at remote RUN)Response data (All
values are set by the system)

6.7.4

Response data (All values are set by the system)

When "all stations or a group (FFH or 81H to AOH)" is specified in Target station No. ((S1) + 5), no response data will

be stored.
Device Item Description Remote RUN | Remote STOP
(D1) Request type 0090H: When station No. is specified in (S1) + 5 O O
0001H: Remote RUN
O +1 Sub-request type 0002H: Remote STOP © ©
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Point/’

® Remote RUN/STOP becomes valid when the RUN/STOP key switch of the target station's Q/L/QnACPU is "RUN".
® Remote RUN/STOP cannot be executed when the system protection is activated on the target station's Q/L/QnACPU.

® When other station has executed a remote STOP/PAUSE operation on the target station, the RUN request cannot be
executed if the mode of (S2) + 2 is "Do not force execution (0001H)."

® Resetting the Q/L/QnACPU of the target station where a remote STOP operation has been executed erases the
information of the remote STOP.

® The clear mode ((S2) + 3) designates how the clear (initialization) processing of the Q/L/QnACPU device memory should
be performed when the Q/L/QnACPU starts performing calculations after a remote RUN request has been issued to it.

® The number of resends ((S1) + 7) must be set at every instruction execution.




CHAPTER 6 DEDICATED INSTRUCTIONS

6.7.5 Functions

(1) This instruction sends the request data designated in (S2) of the own station to
the station connected to other networks or Ethernet that has been specified
with the network number and station number in the control data to make a
service request.

When the request to the target station is completed, the completion device designated with (D2) turns on.

[Own station] [Response station]
Programmable Programmable
controller CPU Ethernet module controller CPU Ethernet module
(81) Channel 1
RUN/STOP
N REQ Channel n |+ Clock data
reads/writes
Channel 8

Ethernet

(2) Device data can be sent from stations connected to other networks or Ethernet
having the specified nhumbers, in addition to stations connected to the own
station's network.

(3) The data link instructions and the Ethernet instructions cannot be executed
from two or more stations at the same time on the same channel.

If the execution conditions are met at two or more locations at the same time, instructions to be executed later
have to wait until the channel becomes available because handshaking is automatically performed at the
execution of the first instruction.

(dOLS/NNY @0way) DI (d)DAr L9
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(4) Whether the REQ instruction is being executed or has been completed
normally or abnormally can be checked with the complete device (D2) or
completion status display flag ((D2) + 1) designated in the set data.

(a) Completion device (D2)
Turns on at the END processing of the scan where the REQ instruction is completed, and turns off at the next
END processing.

(b) Status display device at completion ((D2) + 1)
Turns on and off depending on the completion status of the REQ instruction.
Normal completion: Stays off and does not change.
Abnormal completion: Turns on at the END processing of the scan where the REQ instruction is completed,
and turns off at the next END processing.
[Operation of the own station when the REQ instruction is being executed]

END END END END
processing  processing processing  processing
Sequence program @0 ————+——  +—=F— """~~~

REQ instruction

ON execution is completed :
OFF l L

REQ instruction e

OoN- |
OFF !
Send/receive EEE— : ‘
instruction flag ! 'ON
OFF | l—
Completion device @~ ———————————— " Abnormal
ON completion

| 4 Normal |
Status display device _OFF 1 ' _completion ¢

at completion

!

One scan

(5) When the instruction is executed using J.REQ/G.REQ, the next write
processing is executed in succession after one processing is completed while
the send/receive instruction flag is on.

When the instruction is executed using JP.REQ/GP.REQ, the processing is executed only once when the

send/receive instruction flag switches from off to on (at rise).

6.7.6 Errors

(1) When a dedicated instruction completes abnormally, the abnormal completion
signal (D2) + 1 turns on and the error code is stored in the completion status
(S1) +1.

See the following manuals regarding the error code, check the errors and take corrective actions.
<Error codes>

4FFFH or less: L1 User's Manual (Hardware Design, Maintenance and Inspection) for the CPU module used
COOOH or higher: LI1 User's Manual (Basic)
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CHAPTER 6 DEDICATED INSTRUCTIONS

6.7.7 Program example

The following example shows a program that executes remote STOP on the Q/L/QnACPU of station number 13 in
network number 7.
When 1/O signals of the Ethernet module are X/Y0O0 to X/Y1F

X20
fit {wov Hot 00 } Clock data setting required
Control
data
setting
command
[mMov K1 D2 J Channel used by the own station
[Mov H3FF D3 J CPU type of the target station
(control CPU)
{Mov K7 04 } Target station network number
[wov K13 D5 1} Target station number
{Mov K20 08 Y Arrival monitoring time (20s)
fuov K3 09 } Request data length (3 words)
X1
T [mov H10 D20 J Request type
Request
data
setting
command
fwov e 2t} Subrequest type
[wov H1 D22 J Forced execution not performed
X22 X19
| I} [Mov s 07 1 Number of resends
Write
command {JP.REQ J7 D0 D20 D30 Mo J  X19: Initial normal completion signal I
B
=
2
=
@
Mo T T
— | ' Processing program on instruction completion | ;
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, P
o
T
__________________________________ o
m ! . ) ! 3
P ' Processing program on normal completion ! =3
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, S
X
[
P
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, <
i ] %
Mi | Processing program on abnormal completion | 6'
i |
— | : | Read error code, etc. 9
1 I
i |
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6.8  J(P)/G(P).REQ (Clock Data Read/Write)

This instruction reads/writes clock data from/to other stations.

Point/’

See Page 186, Section 6.7 for the following information on the REQ instruction for reading/writing clock data from/to other
stations.
Since the same explanation as when executing remote RUN/STOP operations using the REQ instruction applies in this
case, the explanation of these items is omitted in this section.

* Instruction format

» Devices that can be used with the instruction

« Control data in the setting data

* Functions
» Errors
6.8.1 Request data (All values are set by the user)
Device Item Setting data Clo:;ka:ata Clock data write

0001H: Clock data read
(S2) Request type 0011H: Clock data write (When station No. is specified in (S1) + 5) O O
0031H: Clock data write (When all stations or a group is specified in (S1) + 5)

0002H: Clock data read
(S2)+1 Sub-request type | 1 1. Glock data write © ©

1) Change pattern (bits 0 to 7)

Specify which items are to be written to the fields of (high byte of (S2) + 2) to ((S2)
+5).

0: Do not change

1: Change

2) Year to be changed (bits 8 to 15)

Store year (last two digits of the year in the Gregorian calendar) as BCD code.

Change pattern b15 to b8 b7 b6 b5 b4 b3 b2 b1 b0
(82)+2 | Yeartobe vear (00HtwooH) [o| | | | | | | | - ©
changed
L> Year
Month
> Date
Hour
Minute
> Second
> Day of the week
(S2)+3 Higher 8 bits: date (01H to 31H), lower 8 bits: month (01H to 12H) — O
(S2)+4 S;Zf]‘;::ta tobe I igher 8 bits: minute (00H to 59H), lower 8 bits: hour (O0H to 23H) — o
(S2)+5 (continued) Higher 8 bits: day of the week (00H (Sunday) to 06H (Saturday)), lower 8 bits: _ o

second (O0H to 59H)

In this function, the higher two digits of the year data cannot be changed.
When it is necessary to change the higher two digits of the year data, use other functions (such as a programming tool)
to set the clock data.
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6.8.2

CHAPTER 6 DEDICATED INSTRUCTIONS

Response data (All values are set by the system)

When "all stations or a group (FFH or 81H to AOH)" is specified in Target station No. ((S1) + 5), no response data will

be stored.
Clockdata | Clock data
Device Item Setting data .
read write

0081H: Clock data read

D1)+0 R tt

®1) equest type 0091H: Clock data write (When station No. is specified in (S1) + 5) © ©
0002H: Clock data read

(D) + 1| Sub-requesttype | 1 Clock data write © ©

(D1)+2 Higher 8 bits: month (01H to 12H), lower 8 bits: year ' (O0H to 99H) O —

(D1)+3 Higher 8 bits: hour (00H to 23H), lower 8 bits: date (01H to 31H) O —

— | Clock data read
(D1) +4 Higher 8 bits: second (00H to 59H), lower 8 bits: minute (00H to 59H) O —
(D1)+5 Higher 8 bits: (00H), lower 8 bits: day of the week (00H (Sunday) to 06H (Saturday)). O —

*1 Year: Lower two digits

Point/’

@ The clock data cannot be written when the system protection is activated on the target station's Q/L/QnACPU.

® When the clock data is read, the response data storage device (D1) requires a contiguous free area of six words.

195

(smpn/peaY Bleq X2010) DIY (d)D/(d)r 89




6.8.3 Program example

The following example shows a program to write the clock data (8:30:00) to the Q/L/QnACPU with the station number
13 in the network number 7.
When 1/O signals of the Ethernet module are X/Y0O0 to X/Y1F

X20
— {ov  Ho1 00 } Clock data setting required
Control
data
setting
ommand|
[Mov K1 D2 7 Channel used by the own station
{mov H3FF D3 1 CPU type of the target station
(control CPU)
fwov K7 D4 } Target station network number
{Mov ki3 D5 } Target station number
fMov K20 D8 1 Arrival monitoring time (20s)
fwov K6 D9 } Request data length (6 words)
X21
W {Mov H11 D20 J Request type
Request
data
setting
ommand|
{Wov  HI D21 1 Subrequest type
[Mov  H3s 022} Change pattern
{MOv  H3008 D24 ¥ Hour/minute (8:30)
{wov o 025} Second (00s)
Xx22 X19
— | I} {Mov K5 07 } Number of resends
Write
command {JP.REQ JT D0 D20 D30 Mo 1} X19: Initial normal completion signal
Mo e i
— ¥ ! Processing program on instruction completion !
M]r i Processing program on normal completion i
Tt
M1 1 Processing program on abnormal completion i
L1} . ] Read error code, etc.
i —{ MOV D1 D100 } |
| |
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6.9

CHAPTER 6 DEDICATED INSTRUCTIONS

JP/GP.SEND

This instruction sends data to another station's Q/L/QnACPU.

Applicable device
Setting . Link direct device Intelligent
Internal device i i
data File register Jona function module | Index register Zn Constant Others
R, ZR . K, H
Bit Word Bit Word device UC\GO

(s1) — o} —
(S2) — 0 —
(D) @) -

[Instruction [Executing

symbol] condition] Command

|| |
JP.SEND Jn S1 S2 D
JP_SENDf B | [ an [ s ]2 | o
Command
|| |
GP.SEND | Un | (S1 S2 D

GP.SENDf B | [ un] ) ]2 [ 0 F—

6.9.1 Setting data
Setting data Description Set by Data type

Network number of the own station (1 to 239, 254)

J Bi 16 bit
n 254: Network designated in a valid module for other station access tnary s
User
Un Start I/0 signal of the own station's Ethernet module Character strin
(00 to FEH: The higher 2 digits of the 3-digit I/O signal) 9
(S1) Head device of the own station that stores the control data. User, system
Device name
(S2) Head device of the own station that stores the send data. User

D)

Own station device that is turned on for one scan by completion of the instruction.

System Bit
(D) + 1 turns on if the instruction execution completes abnormally. 4

*1 The "Set by" column indicates the following:
» User: Data is set by the user before executing a dedicated instruction.
» System: The programmable controller CPU stores the execution result of a dedicated instruction.
The local devices and the file register for each program cannot be used as the device used for the setting data.

Point/’

® The SEND instruction can be executed only when the target station is a Q/L/QnACPU.
(The SEND instruction cannot be executed for an ACPU connected to an MELSECNET/10 or Ethernet network system.)

@ Setting values stored in Completion status ((S1) + 1) and Clock data ((S1) + 10 to (S1) + 14) are stored into control data
upon completion of the instruction.

® The number of steps for the SEND instruction is 8.
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6.9.2

Control data

Device Item Setting data Setting range Set by
b15 to b7 to b0
I 0 [ 2) ] 0 [ 1]
1) Execution type (bit 0)
0: No arrival confirmation
When the target station is on the same network --- Completed when the data is sent
from the own station.
[, |
When the target station is on other network --- Completed when the data arrives at the
relay station on the network of the local station.
b 0
! 0000H
1) +0 Execution/abnormal Target 0001H User
complete type station 0080H
0081H
T |
1: With arrival confirmation
Completed when the data is stored in the target station's designated channel.
7T - |
vComplete N i
Execution Relay | Target
station source station || station
 Complete*
[, |
2) Abnormal complete type (bit 7)
Set whether or not the clock data setting is required at abnormal completion.
0: Clock data setting is not required --- Clock data is not stored in (S1) + 11 to (S1) + 17
when errors occur.
1: Clock data setting required --- Clock data is stored in (S1) + 11 to (S1) + 17 when
errors occur.
Store the status at the completion of the instruction.
(S1)+1 Completion status | 0: Normal — System
Other than 0: Abnormal (error code)*2
Channel used by Set the channel used by the own station.
+
(S1)+2 the own station 1 to 8 (channel) T8 User
1) +3 Target station Designate the target station's channel that stores data. 1108 User
storage channel 1 to 8 (channel)
Designate the network number of the target station.
(S1)+4 Target station 1 to 239: Netwo.rk nur'nber . ' . ' 110 239, 254 User
network number 254: When 254 is designated in Jn (The network designated by the valid module during
other station access)1 to 239, 254
Designate the target station.
1) Station number specification
When the own station is a Universal model QCPU or an LCPU: 1 to 120
When the own station is not a Universal model QCPU or an LCPU: 1 to 64
2) Specifi 1to 120
Target station ) Specific group . °
(S1)+5 number 81H to AOH: All stations of group number 81H to AOH User
(Can be set when the execution type designated in (S1) is "0: No arrival confirmation.") | FFH
3) All stations
FFH: All stations of the target network number (simultaneous broadcast) --- excluding
the own station
(Can be set when the execution type designated in (S1) is "0: No arrival confirmation.")
(S1)+6 — (Fixed value) 0 User
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Device

Item

Setting data

Setting range

Set by

(S1)+7

Number of resends

Valid when the execution type designated in (S1) is "1: With arrival confirmation."

1) At the instruction execution

Set the number of resends when the instruction is not completed within the monitoring
time designated by (S1) + 8.

0 to 15 (times)

2) At the instruction completion

Store the number of resends executed (result).

0 to 15 (times)

O0to 15

User, system

(S1)+8

Arrival monitoring
time

Valid when the execution type designated in (S1) is "1: With arrival confirmation. "Set

the monitoring time until the instruction completion equals to or becomes greater than

the TCP resend timer value.

When the instruction fails to complete within the monitoring time, it is resent for the

number of resends designated in (S1) +7.

0 to TCP resend timer value: Monitoring is performed by the time set to the TCP resend
timer.

(TCP resend timer value + 1) to 16383: Monitoring time (unit: s)

0 to 16383

User

(s1)+9

Send data length

Designate the number of send data in (S2) to (S2) + n.
When sending to Q/LCPU: 1 to 960 (word)
When sending to QnACPU: 1 to 480 (word)

1to 960

User

(s1)+10

(Not used)

(S1) + 11

Clock set flag

Store the valid/invalid status of the clock data in (S1) + 12 to (S1) + 17.

This data is stored only when the bit 7 of Abnormal complete type ((S1) + 0) is 1.
The stored value is not cleared even when the dedicated instruction is normally
completed.

0: Invalid

1: Valid

System

(S1) + 12

(S1) + 15

Clock data
(set only when
abnormal)

The clock data upon abnormal end is stored in BCD.

This data is stored only when the bit 7 of Abnormal complete type ((S1) + 0) is 1.
The stored value is not cleared even when the dedicated instruction is normally
completed.

b15 to
Month (01H to 12H)

b8 b7 to b0
Year (00H to 99H), Last 2 digits

(S1)+12

(S1)+13 Hour (00H to 23H) Date (01H to 31H)

(S1)+14 Second (00H to 59H) Minute (00H to 59H)

(S1)*+15 | Year (O0H to 99H), First 2 digits | Day of the week (00H to 06H)

00H (Sun.) to 06H (Sat.)

System

(S1) + 16

Abnormal detection

network number ™3

Stores the network number of the station that detected an abnormality.

This data is stored only when the bit 7 of Abnormal complete type ((S1) + 0) is 1.
The stored value is not cleared even when the dedicated instruction is normally
completed.

1 to 239 (Network number)

(S1)+17

Abnormal detection

station number3

Stores the station number of the station that detected an abnormality.

This data is stored only when the bit 7 of Abnormal complete type ((S1) + 0) is 1.
The stored value is not cleared even when the dedicated instruction is normally
completed.

1 to 120 (Station number)

System

*1 The "Set by" column indicates the following:
« User: Data is set by the user before executing a dedicated instruction.
» System: The programmable controller CPU stores the execution result of a dedicated instruction.
*2 For a list of error codes, see the User's Manual (Basic).
*3 Nothing is stored if the execution source detects an error when receiving an instruction.
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The following explains the reception processing on the target station by the send data length of the SEND instruction.
The allowable send data length ((S1) + 9) of the SEND instruction varies depending on the version. (L1 User's Manual
(Basic))

Specifying a length value outside the setting range will cause a 4101 error (OPERATION ERROR) on the own station.
<When the target station is an Ethernet module>

Target station (RECV/RECVS) Target station (RECV)
Q series Ethernet module QnA series Ethernet module
. ) Not supporting receive data
Own station L :
(SEND) series Supporting length of 960 words (480 QE71 (480 words)
Ethernet receive data words) QE71N (480
module length of 960 - - words)
words Fu.nctlon Funf:tlon 9707B or later | 9706 or earlier
version B, D version A
1to480 words | O O O O O O —
481 to 960 . " . -
° @) @) x4 x5 x4 x "6 —
words

O: Performs the processing normally.
X: Terminates abnormally and returns an error code to the request source.
*4 A CO86H error occurs on the own station.
On the target station, the corresponding bit in the RECV instruction execution request area (address: 205) of the buffer
memory remains OFF, and no error occurs.
*5 On the own station, although the initial transmission is completed normally, a CO85H error will occur for the second one
or later.
The target station behaves as follows:
» Upon the initial reception of the SEND instruction message, the corresponding bit in the RECV instruction
execution request area (address: 205) of the buffer memory turns ON.
» Executing the RECV instruction generates a C1A6H error, by which the corresponding bit in the RECV instruction
execution request area (address: 205) cannot be turned OFF.
* The RECYV instruction generates an interrupt, however, the instruction is not be executed.
*6 On the own station, the SEND instruction is completed normally.
On the target station, execution of the RECV instruction generates a 4001H error and turns OFF the corresponding bit in
the RECV instruction execution request area (address: 205).
Check the send data length (1 to 480 words) and execute the SEND instruction.
<When the target station is a network module>

Target station (RECV/RECVS) Target station

200

(RECV)
Q series CC-Link IE | Q series MELSECNET/H network module .
Own station (SEND) | | series CC-Link IE | Controller Network e
Field Network module, CC-Link IE | Function version B, | Function version A
dul Field Network network module
module ie etworl D (960 words) (489 words) 489 worde)
module
1 to 480 words @) e) ) o
481 to 960 words @) O 0 X

O: Performs the processing normally.
X: Terminates abnormally and returns an error code to the request source.

© 00 0000000000000 0000000000000 000 O0COCPOCEOIOSOEOSIEOEOSIEOEPONOEOIEONOEOEOEOIEOEOEOEOEEOEOEOEOOETOOTOTOTOTIOTO
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Point />

® The send data storage device (S2) requires a continuous free area equal to or greater than the send data length ((S1) +
9) (maximum of 960 words).

® Inorder to increase the reliability of the data, it is recommended to execute the instruction by setting the execution type to
"With arrival confirmation" when a number from one to 120 is designated for the target station number. When 81H to AOH
or FFH is designated for the target station number, the instruction should be executed by setting the execution type to
"No arrival confirmation."

® When sending data to the same channel of the receive station, do so after the receive station reads data using the RECV
instruction.
If the communication itself is normally completed when the execution type is set to "No arrival confirmation," the send is
considered normally completed on the sending station even if the contents of the send data are abnormal.
In addition, even if the contents of the send data are normal, when the instruction is executed to the same station from
multiple stations, a timeout error (CO83H) will occur on the sending station.

® When the execution type is set to "With arrival confirmation," if the sending station sends data to the same channel of the
receive station before the receive station reads data using the RECV instruction, a buffer full-error will occur on the
sending station side.

Programmable Programmable
controller CPU Ethernet/ Ethernet/ controller CPU
(sending station) N/W module N/W module (receiving station)

Channel 3

Channel 5 i : HHRECV:H

® Designate the target station sending data with the network No. and station No. of the network module or Ethernet module

(o]
receiving the request from the sending station. ©
In the diagram below, designate the network No. and station No. of the first Ethernet module. The SEND instruction S
cannot be executed if a network module or Ethernet module other than the one receiving the request from the sending gg
station is designated. »
The SEND instruction cannot be executed if the network No. and station No. of the second Ethernet module is g
designated. 5]

Network No.1 Network No.2
I R
T Ethernet Ethernet | Ethermet
(Sending station) | CPU erne CPU erne .
module module | module
B (Target (4t 2nd
SEND}' station) (1st) (end)

® The number of resends ((S1) + 7) must be set at every instruction execution.
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6.9.3 Functions

(1) This instruction sends data stored in the devices designated with the own
station’'s (S2) to the station designated with the target station network number
and target station number in the control data. The target station must be

connected to other networks or Ethernet.

The sent data is stored in the channel set with the target station's (S2).

Use the RECV/RECVS instruction when reading the data sent on the target station.

When data sending to the target station number is completed, the completion device designated in (D) turns on.

[Own station] [Response station]
Programmable Programmable
controller CPU Ethernet module controller CPU Ethernet module
(S2) Channel 1 (S2) Channel 1
SEND [(S1)+2 RECV |(S1)+3
Channeln D e Channel n |«
RECVS
Channel 8 Channel 8
Ethernet

(2) Data can be sent to stations connected to other networks or Ethernet having
the specified numbers, in addition to stations connected to the own station's
network.

(3) The data link instructions and the Ethernet instructions cannot be executed
from two or more stations at the same time on the same channel.

If the execution conditions are met at two or more locations at the same time, instructions to be executed later
have to wait until the channel becomes available because handshaking is automatically performed at the
execution of the first instruction.
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(4) Whether the SEND instruction is being executed or has been completed
normally or abnormally can be checked with the complete device (D2) or
completion status display flag ((D2) + 1) designated in the set data.

(a) Completion device (D2)
Turns on at the END processing of the scan where the SEND instruction is completed, and turns off at the next
END processing.

(b) Status display device at completion ((D2) + 1)
Turns on and off depending on the completion status of the SEND instruction.
Normal completion: Stays off and does not change.
Abnormal completion: Turns on at the END processing of the scan where the SEND instruction is completed,
and turns off at the next END processing.
[Operation of the own station when the SEND instruction is being executed]

END END END END
processing  processing processing  processing
Sequence program = 1 -

ON execution is completed \
OFF H !

SEND instruction -

completion ¢

One scan

(5) When the instruction is executed using JP.SEND/GP.SEND, the send
processing is executed only once when the send instruction flag switches
from off to on (at rise).

6.94 Errors

Status display device _OFF
at completion

ON !
OFF

Send/receive — | ‘
instruction flag ! : 'ON
Completion device - - o

| normal

1 ON_ completion

| &£ Normal |

(1) When a dedicated instruction completes abnormally, the abnormal completion
signal (D) + 1 turns on and the error code is stored in the completion status
(S1) +1.

See the following manuals regarding the error code, check the errors and take corrective actions.
<Error codes>

4FFFH or less: L1 User's Manual (Hardware Design, Maintenance and Inspection) for the CPU module used
CO0O0H or higher: L1 User's Manual (Basic)
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6.9.5 Program example

The following example shows a program that sends data to channel 5 of station number 15.
When 1/O signals of the Ethernet module are X/Y00 to X/Y1F

X20
i fwov he1 Do 1 With arrival confirmation/
Control i i
oo clock data setting required
setting
command
fmov K3 02 } Own station usage channel
{mov K5 03 } Target station storage channel
LY 04 J Target station network number
{Wov  Kis D5 } Target station number
[Mov K20 D8 1 Delivery monitoring time (20s)
Mov ka4 D9 } Send data length (4 words)
x21
! {Mov K10 D100
Send
data
setting
command
{Mov k20 D101 1 Send data
[Mov K30 D102 ]
[mMov k40 D103
X22 X19
f i | {Mov ks 07 7 Number of resends
Send
command
{JP. SEND J7 Do D100 Mo 7 X19: Initial normal completion signal
o e
— | . Processing program on send completion |
g prog p
m C T
f 1 Processing program on normal completion |
C T
M |Processing program on abnormal completion|
]} | | Read error code, etc.
: | —{ MOV D1 D200 } | :
|
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6.10 JP/GP.SREAD

This instruction reads data from word devices of other stations.

Applicable device
) . Link direct device i
Setting data Internal device File register Jog Infelllgent Index register Constant
R ZR function module Zn K H Others
Bit Word ’ Bit Word device UD\GO ’
(s1) — ) —
(82) - o™ O —
(B1) — O —
(D2) O —
(D3) @) —
*1 T, C, D, W, ST, SD, or SW can be used.
[Instruction  [Executing
bol diti
symbol] condition] Command
I I lopsreap | un | (s1) [(s2) [ o1 | 02) [(D3) F—
JP.READ ok
2*3
Command
I I lop.sreap| un [ (s1) [s2) | ©1) [(02) [(D3)
GP.SREAD *ok
2*3
The following format can be used only when the own station is a Universal model QCPU or an LCPU.
[Instruction  [Executing
bol diti
symbol] condition] Command _
I | {op.srReAD| un | (s1) ["s2y| 1) | 02) | 03) F— 3
—
JP.SREAD *4 *2*3 Y
@
Command g
I I laP.sREAD| Un | (s1) ["(s2)'| (1) | 02) | (03) — &
GP.SREAD ” >3 JD>
*2 The SREAD instruction can be programmed without argument (D3). However, in such a case, the operation is identical
to the READ instruction.
With the SREAD instruction, different operations are available depending on whether (D3) is omitted or not.
*3 When the target station is a Basic model QCPU or safety CPU, the read notification device set as argument (D3) for the
target station is ignored. (Same operation as with the READ instruction)
*4 If the device setting in PLC Parameter is different between the own and target stations, use "(S2)" (with doublequotation

marks).
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6.1

0.1

Setting data

Setting data Description Set by’ Data type
n Network number of the own station (1 to 239, 254) Binary 16 bits
254: Network designated in a valid module for other station access 24
User
Un Start I/O signal of the own station's Ethernet module Character strin
(00 to FEH: The higher 2 digits of the 3-digit I/O signal) d
(S1) Head device of the own station that stores the control data. User, system
(S2) Head device of the target station from which data is read. User Device name
(D1) Head device of the own station that stores data read.
02) Own station device that is turned on for one scan by completion of the instruction.
(D2) + 1 turns on if the instruction execution completes abnormally.
System )
Device of the target station that is turned on for one scan by completion of the Bit
(D3) instruction.

(Read natification device)

206

*1 The "Set by" column indicates the following:
+ User: Data is set by the user before executing a dedicated instruction.
» System: The programmable controller CPU stores the execution result of a dedicated instruction.
The local devices and the file register for each program cannot be used as the device used for the setting data.

Point/’

® The SREAD instruction can be executed only when the target station is Q/L/QnACPU.
(The SREAD instruction cannot be executed for an ACPU connected to the MELSECNET/10 or Ethernet network
systems.)
Therefore, the target station numbers should be the station numbers of Q/L/QnACPU.

® When reading data from the other station CPU module device with the SREAD instruction, specify the device within the
range applicable to the host station CPU module.
(Head device number to be read in other station CPU module (S2)) + (number of read points -1) < (last device number of
host station CPU module)
Last device number in host station CPU module having the same device name as (S2).

® Use the file register (ZR) when specifying the expansion data register (D) or the expansion link register (W) that are out of
area of the data register (D) or the link register (W) on the host CPU module respectively (excluding the Universal model
QCPU and the LCPU).
For how to calculate areas for the file register (ZR), refer to the User's Manual (Function Explanation, Program
Fundamentals) for the CPU module used.
(Example)
When not assigning the data register (D) of the other station CPU module, or assigning all of the 32K points of the file
register (ZR) to the expansion data register (D).

CPU module CPU module
on the own station *1 on another station
DO DO . ZR0O
Expansion
Data register data Specify within DO to 12287
D12287 __D12287| "e9ster  lzr12287
D12288 ZR12288
Specify within ZR12288 to 32767
D32767 ZR32767

*1 File register with 32K points or more is required for the CPU module on the own station.

@COCQ‘Q.C.COCOCOCOl0l0‘Q‘C.COCOCOCOCOCOCQ‘C.COCOCOCCOCOCQ‘

The number of steps for the SREAD instruction is 10.
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6.10.2 Control data

See Page 169, Section 6.4 for how to handle the control data of the SREAD instruction when reading from the word
device memory of other stations.

The control data should be handled in the same way as when reading the word device memory using the READ
instruction.

Thus, this section omits its explanation.

6.10.3 Functions

(1) This instruction reads the designated word device data of the station
designated with the target station network number and target station number
in the control data. The station must be connected to other networks or
Ethernet.

When reading the device data from other stations is completed, the completion device designated in (D2) turns

on.
Also, when sending the device data designated in (S2) is completed, the device on other stations designated in
(D3) turns on.

[Own station] [Response station]
Programmable Programmable
controller CPU Ethernet module controller CPU Ethernet module
(D1) Channel 1 (S2)
SREAD

Channel n |«

Channel 8

av3ds'do/drolo

Ethernet

(2) Device data can be read from stations connected to other networks or Ethernet
having the specified numbers, in addition to stations connected to the own
station's network.

(3) The data link instructions and the Ethernet instructions cannot be executed

from two or more stations at the same time on the same channel.

If the execution conditions are met at two or more locations at the same time, instructions to be executed later
have to wait until the channel becomes available because handshaking is automatically performed at the
execution of the first instruction.
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(4) Whether the SREAD instruction is being executed or has been completed
normally or abnormally can be checked with the send/receive instruction flag
corresponding to the channel used, completion device (D2), or completion
status display flag ((D2) + 1) designated in the set data.

(a) Completion device (D2)
Turns on at the END processing of the scan where the SREAD instruction is completed, and turns off at the
next END processing.

(b) Status display device at completion ((D2) + 1)
Turns on and off depending on the completion status of the SREAD instruction.
Normal completion: Stays off and does not change.
Abnormal completion: Turns on at the END processing of the scan where the SREAD instruction is completed,
and turns off at the next END processing.
[Operation of the own station when the SREAD instruction is being executed]

END END END END
processing  processing processing  processing
Sequence program = T B

SREAD instruction -

ON execution is completed \ i
OFF H 1 !

Status display device _OFF
at completion

One scan

ON !
OFF

Send/receive — | ‘
instruction flag ! ! 'ON
Completion device — - o

| normal

1 ON completion

| 4" "Normal |

i
i
|
|
i | _completion ¢
T
|
i
|

[Operation of the other station when the SREAD instruction is being executed]

END END END END
processing  processing processing  processing
Sequence program l -

Completion of send of |

device data designated iON
with the SREAD instruction.
. ) OFF
Completion device @ ——F——————————— """~~~

(5) When the instruction is executed using J.SREAD/G.SREAD, the next read
processing is executed in succession after one read processing is completed
while the read command is on.

When the instruction is executed using JP.SREAD/GP.SREAD, the read processing is executed only once when
the read command switches from off to on (at rise).
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6.10.4 Errors

(1) When a dedicated instruction completes abnormally, the abnormal completion
signal (D2) + 1 turns on and the error code is stored in the completion status
(S1) +1.

See the following manuals regarding the error code, check the errors and take corrective actions.
<Error codes>

4FFFH or less: L1 User's Manual (Hardware Design, Maintenance and Inspection) for the CPU module used
CO0O0H or higher: L1 User's Manual (Basic)

6.10.5 Program example

See the program example of the READ instruction described in Page 169, Section 6.4.
The SREAD instruction only differs from the READ instruction on one point, namely that the read notification device
(D3) is designated at the end of arguments.

av3ds'do/drolo
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6.11

JP/GP.SWRITE

This instruction writes data to word devices of other stations.

Applicable device
Setting . Link direct device Intelligent
Internal device i i
data FlleRr eZg: ter Jona function module | Index register Zn Co:s::nt Others
Bit Word ’ Bit Word device U\GOI ’
(s1) — e) —
(S2) — e) —
(b1) - o O —
(D2) @) —
(D3) @) —
*1 T, C, D, W, ST, SD or SW can be used.
For SD/SW, data can be written within the setting range allowed for the user.
For details on SD/SW, refer to the manual for the programmable controller CPU or network module of the target station.
[Instruction  [Executing
symbol] condition]
Command
I I bP.swrITE| on | (s1) | (s2) | O1) | (02) | (D3) F—
JP.SWRITE o
2*3
Command
I | ep.swriTE un | s1) | (s2) | 1) | (02) | (03) ]
GP.SWRITE 23

The following format can be used only when the own station is a Universal model QCPU or an LCPU.

[Instruction
symbol]

JP.SWRITE

GP.SWRITE

*2

*3

*4

210

[Executing

condition]
Command

_T— I I UP.SWRITE| Jn | (S1) | (S2) ‘"(?41)"| (02) | EZD*? —
Command

_T— I I loP.sWRITE Un | (s1) | (52) ]"(?41)"’ (02) | EZD*? —

The SWRITE instruction can be programmed without argument (D3). However, in such a case, the operation is identical
to the WRITE instruction.

With the SWRITE instruction, different operations are available depending on whether (D3) is omitted or not.

When the target station is a Basic model QCPU or safety CPU, the write notification device set as argument (D3) for the
target station is ignored. (Same operation as with the WRITE instruction)

If the device setting in PLC Parameter is different between the own and target stations, use "(D1)" (with doublequotation
marks).
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6.11.1 Setting data

Setting data Description Set by Data type
n Network number of the own station (1 to 239, 254) Binary 16 bits
254: Network designated in a valid module for other station access y
User
Start I/O signal of the own station's Ethernet module .
Un ) . L ) Character string
(00 to FEH: The higher 2 digits of the 3-digit I/O signal)
(s1) Head device of the own station that stores the control data. User, system
(S2) Head device of the own station that stores data to be written. Device name
User
(D1) Head device of the target station to which data is written.
(D2) Own station device that is turned on for one scan by completion of the instruction.
(D2) + 1 turns on if the instruction execution completes abnormally.
Device of the target station that is turned on for one scan by completion of the System Bit
(D3) instruction.
(Write notification device)

*1 The "Set by" column indicates the following:
« User: Data is set by the user before executing a dedicated instruction.
» System: The programmable controller CPU stores the execution result of a dedicated instruction.
The local devices and the file register for each program cannot be used as the device used for the setting data.

Point/’

® The SWRITE instruction can be executed only when the target station is a Q/L/QnACPU.
(The SWRITE instruction cannot be executed for an ACPU connected to the MELSECNET/10 or Ethernet network
system.)
Therefore, the target station numbers should be the station numbers of Q/L/QnACPU.

® When writing data from the other station CPU module device with the SWRITE instruction, specify the device within the
range applicable to the host station CPU module.
(Head device number to be write in other station CPU module (D1)) + (number of write points -1) < (last device number of
host station CPU module)
Last device number in host station CPU module having the same device name as (D1).

® Use the file register (ZR) when specifying the expansion data register (D) or the expansion link register (W) that are out of
area of the data register (D) or the link register (W) on the host CPU module respectively (excluding the Universal model
QCPU and the LCPU).
For how to calculate areas for the file register (ZR), refer to the User's Manual (Function Explanation, Program
Fundamentals) for the CPU module used.
(Example)
When not assigning the data register (D) of the other station CPU module, or assigning all of the 32K points of the file
register (ZR) to the expansion data register (D).

LIAMS dO/dr LL'9

CPU module CPU module
on the own station *1 on another station
DO DO ) ZR0
Data Expansion
regi data Specify within DO to 12287
gister register
D12287 ____nggii?____? _______ ZR12287
D12288 ZR12288
Specify within ZR12288 to 32767
D32767 ZR32767

*1 File register with 32K points or more is required for the CPU module on the own station.

The number of steps for the SWRITE instruction is 11.
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6.11.2 Control data

See Page 215, Section 6.12 for information about how to handle the control data of the SWRITE instruction when

writing to the word device memory of other station.
The control data should be handled is the same as when writing to the word device memory using the WRITE

instruction.

Thus, this section omits its explanation.

6.11.3 Functions

212

(1)

(2)

()

This instruction writes data in the device designated in (S2) and succeeding
devices of the own station to the word devices of the station, which is
connected to other networks or Ethernet that has been specified with the
target station network number and target station number in the control data.

When writing device data from other stations' number is completed, the completion device designated in (D2)
turns on.

Also, when writing the device data designated in (S2) is completed, the device on other stations designated in
(D3) turns on.

[Own station] [Response station]

Programmable Programmable

controller CPU Ethernet module controller CPU Ethernet module
(S2) Channel 1 (D1)

WRITE
S Channeln [
Channel 8
Ethernet

Device data can be written to stations connected to other networks or Ethernet
having the specified numbers, in addition to stations connected to the own
station's network.

The data link instructions and the Ethernet instructions cannot be executed
from two or more stations at the same time on the same channel.

If the execution conditions are met at two or more locations at the same time, instructions to be executed later
have to wait until the channel becomes available because handshaking is automatically performed at the
execution of the first instruction.



CHAPTER 6 DEDICATED INSTRUCTIONS

(4) Whether the SWRITE instruction is being executed or has been completed
normally or abnormally can be checked with the send/receive instruction flag
corresponds to the channel used, completion device (D2), or completion
status display flag ((D2) + 1) designated in the set data.

(a) Completion device (D2)
Turns on at the END processing of the scan where the SWRITE instruction is completed, and turns off at the
next END processing.

(b) Status display device at completion ((D2) + 1)
Turns on and off depending on the completion status of the SWRITE instruction.
Normal completion: Stays off and does not change.
Abnormal completion: Turns on at the END processing of the scan where the SWRITE instruction is completed,
and turns off at the next END processing.
[Operation of the own station when the SWRITE instruction is being executed]

END END END END
processing  processing processing  processing
Sequence program @ o——F———fF—F+———— "~ --" -~~~

1 ON |

ON execution is completed \ :
FF L
SWRITE instruction © H 7

FF !
Send/receive © : Y
instruction flag i i ‘ON
OFF 1 |
Completion device —_———— - ‘
| i Abnormal o
| . ON completion =
| i 4" Normal k .
Status display device _OFF e | ' _completion ¢ T
at completion 3 3 One scan 98
=
Y
[Operation of the other station when the SWRITE instruction is being executed] ot
END END ‘ END END
processing  processing ' processing  processing
Sequence program = == T — —

Write completion of

device data designated 3 'ON
with the SWRITE instruction. !
. ) OFF |
Completion device @ —— """~ """~-

(5) When the instruction is executed using J.SWRITE/G.SWRITE, the next read
processing is executed in succession after one read processing is completed

while the read command is on.

When the instruction is executed using JP.SWRITE /GP.SWRITE, the read processing is executed only once
when the read command switches from off to on (at rise).
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6.11.4 Errors

(1) When a dedicated instruction completes abnormally, the abnormal completion
signal (D2) + 1 turns on and the error code is stored in the completion status
(S1) +1.

See the following manuals regarding the error code, check the errors and take corrective actions.
<Error codes>

4FFFH or less: L1 User's Manual (Hardware Design, Maintenance and Inspection) for the CPU module used
CO00H or higher: L1 User's Manual (Basic)

6.11.5 Program example

The following example shows a program that writes the data stored in D300 to 303 to D50 to 53 of station number 3.
When 1/O signals of the Ethernet module are X/Y40 to X/Y5F

X20 . . . .
—h MOV H81 ) 1 With arrival confirmation/
g;tg”ﬂ' clock data setting required
setting
comman
{wov  «e D2 } Channel used by the own station
MOV Ho 03 1 CPU type of the target station (control CPU)
fMov K20 D4 } Target station network number
[Mov K3 D5 } Target station number
[Wov K20 D8 1 Arrival monitoring time (20s)
{wov k4 D9 } Write data length (4 words)
X21
Mt {Mov K10 D300}
rite
data
lsetting
ommand
v K20 ol ] > Write data
MOV K30 0302 ]
[Mov k40 0303 7}
X22 X59
L | MOV K5 07 } Number of resends
Write
command L —— Ty SWRITE J20 00 D300 D50 M60 moo  F X59: Initial normal completion signal
M60 5
I tProcessing program on write completion b
M61 T
W ‘Processing program on normal completion
T
W61 'Processing program on abnormal completion!
f | 1 Read error code, etc.
| —1{ MoV D1 D100 } |
| |
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CHAPTER 6 DEDICATED INSTRUCTIONS

6.12 JP/GP.WRITE

This instruction writes data to word devices of other stations.

Applicable device
in Link dir: Vi i
s::tag Internal device File register Jl;(\:ltjde . fun::nt:zlr:l?:::iule Index register Zn Constant Others
Bit Word R, ZR Bit Word device UO\GO K H
(S1) — @) —
(S2) — @) —
(D1) — oM O —
(D2) O -

*1 T, C, D, W, ST, SD or SW can be used.
For SD/SW, data can be written within the setting range allowed for the user.
For details on SD/SW, refer to the manual for the programmable controller CPU or network module of the target station.

[Instruction  [Executing

symbol] condition] Command

i I fpwrite [ un [ s1) [ s2) [ 1) | (02) —

JP.WRITE

Command

i } lepwriTE] un | (s1) | (s2) | 1) | 02)

W

GP.WRITE

The following format can be used only when the own station is a Universal model QCPU or an LCPU.

[Instruction  [Executing

| o
symbol] condition] Command
JP.WRITE —T— I } [JPWRITE | un [ (s1) [ (82) ["(O1) ] (02) — 2
. > :
3

Command %

J— I | [ePwRITE[ un [ (s1) [ (s2) ["©1)] 02) F— %
GP.WRITE . 5
m

*2 If the device setting in PLC Parameter is different between the own and target stations, use "(D1)" (with doublequotation
marks).
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6.12.1 Setting data

Setting data Description Set by’ Data type
n Network number of the own station (1 to 239, 254) Binary 16 bits
254: Network designated in a valid module for other station access 24
User
Un Start I/O signal of the own station's Ethernet module Character strin
(00 to FEH: The higher 2 digits of the 3-digit I/O signal) d
(S1) Head device of the own station that stores the control data. User, system
(S2) Head device of the own station that stores data to be written. Device name
User
(D1) Head device of the target station to which data is written.
D2) Own station devic.e that' is turn(.ed on for o.ne scan by completion of the instruction. System Bit
(D2) + 1 turns on if the instruction execution completes abnormally.

*1 The "Set by" column indicates the following:
» User: Data is set by the user before executing a dedicated instruction.
+ System: The programmable controller CPU stores the execution result of a dedicated instruction.
The local devices and the file register for each program cannot be used as the device used for the setting data.

Point/

® The WRITE instruction can be executed only when the target station is the Q/L/QnACPU.
(The WRITE instruction cannot be executed for an ACPU connected to the MELSECNET/10 or Ethernet network
systems.)
Therefore, the target station numbers should be the station numbers of Q/L/QnACPU.

® When writing data from the other station CPU module device with the WRITE instruction, specify the device within the
range applicable to the host station CPU module.
(Head device number to be write in other station CPU module (D1)) + (number of write points -1) < (last device number of
host station CPU module)
Last device number in host station CPU module having the same device name as (D1).

@ Use the file register (ZR) when specifying the expansion data register (D) or the expansion link register (W) that are out of
area of the data register (D) or the link register (W) on the host CPU module respectively (excluding the Universal model
QCPU and the LCPU).

For how to calculate areas for the file register (ZR), refer to the User's Manual (Function Explanation, Program
Fundamentals) for the CPU module used.

(Example)

When not assigning the data register (D) of the other station CPU module, or assigning all of the 32K points of the file
register (ZR) to the expansion data register (D).

CPU module CPU module
on the own station *1 on another station
DO DO . ZR0
Data Expansion . n
register dat_at Specify within DO to 12287
D12287 ___D12287|_ €9 17R12287
D12288 ZR12288
Specify within ZR12288 to 32767
D32767 ZR32767

*1 File register with 32K points or more is required for the CPU module on the own station.

@ Setting values stored in Completion status ((S1) + 1) and Clock data ((S1) + 10 to (S1) + 14) are stored into control data
upon completion of the instruction.

® The number of steps for the WRITE instruction is 10.
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CHAPTER 6 DEDICATED INSTRUCTIONS

6.12.2 Control data

Device Item Setting data Setting range Set by
b15 to b8 b7 to b0
| 0 (3] 2] 0 [ 1) ]
1) Execution type (bit 0)
0: No arrival confirmation
When the target station is on the same network - Completed when the data is sent from the
own station.
T |
When the target station is on other network --- Completed when the data arrives at the relay
station on the network of the local station.
e . o 0000H
1 Complete v 0001H
Execution/ab 0080H
normal 0081H
+
(S1)+0 complete 0100H User
type o o 0101H
1: With arrival confirmation 0180H
Completed when data is written to the target station. 0181H
[ |
Target
station
|__Completet
|
o
2) Abnormal complete type (bit 7) i
Set whether or not the clock data setting is required at abnormal completion. E
0: Clock data setting is not required --- Clock data is not stored in (S1) + 11 to (S1) + 17 when g
errors occur. o
1: Clock data setting required - Clock data is stored in (S) + 11 to (S) + 17 when errors occur. s
3)  Arrival monitoring time unit (bit 8) g
Set a unit for arrival monitoring time. Set the arrival monitoring time to (S1) + 8. m
0: Increments of 1s
1: Increments of 100ms
c et Store the status at the completion of the instruction.
(81) +1 St(;:lz etion 0: Normal - System
Other than 0: Abnormal (error code)?
Channel
Designate the channel used by the own station.
(S1)+2 used by the 9 y 1t08 User
. 1 to 8 (channel)
own station
Specify the programmable controller CPU of the access destination in the target station.
« 0000H: Control CPU (The access destination is the same as that with 03FFH selected.)
Target + 03DOH: Control system CPU" 0000H
(s1)+3 station'sCPU | . 53p1H: Standby system CPU™ 03DOH to 03D3H | User
type™ + 03D2H: System A CPU 03FFH
* 03D3H: System B CPU
* 03FFH: Control CPU
) Designate the network number of the target station.
Targetstation 1 to 239: Network number
S1)+4 network ) 1 to 239, 254 User
1) 254: When 254 is designated in Jn (The network designated by the valid module during other
number .
station access)1 to 239, 254
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Device Item Setting data Setting range Set by
Designate the target station.
1) Station number specification
When the own station is a Universal model QCPU or an LCPU: 1 to 120
When the own station is not a Universal model QCPU or an LCPU: 1 to 64
. 2) Specific group 1to 120
Target station
(S1)+5 nurgber 81H to AOH: All stations of group number 81H to AOH User
(Can be set when the execution type designated in (S1) is "0: No arrival confirmation.") FFH
3) All stations
FFH: All stations of the target network number (simultaneous broadcast) -+ excluding the own
station
(Can be set when the execution type designated in (S1) is "0: No arrival confirmation.")
(S1)+6 — (Fixed value) 0 User
Valid when the execution type designated in (S1) is "1: With arrival confirmation."
1) At the instruction execution
Set the number of resends when the instruction is not completed within the monitoring time
Numb f designated by (S1) + 8. U
(S1)+7 umbere gnated by (S1) 0to15 ser
resends 0to 15 (times)” System
2) At the instruction completion
Store the number of resends executed (result).
0 to 15 (times)
When setting "1s" to (S1) + 0 (arrival monitoring time unit),
set a value greater than or equal to the TCP resend timer
value for the monitoring time up to instruction processing
When the instruction fails to termination. 0t0 16383
Arrival complete within the monitoring 0 to TCP resend timer value: Monitoring is performed by
(S1)+8 monitoring time, it is resent for the number | the time set to the TCP resend timer. User
time of resends designated in (S1) (TCP resend timer value + 1) to 16383: Monitoring time
+77 (unit: Second)
When setting "100ms" to (S1) + 0 (arrival monitoring time
unit) 1to 65535
1 to 65535: Monitoring time (unit: 0.1 seconds)
Write d Designate the number of write data in (S2) to (S2) + n.
sn+o | ”“:h a3 | When writing to Q/LCPU: 1 to 960 (Word) 110 960 User
en "
9 When writing to QnACPU: 1 to 480 (Word)™®
(S1)+ 10 (Not used) —_— — —
Store the valid/invalid status of the clock data in (S1) + 12 to (S1) + 17.
This data is stored only when the bit 7 of Abnormal complete type ((S1) + 0) is 1.
(S1)+ 11 Clock set flag | The stored value is not cleared even when the dedicated instruction is normally completed. — System
0: Invalid
1: Valid
The clock data upon abnormal end is stored in BCD.
This data is stored only when the bit 7 of Abnormal complete type ((S1) + 0) is 1.
The stored value is not cleared even when the dedicated instruction is normally completed.
b15 to b8 b7 to b0
(S1)+12 Clock data .
R R (S1)+12 Month (01H to 12H) Year (00H to 99H), Last 2 digits
: (set only if an — System
(S1)+ 15 error occurs) (S1)+13 Hour (00H to 23H) Date (01H to 31H)
(S1)+14 Second (00H to 59H) Minute (O0H to 59H)
(S1)+15 | Year (00H to 99H), First 2 digits | Day of the week (00H to 06H)
00H (Sun.) to 06H (Sat.)
Abnormal Stores the network number of the station that detected an abnormality.
(S1) + 16 detection This data is stored only when the bit 7 of Abnormal complete type ((S1) + 0) is 1. _
network The stored value is not cleared even when the dedicated instruction is normally completed.
number ™4 1 to 239 (Network number)
System
Abnormal Stores the station number of the station that detected an abnormality.
(1) + 17 detection This data is stored only when the bit 7 of Abnormal complete type ((S1) + 0) is 1. _
station The stored value is not cleared even when the dedicated instruction is normally completed.
number™ 1 to 120 (Station number)

218



CHAPTER 6 DEDICATED INSTRUCTIONS

*1 The "Set by" column indicates the following:

» User: Data is set by the user before executing a dedicated instruction.

« System: The programmable controller CPU stores the execution result of a dedicated instruction.
*2 For a list of error codes, see the User's Manual (Basic).

*3 It can be specified when the own station has an Ethernet module of function version D or later.
(Not available for any other case. Access to the control CPU is required.)

*4 Nothing is stored if the execution source detects an error when receiving an instruction.

*5 When the WRITE instruction is executed to the redundant system with a control system or standby system CPU
specified, the instruction may be unsuccessfully completed due to system switching occurred on the target station.
(Error code: 4244H, 4248H)

If this has occurred, execute the WRITE instruction again.

*6 When data of more than 480 words is specified, a C084H error occurs on the own station.
Check the write data length (1 to 480 words) and execute the WRITE instruction.

*7 For how to determine the setting values of the number of resends and arrival monitoring time and their setting examples,
refer to Page 231, Appendix 1.

Point />

® The data written storage device (D1) requires a contiguous free area equal to or greater than the write data length ((S1) +
9) (maximum of 960 words).

® Inorder to increase the reliability of the data, it is recommended to execute the instruction by setting the execution type to
"With arrival confirmation" when a number from one to 120 is designated for the target station number.
When 81H to AOH or FFH is designated for the target station number, the instruction should be executed by setting the
execution type to "No arrival confirmation.”

® When writing to a device of the same station from multiple stations, make sure that the timings of the write operations do
not coincide.
If the communication itself is normally completed when the execution type is set to "No arrival confirmation," the send is
considered normally completed on the write source station even if the contents of the send data are abnormal.
In addition, even if the contents of the send data are normal, when the instruction is executed to the same station from
multiple stations, a timeout error (CO83H) will occur on the write source station.

® The number of resends ((S1) + 7) must be set at every instruction execution.

The allowable write data length ((S1) + 9) of the WRITE instruction varies depending on the version. (L1 User's Manual
(Basic))
Specifying a length value outside the setting range will cause a 4101 error (OPERATION ERROR) on the own station.
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6.12.3 Functions
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(1)

(2)

()

This instruction writes data for the device designated in (S2) of the own station
and succeeding devices to the word devices of the station designated with the
target station network number and target station number in the control data.
The station must be connected to a network other than those designated or
Ethernet.

When writing device data to other station number is completed, the completion device designated in (D2) turns
on.

[Own station] [Response station]
Programmable Programmable
controller CPU Ethernet module controller CPU Ethernet module
(S2) Channel 1 (D1)
WRITE
Channeln
Channel 8

Ethernet

Device data can be written to stations connected to other networks or Ethernet
having the specified numbers, in addition to stations connected to the own
station's network.

The data link instructions and the Ethernet instructions cannot be executed
from two or more stations at the same time on the same channel.

If the execution conditions are met at two or more locations at the same time, instructions to be executed later
have to wait until the channel becomes available because handshaking is automatically performed at the
execution of the first instruction.
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(4) Whether the WRITE instruction is being executed or has been completed
normally or abnormally can be checked with the completion device (D2) or
completion status display flag ((D2) + 1) designated in the set data.

(a) Completion device (D2)
Turns on at the END processing of the scan where the WRITE instruction is completed, and turns off at the
next END processing.

(b) Status display device at completion ((D2) + 1)
Turns on and off depending on the completion status of the WRITE instruction.
Normal completion: Stays off and does not change.
Abnormal completion: Turns on at the END processing of the scan where the WRITE instruction is completed,
and turns off at the next END processing.
[Operation of the own station when the WRITE instruction is being executed]

END END END END
processing  processing processing  processing
Sequence program @ ——————+—f— F—+ """~~~

WRITE instruction -

ON execution is completed i
OFF H

ON |
OFF 3
Send/receive — | ‘
instruction flag ! 'ON
Completion device @——————F———————————— -~~~ "
normal
ON completion

i & "Normal |
Status display device _OFF | 1
at completion 3

completion ¢

One scan

(5) When the instruction is executed using J.WRITE/G.WRITE, the next write
processing is executed in succession after one write processing is completed
while the write command is on.

When the instruction is executed using JP.WRITE/GP.WRITE, the write processing is executed only once when
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the write command switches from off to on (at rise).
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6.12.4 Errors

(1) When a dedicated instruction completes abnormally, the abnormal completion
signal (D2) + 1 turns on and the error code is stored in the completion status
(S1) +1.

See the following manuals regarding the error code, check the errors and take corrective actions.
<Error codes>

4FFFH or less: L1 User's Manual (Hardware Design, Maintenance and Inspection) for the CPU module used
CO00H or higher: L1 User's Manual (Basic)

6.12.5 Program example

See the program example of the SWRITE instruction described in Page 210, Section 6.11.
The SWRITE instruction only differs from the WRITE instruction on one point, namely that the write notification device
(D3) is not designated at the end of arguments.
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6.13 J(P).ZzNRD

This instruction reads data from word devices of other stations (ACPU).

Applicable device
Setting . Link direct device Intelligent
Internal device i i i
data FlleRreg::ter Joag function module Indexzrt:glster Cons:lantK, Others
Bit Word ’ Bit Word device UD\GOI
n1 — @) — @) —
(S) — o — — — —
(D1) — o — — —
n2 O — O —
(D2) O — — —
*1 CanonlyuseT,C,D, W
[Instruction  [Executing
symbol] condition]
Command
| | |
J.ZNRD Jn n1 S D1 n2 D2
J.ZNRDﬂ | I | l |()|()| |()}—
Command
| | |
JP.ZNRD Jn n1 S D1 n2 D2
JP.ZNRDf [ I ’ ‘ ‘()‘()‘ |()}—

6.13.1 Setting data

Setting data™"2 Description Setting range Set by™ Data type 5
Target station network number @
Jn Designate the network number of the target 1to 239 Binary 16 bits /_-‘E
station. -
User N
Target station number b
. ) Character
n1 Designates the station number of the target 1 to 64 (constant) . o
station string

Read data storage head device (target station)
(S) Designate the head device of the target station —

that stores the data to read.
— Device name

Read data storage head device (own station)
(D1) Designate the head device of the own station —
that stores the data to read.

When reading from Q/L/QnA/AnUCPU

Read data length 1 to 230 (constant) BIN
n2 Designates the number of data (word count) to When reading from programmable controller User 16 bits
be read. CPUs other than Q/L/QnA/AnUCPU

1 to 32 (constant)

Read completion device (own station)
Designate device that is turned on for one scan
(D2) by the read completion — System Bit
(D2) --- OFF: Incomplete, ON: Complete
(D2) + 1 -- OFF: Normal, ON: Error
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*1
*2

*3

Point/’

The local devices and the file register for each program cannot be used as the device used for the setting data.
In addition to the setting data, the ZNRD instruction is executed using the following fixed values.
Channel used by own station: Channel 1
Arrival monitoring time (monitoring time until instruction completion): 10 seconds
Number of resends for arrival monitoring timeout: 5 times
The "Set by" column indicates the following:
» User: Data is set by the user before executing a dedicated instruction.
» System: The programmable controller CPU stores the execution result of a dedicated instruction.

The ZNRD instruction can be executed when the target station is a Q/L/QnA/AnUCPU.
Access to an AnUCPU is available via MELSECNET/10.

When reading data from the other station CPU module device with the ZNRD instruction, specify the device within the
range applicable to the host station CPU module.

(Head device number to be read in other station CPU module (S)) + (number of read points -1) < (last device number of
host station CPU module)

Last device number in host station CPU module having the same device name as (S).

The normal or abnormal read completion status is stored in the data link instruction execution result (ZNRD instruction)
storage area (address: 207).

If the read completion device ((D2) + 1) is on due to abnormal end, read the error code stored in the area mentioned
above and correct the error accordingly.

6.13.2

Functions

(1) This instruction reads n2 points of data from the word device of the connected
station having the network number designated by Jn/n1 in the Ethernet
network system.

When reading the device data is completed, the completion device designated in (D2) turns on.

[Own station] [Response station]

Programmable Programmable
controller CPU Ethernet module controller CPU Ethernet module

(d1) (S)

N ZNRD Channel 1 }4—

* Fixed

Ethernet

(2) The ZNRD instruction is executed using channel 1 (fixed).

The data link instructions and the Ethernet instructions cannot be executed from two or more stations at the same

time on the same channel.
If the execution conditions are met at two or more locations at the same time, instructions to be executed later

have to wait until the channel becomes available because handshaking is automatically performed at the

execution of the first instruction.
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(3) Whether the ZNRD instruction is currently being executed or has been
completed normally or abnormally can be checked with the completion device
(D2) designated in the set data.

(a) Completion device (D2)
Turns on at the END processing of the scan where the ZNRD instruction is completed, and turns off at the next
END processing.

(b) Status display device at completion ((D2) + 1)
Turns on and off depending on the completion status of the ZNRD instruction.
Normal completion: Stays off and does not change.
Abnormal completion: Turns on at the END processing of the scan where the ZNRD instruction is completed,
and turns off at the next END processing.
[Operation of the own station when the ZNRD instruction is being executed]

END END END END
processing  processing processing  processing
Sequence program "

ZNRD instruction -

ON execution is completed\ i
OFF I L

|
| __completion y

One scan

Status display device _OFF
at completion

OoN I
OFF }
Send/receive ‘ : ‘
instruction flag ! ! 'ON
OFF ‘ oy
Completion device : ********** Abnormal
: ON_ completion
! A&~ Normal H

aunNz(dir Lo

6.13.3 Errors

(1) When execution of a dedicated instruction ends with an error, the abnormal
completion signal (D2)+1 turns ON and the result is stored in the data link
instruction execution result (ZNRD instruction) storage area (address: 207) of

the buffer memory.
See the following manuals regarding the error code, check the errors and take corrective actions.
<Error codes>

4FFFH or less: L1 User's Manual (Hardware Design, Maintenance and Inspection) for the CPU module used
COOOH or higher: L1 User's Manual (Basic)

225



6.13.4 Program example

A program that reads the contents of D10 to 14 of station number 4 from D200 to 204 of station number 1.
When 1/O signals of the Ethernet module are X/Y00 to X/Y1F

X22 X19

— i1 —{oe.2wR0 91 k4 D10 D200 K5 Mo X19: Initial normal completion signal

Read

command

MO M1 r . .

— | H {ser ¥30 Normal completion display

[rsT 31
M1 Uo\
} [Mov G207 D0 Error code

[ser ¥31 Error completion display
{rsT Y30

6.14 J(P).ZNWR

This instruction writes data to word devices of other stations (ACPU).

Applicable device
Settin ) Link direct device A
9 Internal device File register oo In?elhgent Index register | Constant
data R ZR JON function module Zn K H Others
Bit Word ’ Bit Word device UD\GOI ’
n1 — O — O —
(D1) - o™ — — — —
(S) - O - - -
n2 O — O —
(D2) ) — — —
*1 CanonlyuseT,C,D, W
[Instruction  [Executing
symbol] condition]
Command
| luzzvwwr [ on | 1 Jon | 9 | n2 [ 02
J.ZNWR
Command
T || |
JP.ZNWR | Jn n1 (D1) (S) n2 (D2)
JP.ZNWR I l ‘ ‘ | | | ‘
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6.14.1

Setting data

CHAPTER 6 DEDICATED INSTRUCTIONS

Setting data™"2 Description Setting range Set by Data type
n Target station network number . 1t0 239 BIN ‘
Designate the network number of the target station. 16 bits
. i i User
Target station number 1 to 64 (constant): statlons of station number Character
n1 Designates the station number of the target station 81H to 89H: All stations of group number strin
9 g " | FFH: All stations on the target network number d
Write data storage head device (target station)
(D1) Designate the head device of the target station to —
which data is written. Device
Write data storage head device (own station) name
(S) Designate the head device of the own station that —
stores the data to be written.
When writing to Q/L/QnA/AnUCPU
1to 230 tant
Write data length 0 230 (constant) BIN
n2 Designate the number of data (words) to write When writing to programmable controller CPUs User 16 bits
9 ’ other than Q/L/QnA/AnUCPU
1 to 32 (constant)
Write completion device (own station)
Designate device that is turned on for one scan by
(D2) the write completion. — System Bit

(D2) --- OFF: Incomplete, ON: Complete
(D2) + 1 -- OFF: Normal, ON: Error

*1
*2

*3

Point/

The local devices and the file register for each program cannot be used as the device used for the setting data.
In addition to the setting data, the ZNWR instruction is executed using the following fixed values.

Channel used by own station: Channel 2

Arrival monitoring time (monitoring time until instruction completion): 10 seconds
Number of resends for arrival monitoring timeout: 5 times

The "Set by" column indicates the following:

« User: Data is set by the user before executing a dedicated instruction.
» System: The programmable controller CPU stores the execution result of a dedicated instruction.

® The ZNWR instruction can be executed when the target station is a Q/L/QnA/AnUCPU.
Access to an AnUCPU is available via MELSECNET/10.

When writing data from the other station CPU module device with the ZNWR instruction, specify the device within the

range applicable to the host station CPU module.

(Head device number to be write in other station CPU module (D1)) + (number of write points -1) < (last device number of

host station CPU module)

Last device number in host station CPU module having the same device name as (D1).

The normal or abnormal write completion status is stored in the data link instruction execution result (ZNWR instruction)

storage area (address: 209).

If the write completion device ((D2) + 1) is on due to abnormal end, read the error code stored in the area mentioned

above and correct the error accordingly.

HMNZ(dr 19
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6.14.2

Functions

228

(1) This instruction write n2 points of data from the word device designated by (S)
of the own station to the word device of the connected station having the
network number designated by Jn/n1 in the Ethernet network system.

When writing the device data to the target station is completed, the completion device designated in (D2) turns

(2)

on.

[Own station]
Programmable
controller CPU

Ethernet module

[Response station]
Programmable

controller CPU

Ethernet module

)

ZNWR

=| Channel 2 |—

* Fixed

(D7)

The ZNWR instruction is executed using channel 2 (fixed).

The data link instructions and the Ethernet instructions cannot be executed from two or more stations at the same

time on the same channel.

If the execution conditions are met at two or more locations at the same time, instructions to be executed later

have to wait until the channel becomes available because handshaking is automatically performed at the

execution of the first instruction.



CHAPTER 6 DEDICATED INSTRUCTIONS

(3) Whether the ZNWR instruction is currently being executed or has been
completed normally or abnormally can be checked with the completion device
(D2) designated in the set data.

(a) Completion device (D2)
Turns on at the END processing of the scan where the ZNWR instruction is completed, and turns off at the next
END processing.

(b) Status display device at completion ((D2) + 1)
Turns on and off depending on the completion status of the ZNWR instruction.
Normal completion: Stays off and does not change.
Abnormal completion: Turns on at the END processing of the scan where the ZNWR instruction is completed,
and turns off at the next END processing.
[Operation of the own station when the ZNWR instruction is being executed]

END END END END
processing  processing processing  processing
Sequence program = =
ZNWR instruction !
ON execution is completed \ A
OFF H !

ZNWR instruction n— - :

|
| _completion ¢

One scan

Status display device _OFF
at completion

'ON
OFF i
Send/receive i : ‘
instruction flag ! ! 'ON
OFF 1 S S R
Completion device 1 ffffffffff Abnormal
! ON_ completion
! 4" Normal H

HMNZ () 719

6.14.3 Errors

(1) When execution of a dedicated instruction ends with an error, the abnormal
completion signal (D2)+1 turns ON and the result is stored in the data link
instruction execution result (ZNWR instruction) storage area (address: 209) of

the buffer memory.
See the following manuals regarding the error code, check the errors and take corrective actions.
<Error codes>

4FFFH or less: L1 User's Manual (Hardware Design, Maintenance and Inspection) for the CPU module used
CO0O0H or higher: LI User's Manual (Basic)
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6.14.4

Program example
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A program that writes the contents of D300 to 303 of station number 2 to D50 to 53 of station number 3.
When 1/O signals of the Ethernet module are X/Y00 to X/Y1F

X22 X19
I 11 {op.2m0R 31 K3 D50 D300 K4
Write
command
M10 M1
! 4 —]
I AT L SET
I
[RsT
Mlll - U0\
| fmov G209
I
[ser
r
[rsT

M10

Y30

Y31

D10

Y31

Y30

X19: Initial normal completion signal

Normal completion display

Error code

Error completion display



APPENDIX

Appendix 1 calculating the Setting Values of the Data
Link Instructions (Control Data)

This section explains how to determine values set to control data for the data link instructions (arrival monitoring time
and the number of resends) and the processing time of the instructions.

The arrival monitoring time refers to monitoring time after the Ethernet module sends a request by the data link
instruction until the instruction processing is ended.

When the processing is not ended, the instruction is resent by the number of resends.

The processing time described in this section depends on the network load ratio (line congestion) and system
configuration. When applying the value to the system, make sure that it will not cause a problem in control.

Appendix 1.1 calculation formulas

(1) Arrival monitoring time

The formula is shown using the following system configuration example.

(Communication request source station) (Communication request destination station)
- Bl
L. = [p READ instruction = [{
o e I 1 > ol b —

1 channel used

[Arrival monitoring time > St x 2 + Dt + Rt]
» St: Sequence scan time of the CPU module on the communication request source station
» Dt: Communication processing time between the Ethernet modules on the communication request source
station and on the communication request destination station
» Rt: Response time of the CPU module on the communication request destination station

(a) Sequence scan time of the CPU module on the communication request source
station (St)

The sequence scan time can be checked by Current scan time (SD520, SD521).

(b) Communication processing time between the Ethernet modules on the
communication request source station and on the communication request
destination station (Dt)

Use the processing time of the dedicated instructions described in the User's Manual (Basic).

231

sejnwJoy uonenojes || xipuaddy

(eye@ |053u0D) suonoNIIsU| YUl Bleq ay} Jo senjeA Bumas ay) Buienoje) | xipuaddy




232

(c) Response time of the CPU module on the communication request destination

(2)

station (Rt)

AFind the value by the following formula.
[Sequence scan time x Number of scans before executing service processing]

The sequence scan time can be checked by Current scan time (SD520, SD521).
For service processing, refer to the User's Manual (Function Explanation, Program Fundamentals) for the CPU

module used.

The following shows the processing flow of the items shown in the formula.

Ethernet module Ethernet module
Programmable (communication request (communication request ~ Programmable
controller CPU source station) destination station) controller CPU
----x- —{ READ }—
st
Command (UDP)
Dt g
_____ Receive response (UDP) "1
= ———> Read request ----I-
Rt
_____ «_Response (UDP) +«—— Readdata ---¥-
DE_I___ Receive response (UDP) *1‘
St
""" (Processing ended)

*1 The receiving side Ethernet module notifies the sending side Ethernet module of successful data reception.

Setting arrival monitoring time
Set arrival monitoring time to the control data for the data link instruction.

Although the setting unit can be selected from 1s and 100ms, setting "100ms" is recommended.”!

When "1s" is selected, the arrival monitoring time cannot be set shorter than the TCP resend timer. To shorten
arrival monitoring time, the TCP resend timer value must be reset.
When "100ms" is selected, arrival monitoring time can be set without considering the TCP resend timer value.

*1 The "100ms" option is available for the QJ71E71-100 and LJ71E71-100 with a serial number (first five digits) of "12062"
or later.



(3) Number of resends

Set the number of resends in case that timeout occurs due to packet loss caused by poor line condition.

The following shows the resend processing flow of the Ethernet modules.

Ethernet module Ethernet module
Programmable (communication request (communication request Programmable
controller CPU source station) destination station)  controller CPU

Command (UDP)

—[READ }—

v

Receive response (UDP)

A

Command (UDP)

Receive response (UDP)

Resend |«
Je====== (No response)- - - - - -
¢ Repeat for the
e number of resends
Command (UDP) .
Resend | < Receive response (UDP)

———+— Read request

Response (UDP) Pu— Read data

A

Receive response (UDP)

(Processing ended)

(4) Total processing time of the data link instruction (when the instruction is
resent)

The following shows the formula.
[Total processing time of the data link instruction (when the instruction is resent by the number of resends)= St x

sejnwJoy uonenojes || xipuaddy
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2 + Arrival monitoring time x Number of resends + Rt]
» St: Sequence scan time of the CPU module on the communication request source station
» Rt: Response time of the CPU module on the communication request destination station
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Appendix 1.2  setting examples

This section explains the calculation example of arrival monitoring time setting value and the processing time of the

data link instruction when the calculated value is set to the control data.

(1) Executing the READ instruction for one channel

(Communication request source station) (Communication request destination station)

& —

1 channel used

(a) Calculating arrival monitoring time

Apply the following values for sequence scan time of the CPU module on the communication request source

station (St) and response time of the CPU module on the communication request destination station (Rt).

St =20ms
Rt =30ms x 1 scan = 30ms

Since the READ instruction is used, communication processing time between the Ethernet modules on the

communication request source station and on the communication request destination station (Dt) will be the

following value.
Dt =9.9ms

Set a value larger than the following to the arrival monitoring time.
Stx2+Dt+Rt=20x2+9.9+30=79.9ms

(b) Number of resends

Set 3 times.

(c) Total processing time of the data link instruction (when the instruction

The processing time can be shortened by setting the arrival monitoring time shorter.

» Setting "100ms" for the setting unit of arrival monitoring time

is resent)

Setting target Item

Setting value

Processing time

Sequence scan time of the CPU module (St) —

20ms

Communication S(-‘)tting unit of arrival monitoring time Increments of 100ms (1) _

request source o ) (bit 8 of (S1) + 0)

station Control data for the data link instruction Arival monitoring time o 200ms
Number of resends 3 —

Communication

request destination Response time of the CPU module (Rt) — 30ms

station

Total processing time of the data link instruction (when the instruction is resent by the number of resends) 670ms

20ms x 2 + 200ms x 3 + 30ms = 670ms

*1 Since the arrival monitoring time value may be rounded off, add "100ms".
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» Using the default for Ethernet module parameter (setting "1s" for arrival monitoring time unit

Setting target Item Setting value Processing time
Sequence scan time of the CPU module (St) — 20ms
Communication S?tting unit of arrival monitoring time In increments of 1s (0) o
request source (bit 8 of (S1) +0)
station Control data for the data link instruction Arrival monitoring time 0 1082
Number of resends 3 —

Communication
request destination Response time of the CPU module (Rt) — 30ms
station

Total processing time of the data link instruction (when the instruction is resent by the number of resends)

20ms x 2 + 10s x 3 + 30ms = 30.07s 30.07s

*2 Since the arrival monitoring time value (default: 0) is smaller than the TCP resend timer value (default: 10s), the
processing time will be the same as the TCP resend timer.

(2) Executing the READ instruction using 3 channels and monitoring devices with
a programming tool

I:l 0000 0000 0000
0000 0000 0000

o Communication (Communication request
(Communication request request destination source station)

source station)
— g | -
Device monitor
g . “«---------
=N

(a) Calculating arrival monitoring time

Apply the following values for sequence scan time of the CPU module on the communication request source

j 0[]

il

Programming tool

station (St) and response time of the CPU module on the communication request destination station (Rt).
St =20ms
Rt = 30ms x 4 scans = 120ms

sa|dwexa Bumag z'| xipuaddy

(ere@ |0.3u0D) SuoONIISU| YuIT BIEQ 8Y) JO SenjeA Bumes ay) Bunenoje) | xipuaddy

Since the READ instruction is used, communication processing time between the Ethernet modules on the
communication request source station and on the communication request destination station (Dt) will be the
following value.

Dt =9.9ms

Set a value larger than the following to the arrival monitoring time.
Stx2+Dt+Rt=20x2+9.9+ 120 = 169.9ms
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Point/

In this processing, the READ instruction is executed using 3 channels and device monitor is performed. Therefore, the
maximum 4 scans may be required. (30ms x 4 scans = 120ms)
However, the processing can be performed in one scan by the following setting. (30ms x 1 scan = 30ms)
» Time reserved for communication processing (SD315)
* (other than the Universal model QCPU, LCPU)
(Example)
Arrival monitoring time when service processing is set to 4 times:
Stx2+Dt+Rt=20x2+9.9+30=79.9ms

For details on the setting, refer to the User's Manual (Function Explanation, Program Fundamentals) for the CPU module
used.

(b) Number of resends

Set 3 times.

(c) Total processing time of the data link instruction (when the instruction is resent)

The processing time can be shortened by setting the arrival monitoring time shorter.
+ Setting "100ms" for the setting unit of arrival monitoring time

Setting target Item

Setting value Processing time"

Communication

Sequence scan time of the CPU module (St) — 20ms

Setting unit of arrival monitoring time

| ts of 100 1 —
(bit 8 of (S1) + 0) ncrements o ms (1)

request source

. Control data for the data link instruction . 300ms
station Arrival monitoring time 32
(200ms)
Number of resends 3 —
Communication
L . 120ms
request destination Response time of the CPU module (Rt) — (30ms)
station
Total processing time of the data link instruction (when the instruction is resent by the number of resends) 1060ms
20ms x 2 + 300ms x 3 + 120ms = 1060ms
(670ms)

(20ms x 2 + 200ms x 3 + 30ms = 670ms)

*1 Values in parentheses are assumed that service processing is set to 4 times. (==~ Page 235, Appendix 1.2 (2) (a))
2 Since the arrival monitoring time value may be rounded off, add "100ms".

» Using the default for Ethernet module parameter (setting "1s" for arrival monitoring time unit

Setting target Item

Setting value Processing time™>

Sequence scan time of the CPU module (St) — 20ms

Setting unit of arrival monitoring time | In increments of 1s

Communication —

request source

station

(bit 8 of (S1) + 0) (0)

Control data for the data link instruction ] . .
Arrival monitoring time 0 10s™

Number of resends 3 —

Communication

120
request destination Response time of the CPU module (Rt) — (30nTsS)
station
Total processing time of the data link instruction (when the instruction is resent by the number of resends)
20ms x 2 + 10s x 3 + 120ms = 30.16s 30.16s

X X = .
(30.07s)

(20ms x 2 + 10s x 3 + 30ms = 30.07s)
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*3 Values in parentheses are assumed that service processing is set to 4 times. (==~ Page 235, Appendix 1.2 (2) (a))
*4 Since the arrival monitoring time value (default: 0) is smaller than the TCP resend timer value (default: 10s), the
processing time will be the same as the TCP resend timer.
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Broadcast (simultaneous broadcast) . . ... ....... 88
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Network, MELSECNET/H, MELSECNET/10 relay
communication. .. ....... ... 82
CC-Link IE Controller Network, CC-Link IE Field
Network, MELSECNET/H, MELSECNET/10 relay

communication function. . .. ................. 62
Channel........ ..., 91
Checkreceivemail . ....................... 36
Command input monitoring timer . .. .......... 131
Command list (Ethernet module dedicated commands)
..................................... 128
Command list (FTP server support commands) . . . 127
Conditiondevice. . . ........... ... .. ... 56
Condition forinspection. . . .. ................ 57
Condition for PLC inspection . ................ 55
Controlling the status (remote RUN/STOP) . . . . .. 119
Conversionmethod. . ...................... 70
D
Data link instructions . . . . .. ................. 91
DNS ... 35
Drive NAME. . . . . v ettt e 141
E
E-mail sending (attached file). .. ... ........... 38
E-mail sending (maintext) . .................. 50
E-mail sending and receiving . . . .............. 25
E-mailsetting . . . ..... .. ... ... 35
Error code (data link instruction) . . ... ......... 125
Error code (FTP responsecode). ... .......... 144
Ethernet module dedicated commands (FTP)
................................. 127,150
Ethernet module support commands. . . . . .. 127,145
F
Filepath. .. ...... ... ... . .. 141
File transferablerange. . .. ................. 129
FTP. . 130,132
FTP (client) .. ...... ... ..., 126
FTPcommand .................cu.... 127,145

FTPlog-inname. ........................ 131
FTPparameter. . .................cco..... 130
FTP serverresponsecode. . .. .............. 144
|
Inquiry time intervals for checking receive mail. . . . . 36
IP address computation system . . .. ........... 71
K
Keyword (FTP, password) . . . ............... 141
L
Lock (FTP). . . . .o 152
M
Mail address setting of the own station . . .. ...... 36
Monitor function of the programmable controller CPU
...................................... 27
Monitoringvalue. . .. ...................... 57
MRECYV (instruction for e-mail). . ... ....... 43,157
MSEND (instruction for attached file, e-mail) . . 38,163
MSEND (instruction for main text, e-mail) . . .. 50,163
N
Name of attachedfile ...................... 41
Netmask pattern . .. ..... ... .. ... .......... 67
Newsdatapoints . ........................ 57
News data storagedevice . . . ................ 57
Newssetting . .............. o iiiinnn... 54
News specification .. ...................... 37
P
Password (e-mail). . . ...................... 35
Password (FTP) . . ................... 130,141
PLCinquiryinterval. . ... ... ... ............. 56
PLC monitoring timer . .. .................. 131
POP3server ......... ... .. ... ........ 32,36
Processing procedure of the e-mail function ... ... 33
R
READ (data link instruction). . . ... ....... 106,169
Receivee-mail . . ......................... 43
Receive mailsetting . ...................... 36
Receivinganewse-mail . ................... 58
RECYV (data link instruction). . . ........... 97,176
RECVS (data link instruction). . . . ... ... .. 102,182
Relay network No. .. ...................... 76
Relay stationNo. . ........................ 77
Remote RUN/Remote STOP (programmable controller
CPU). . 119
REQ (data link instruction). . . ........ 119,186,194
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Routing parameter settings . . . ............... 76

S
SEND (data link instruction) . ............. 96,197
Send mail address setting. . . ........ .. ... ... 37
Sendmailsetting......................... 36
Simultaneous broadcast (UDP/IP) . .. .......... 88
SMTP Server. . ... 32,36
SREAD (data link instruction) . ........... 106,205
Station No. <-> IP information . . . . ............ 66
Station No. <-> IP information system (conversion
method) . ...... ... .. . ... 67
SWRITE (data link instruction). . ... ....... 107,210
T
Table exchange system .. .................. 73
Targetnetwork No.. . .. .................... 76
U
Unlock (FTP). . .. oo 133,152
Use-togethersystem ...................... 75
w
WRITE (data link instruction). . . . ......... 107,215
Z
ZNRD (data link instruction) . ............ 113,223
ZNWR (data link instruction) . . .. ......... 114,226
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WARRANTY

Please confirm the following product warranty details before using this product.

1. Gratis Warranty Term and Gratis Warranty Range

If any faults or defects (hereinafter "Failure") found to be the responsibility of Mitsubishi occurs during use of the product

within the gratis warranty term, the product shall be repaired at no cost via the sales representative or Mitsubishi Service

Company.

However, if repairs are required onsite at domestic or overseas location, expenses to send an engineer will be solely at

the customer's discretion. Mitsubishi shall not be held responsible for any re-commissioning, maintenance, or testing

on-site that involves replacement of the failed module.

[Gratis Warranty Term]

The gratis warranty term of the product shall be for one year after the date of purchase or delivery to a designated place.

Note that after manufacture and shipment from Mitsubishi, the maximum distribution period shall be six (6) months, and

the longest gratis warranty term after manufacturing shall be eighteen (18) months. The gratis warranty term of repair

parts shall not exceed the gratis warranty term before repairs.

[Gratis Warranty Range]

(1) The range shall be limited to normal use within the usage state, usage methods and usage environment, etc., which
follow the conditions and precautions, etc., given in the instruction manual, user's manual and caution labels on the
product.

(2) Even within the gratis warranty term, repairs shall be charged for in the following cases.

1. Failure occurring from inappropriate storage or handling, carelessness or negligence by the user. Failure caused
by the user's hardware or software design.

2. Failure caused by unapproved modifications, etc., to the product by the user.

3. When the Mitsubishi product is assembled into a user's device, Failure that could have been avoided if functions
or structures, judged as necessary in the legal safety measures the user's device is subject to or as necessary by
industry standards, had been provided.

4. Failure that could have been avoided if consumable parts (battery, backlight, fuse, etc.) designated in the
instruction manual had been correctly serviced or replaced.

5. Failure caused by external irresistible forces such as fires or abnormal voltages, and Failure caused by force
majeure such as earthquakes, lightning, wind and water damage.

6. Failure caused by reasons unpredictable by scientific technology standards at time of shipment from Mitsubishi.

7. Any other failure found not to be the responsibility of Mitsubishi or that admitted not to be so by the user.

2. Onerous repair term after discontinuation of production
(1) Mitsubishi shall accept onerous product repairs for seven (7) years after production of the product is discontinued.
Discontinuation of production shall be notified with Mitsubishi Technical Bulletins, etc.
(2) Product supply (including repair parts) is not available after production is discontinued.

3. Overseas service

Overseas, repairs shall be accepted by Mitsubishi's local overseas FA Center. Note that the repair conditions at each FA
Center may differ.

4. Exclusion of loss in opportunity and secondary loss from warranty liability
Regardless of the gratis warranty term, Mitsubishi shall not be liable for compensation of damages caused by any cause
found not to be the responsibility of Mitsubishi, loss in opportunity, lost profits incurred to the user by Failures of
Mitsubishi products, special damages and secondary damages whether foreseeable or not, compensation for accidents,
and compensation for damages to products other than Mitsubishi products, replacement by the user, maintenance of
on-site equipment, start-up test run and other tasks.

5. Changes in product specifications
The specifications given in the catalogs, manuals or technical documents are subject to change without prior notice.
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TRADEMARKS

Ethernet is a trademark of Xerox Corp.
Microsoft and Windows are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or

other countries.
The company names, system names and product names mentioned in this manual are either registered trademarks or

trademarks of their respective companies.

In some cases, trademark symbols such as '™ or "® are not specified in this manual.
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